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PROCEEDINGS
(9:00 a.m.)

MS. KRAINSKY: Good morning, and welcome to our
workshop, In Short: Advertising and Privacy Disclosures
in a Digital World. My name is Ella Krainsky and I’m an
attorney with Bureau of Consumer Protection in the
Division of Advertising Practices.

We’re very happy to see you all here and we’re
looking forward to informative and lively discussion
today .

Before we begin this morning, 1 do have a few
administrative matters to mention. First, 1f you have
any questions for our panelists at any time, please write
them on a comment card and hold up the card for one of
our workshop team members to collect 1t. |If you need a
comment card, just raise your hand and we’ll get one to
you as soon as possible.

IT you’re joining us via webcast, please submit
questions to FTCdisclose@ftc.gov. |If you’re tweeting

about the workshop, please use the hashtag, FTCdisclose.



1 will have to go through the metal detectors again.
2 Finally, please remember to silence your mobile devices.
3 And, now, without further ado, 1°d like to
4 welcome you all again and introduce Commissioner Maureen
5 Ohlhausen to open the workshop. Thank you very much.
6 (Applause.)
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WELCOME AND OPENING REMARKS

COMMISSIONER OHLHAUSEN: Good morning, and
welcome to the FTC’s workshop on In Short: Advertising
and Privacy in a Digital World. 1°m Maureen Ohlhausen.
I’m the newest commissioner, having been here just about
two months. But as part of my background, you should
know that 1 served for almost 12 years at the Commission
previously. During that time, advertising and privacy
were two of the most important and iInteresting issues
that 1 worked on.

This workshop promises to be an incredibly
informative program on a topic that is changing as
rapidly as any issue on which the FTC has jurisdiction.
I know that the discussion today will significantly add
to our understanding of this critical issue and thereby
help advance our goal of enabling consumers to make their
own informed choices.

Also, 1 believe the FTC should use all of its
tools to advance i1ts mission and am thus a strong
supporter of workshops and outreach like today’s event,
which bring together a variety of stakeholders.

It is hard to underestimate the importance of
advertising and privacy disclosures. Many of the
Commission’s advertising rules and guides and orders

require clear and conspicuous disclosures and the FTC Act



1 requires that if an advertisement makes an express or an
2 implied claim that is likely to mislead without certain
3 qualifying information, that information must be

4 disclosed clearly and conspicuously.
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Dot-Com Disclosures was issued, who could have imagined
the world we live In now? Tablet computers and
smartphones and apps, social media, tweets, using your
phone to get an instant discount, you know, on a meal at
your favorite restaurant in your neighborhood, walking
down the street and having your phone tell you that the
coffee shop a couple blocks away has a special offer
today, and then also simultaneously telling hundreds of
your friends that you like a particular product.

These technological advances have been nothing
short of really amazing. But as iIs so often the case,
each of these technological advances brings not only new
opportunities, but new challenges. As the three-inch
smartphone screen takes over from the 17-inch computer

monitor as the means of delivering advertising to
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they’re endorsing for free?

Finally, as consumers increasingly utilize
mobile devices to perform such activities as browsing the
web to check out the latest headline or sports score,
launching an app to find a nearby gas station, pay their
credit card bill and possibly their rent or their
mortgage, how should businesses relay key information to
consumers about their privacy practices, including how

they may be collecting, using or sharing consumer data?
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key stakeholders iIn this area, consumer advocates,
advertisers, trade associations, social media platforms
and academics. These are the people who are on the front
line in tracking these issues. Their presentations will
help inform the Commission as we continue to develop our
expertise in this area.

Thank you very much for joining us today and
enjoy the workshop.

(Applause.)

MS. KRAINSKY: Thank you, Commissioner
Ohlhausen.



11
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12
unfamiliar with it, 1 will quote very briefly from the
FTC”s deception policy statement to provide a basic
overview, which i1s “When representations or sales
practices are targeted to a specific audience, the
Commission determines the effect of the practice on a
reasonable member of that group. The Commission will
evaluate the entire advertisement, transaction or course
of dealing in determining how a reasonable consumer are
likely to respond.”

As an HCI researcher and a non-lawyer, when 1
read this, 1 ask, how do we reliably measure this
concept? How do we approach this without an externally
valid reproducible method for gauging how a reasonable
consumer evaluates a statement.

The field of human computer interaction, or
HCl, approaches the concept from a -- approaches the
concept of a reasonable consumer from a different
perspective. But first let me describe what HCI is, and
I have a few definitions for you up on the screen. As an
academic field, HCI has existed for over 30 years. Today
it’s a diverse field of both academics and practitioners
who typically have training In some combination of
computer science, information science, visual design and
cognitive science.

HC1 practitioners work in specialties such as
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user experience research, visual design, usability
testing and information design. We practice a
methodology called user-centered design where our
approach is guided by our users’ needs, perceptions and
expectations. HCI offers design principles derived from
empirical research that take into account our shared
cognitive and perceptual limitations.

Disclosures and privacy policies exist to
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relevant to disclosures and privacy policies. Please
note that these are examples and 1 don’t necessarily
endorse them unreservedly as design solutions.

So, the first concept I’m going to talk about
relates to how people process information. People are
goal-oriented. So, whether you are seeking information
online or playing a computer game, you have a goal iIn
mind when you visit a website or open an application.
This goal-orientation narrows a person’s focus to
concentrate on the tasks or content they need in order to
reach that goal, and the consequence is what researchers
call selective attention.

So, my next slide, 1 have a quiz for you all.
Nothing like starting the morning with a quiz. So, the
first question is, can you spot the scissors on the next
slide? And 1°m only going to have i1t up for about two
seconds. So, ready? Okay, so, quick quiz. Did the
toolbox contain a hammer? Anybody want to say yes? A
few people? Okay. It actually did. And, so, if you
didn’t notice, you are most likely not alone iIn this
room. Because 1 primed you for that task, you were
focusing your attention on that one activity of looking
for the scissors.

So, 1 hope i1t’s not a surprise to hear that

people aren’t visiting a website or using an app in order

14
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to read a disclosure or a privacy policy. As long as
these elements are disconnected from a user’s primary
activity, they will generally remain unread and
unnoticed. From an HCI point of view, this is reasonable
behavior. We would expect anything a user was required
to read would be part of the user’s task flow. Thus,
when considering how to present a notice or a disclosure,
research suggests that timing is crucial. 1In order to
get a notice noticed, its presentation should be tied to
an action or to a goal with some relationship to the
notice itself.

So, here’s an example of what’s variously
called a popover or a tool tip within the browser. This
is a disclosure made within the context of a specific
goal. In this case, it’s evaluating a potential
purchase. The disclosure 1s proximate to the product and

offered in the context of actually evaluating it.

Proximity and context are key principles. DisclosuresProxnee tieouldl
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relevant, it’s well-timed and it provides the user with
an actionable choice, whether to disclose to the MAP
application their current location or not.

So, the next concept | want to discuss is how
people read on screens. It’s well understood that people
don’t read webpages in their entirety and they scan them
quickly, typically reading only about a quarter of the
content on a page. To some extent, this iIs due to the
strain of reading on a screen, as well as to selective
attention. This principle suggests that we need to aid
users by designing for iIncreased readability. This means
that pages should have a clear visual hierarchy so people
know where to look for information and that the writing
itself should be concise and reader-friendly.

So, this next example 1s one of how people
actually read on webpages. This image was generated
using eye-tracking software, which tracks where people’s
eyes are on a screen as they actually read the page.

This example is taken from the work of Jacob Nielsen, who
has tested hundreds and hundreds of people as they read
all types of different websites. So, you’ll see that
people look for clues on a page to determine where to
find the most relevant information. That’s why you see
consistent patterns in eye-tracking studies. People are

scanning the areas where they have learned to find the

16
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most useful information.

On webpages, that typically leads users to
navigation bars and menus and results In an F-shaped
reading pattern. And you can see from that image that
the red parts of the image are where people are spending
the most amount of time with their attention, and it gets
cooler and cooler. The blue are the least and the gray
areas are areas where people did not look at all when
they were looking at the page.

So, iIn contrast, so here’s an example of what
most privacy policies look like today. This is a
screenshot | took of what 1°d call medium-large screen,
my monitor at home, a 23-inch wide-screen diagonal. And
what you’re seeing here is the policy. After 1 zoomed
out my browser display as far as possible, I still had to
take two screenshots to get i1t all to appear on one page.
So, you can see some of the criticisms | have on this.
It’s extremely long. It lacks a good visual hierarchy.
People don’t know where to look for information for this.
There’s no call to action. There’s nothing that tells
them what to do or what they can take away from it. And
the reading level i1s fTairly sophisticated. 1In a lot of
cases, you’re going to need a college degree or perhaps
even a law degree to iInterpret these things.

And, so, this next example is from a mobile
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device, my own, in fact. So, this is using the mobile
browser and not an app, to make that clear. So, you
can’t read this and, frankly, 1 couldn’t, either, when 1
took the photo of it on my phone, which is in my hand.
Reading full-size webpages on a mobile device is a real
serious challenge. And in this case, It’s nearly
impossible without a lot of zooming, a lot of scrolling
and a lot of patience. But using insights about how
people read, designers are redesigning existing notices
for better readability.

One of the most significant flaws with existing
notices i1s the lack of a visual hierarchy. Reading on
screens is a difficult task. 1It’s not natural for us.
The more concise text can be made on a screen with clear
visual cues to help people find what they need, the
higher probability that it will actually be read. So,
next I’m going to show you a few examples from academics
and practitioners who are working to improve the existing
system of notices.

And, so, this i1s an example by designer, Gregg
Bernstein. He took the Apple iTunes licensing agreement
and redesigned it. And he uses a clear visual hierarchy
to draw attention to the key points of the documents. He
uses a numeric outline, bullet points and icons to help

make it clear and digestible. He also parses the
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agreement into text that is far easier to read and
concise and he also includes some very clear calls to
action for the consumer so they know what they actually
have to do to get through i1t and to accept or acknowledge
that they’ve read it.

My next slide is work by a Ph.D. student,
Patrick Kelly, and some of his colleagues at Carnegie
Mellon. They’ve tested different variations of
summarizing privacy policies and they’ve found that
standardizing the presentation into what they call a
nutrition label style approach has greatly increased both
readability and comprehension in their studies. And this
is due to both the consistency of that framework, people
know where to look, and the distillation of the text into
really concise key points. So, this example shows a
standardized table that they came up with, as well as a
much shorter version on the right.

And, so, my next example, this is work by
Travis Pinnick, he Is a user experience designer at
TRUSTe and he’s been refining a similar approach called
layered privacy notices. So, in this case, he’s condensed
the notice and organized it into a clear visual
hierarchy. He’s called out the choices and tools that
are available to consumers. But note that i1t still does

contain quite a bit of textual description. And one

19
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thing to note about this approach is that while this
design makes i1t easier to find information that you want,
there’s no guarantee that consumers are going to read the
entire thing. So, 1T there’s information that people
must read prior to making a decision, a contextual
disclosure would be more appropriate.

So, let’s next talk about mobile devices which
pose an even greater design challenge. A recent study
indicated that the comprehension of privacy policies on
mobile devices decreased from about 40 percent on the
desktop, which isn’t great -- 40 percent’s a pretty low
comprehensibility marker -- to only about 19 percent when
they’re read on phones. And this finding was
attributable to the size of the text on the screen and
the need to scroll to view a lengthy document on that
small screen.

We also need to be aware that mobile users can
use their devices in many more contexts than desktop
users, which makes effective design an even greater
challenge.

So, the example on the screen right now is the
example of a notice actually taken from an application on
the phone, not the mobile browser. So, this is from
Twitter and they optimize this version of their privacy

policy from their mobile app. And you can see that it is
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actually readable compared to the example I showed you
earlier. But that was just the first page.

(Laughter.)

MS. KING: So, again, this is the device | took
it on which is my Android phone. So, I had to scroll
through the entire policy -- it was 16 screens total --

to capture the entire thing. So, you can see that
substantively, this really isn’t an improvement. Again,
there’s little visual hierarchy, people don’t know where
to look. There’s no call to action. There’s no takeaway
for people. And most people are going to navigate away
from this without reading the entire thing.

And, so, my last slide, this, again, Is an
example from Travis Pinnick at TRUSTe where he offers a
notice style that’s actually optimized to work within a
mobile form factor. This style i1s called the short
notice or progressive disclosure. And it gives users,
again, an easier way to find information on a very small
screen.

So, to close today, 1 want to emphasize that
despite the examples 1°ve shown you, design and
improvement of disclosures and notices remains largely
unexplored by the HCI field. While there is a small
group of academics and practitioners who have been

working on improvements, to date, there’s been little
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investment In improving disclosures by most companies.
This 1s an area of research that would benefit from a
multi-disciplinary, multi-organizational group working
together to make these experiences as consistent and
user-friendly as possible.

The benefit of the growing ubiquity of mobile
devices i1s the recognition that we can’t take what we’ve
been doing on the Internet, which we know hasn’t worked,
and apply it to mobile without significant changes.
While designing for mobile is a challenge, 1 actually
think there’s reason to be optimistic because there’s
many talented designers and user-experience researchers
out there who have yet to even take a crack at this
problem. And the more participation we can get will
yield many more creative solutions.

So, in closing, 1 hope that the outcome of
today’s workshop will be progress towards creating more
consistent, engaging and usable disclosures and privacy
policies for consumers. Thanks.

(Applause.)

MS. KRAINSKY: Thank you, Ms. King. | just
wanted to remind everyone that if you do have questions
for the panelists, please write them on a comment card.
IT you need a comment card, please raise your hand and

we’ll get one to you as soon as we can.
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We’re also getting a few more chairs in the
room because we have some people that need a place to
sit. And I actually see a few in the middle section if
folks need to sit down.

All right, so we’ll now have our first panel,

Universal and Cross-Platform Advertising Disclosures.

23
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PANEL 1: UNIVERSAL AND CROSS-PLATFORM ADVERTISING
DISCLOSURES

MR. OSTHEIMER: Good morning, everyone. My
name i1s Michael Ostheimer. 1°m an attorney in the
Division of Advertising Practices. And thank you for
coming this morning.

Before we start the first panel, 1°d like to
give you a little background, mostly drawn from the 2000
Dot-Com Disclosure guidance document. After that, 1711
ask the panelists to introduce themselves briefly and
then 1711 give a little bit more background, we”ll show
the first example that we have, and we’ll start our
discussion.

The Tirst three panelists today will focus on
disclosures that are required under the laws that the FTC
enforces. We do not intend to address disclosures that
might be required by other federal and state laws. As
Commissioner Ohlhausen mentioned, disclosures may be
required to prevent an ad from being deceptive or unfair
under the FTC Act or they may be required under the
various laws and regulations that the FTC enforces.

When it comes to online ads, the basic
principles of advertising law apply. A disclosure that
contradicts a claim will not be sufficient to prevent an

ad from being deceptive. Disclosures that are required



1 must be presented clearly and conspicuously. To make a

2 particular disclosure clear and conspicuous, a marketer

25
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DelBianco. [1”’m Executive Director with NetChoice, which
is a coalition of leading ecommerce platforms and online
services.

MS. GOLDSTEIN: 1°m Linda Goldstein
representing the Promotion Marketing Association.

MS. GREENBERG: Never ask a group of people who
are here to talk about advertising to only introduce
themselves. They always want to do an ad. But, anyway,
I’m Sally Greenberg. 1°m Executive Director of the
National Consumers League.

MS. KING: Jennifer King, UC-Berkeley School of
Information.

MR. SINGER: Good morning, Paul Singer with the
Texas Attorney General’s Office.

MS. WALKER: Good morning, I°m Svetlana Walker.
I’m here with the Clorox Company.

MR. OSTHEIMER: 1°d like to start the first
panel out talking about hyperlinks. 1In 2000, FTC staff
said that disclosures that are an integral part of a
claim or inseparable from it should be placed on the same
webpage and immediately next to the claim without
referring the consumer to somewhere else. We emphasized
that this i1s particularly true for cost information and
for certain health and safety claims and disclosures.

At the same time, we said that a hyperlink
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disclosure may be useful if a disclosure is lengthy. We
said that the hyperlinks label should convey the
importance, nature and relevance of the information to
which 1t leads and that a hyperlink simply labeled
disclaimer, more information, details or terms and
conditions does not communicate the nature or
significance of the information to which the disclosure
leads.

Several of the public comments staff recently
received as part of this process suggested that staff
revisit 1ts guidance and be more lenient In terms of
hyperlink labeling.

With that background in mind, 1°d like you to
look at a hypothetical website selling a Frost-A-Tron
cooler. Right below the product’s price it says that
satisfaction iIs guaranteed and below that is a
hyperlink labeled disclosure. 1If a consumer clicks on
the hyperlink, it leads to a lengthy disclosure about
substantial restocking fees that apply iIf the item is

returned. Assuming that the disclosure is required to

qualify the guarantee, is the hyperlink’s label adequate?

1’d like the panelists to weigh iIn.
And just to remind the panelists, if people
want to speak, please stand your card up on i1ts end and

1’1l know who is interested in speaking. Why don’t we

27
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start with Linda Goldstein.

MS. GOLDSTEIN: Thank you, Michael. Just
before I answer the question specifically, we wanted to
make some general comments just regarding the use of
hyperlinks and disclosures in general, which really will
ultimately get to the answer.

Because of the rapid changes in technology, the
fact that we’re looking at this particular message on a
website, but it may be syndicated, It may be viewed in
other screens and other platforms with more limited real
estate, we do think there are some general principles
that should guide the FTC in its approach, particularly
to hyperlinks. And that is greater flexibility, more
leniency and the notion that less is more. Without that
flexibility, marketers will be precluded from using many
of the innovative formats that the technology is
affording.

The second thing is we think that the FTC needs
to acknowledge that space considerations often make it
very difficult to make lengthy disclosures and,
therefore, there has to be a more lenient rather than a
more restrictive approach to hyperlinks and disclosures
in general.

Third, we believe there has to be a fundamental

shift in the way the FTC views advertising and consumer
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behavior. | think this is a good example that the FTC
has historically viewed advertising in a linear fashion
and has taken a very static approach to disclosures,
meaning where on the page should it be. Sometimes in
today’s environment, there may not even be a page.

Consumers today have the ability to multi-task. They go
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some additional contextual disclosure might be required
and perhaps some additional labeling might be required.

The other thing we would say i1s | know there’s
a concern about generic disclosures in general and there
may be a concern just about use of the term “disclosure”
and whether that’s too generic to be a meaningful call to
action for consumers, but, again, | think given the
realities of limited real estate and space constraints,
marketers are going to be forced to bundle together more
disclosures, and that’s going to make it difficult to
have individually labeled disclosures for every piece of
information.

So, as the Commission thinks about this, we
would encourage the Commission to think more broadly and
more generically and to embrace the idea of more generic
disclosures that meaningfully tell the consumers there’s
important information, but don’t necessarily identify
that specific information because there may be multiple
layers of information that are being disclosed through
that link.

MR. OSTHEIMER: Sally?

MS. GREENBERG: Linda, 1 can appreciate that
your organization and the companies that you represent or
industries that you represent might want more flexibility

and 1 think that that’s something that we should consider

30
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very seriously.

However, 1T we take an example like this where
it says “disclosure” and there’s “satisfaction is
guaranteed,” disclosure doesn’t really tell you anything.
IT it said “disclosure - restocking fees apply,” that’s
going to give the signal to consumers that there may be
some costs involved 1Tt they decide to return this
product. When I read “satisfaction guaranteed,” that
says to me 1°m going to get my money back. And a lot of
advertising will say no questions asked. Your money
back, no questions asked, which gives me the green light
as a consumer to say, I’m going to buy this thing and
there’s really no risk involved if I end up not liking
it, it’s not a satisfactory product.

So, 1 don’t think 1t’s that hard even iIn
different formats. And we know that the FTC has said
that many Commission rules and guides are not limited to
any particular medium used to disseminate claims or
advertising and, therefore, apply to online activities.
And 1 think what we learned this morning from Jen King 1is
you can do this. There’s a lot of signs out there.
There”’s a lot of research going on that says we can do

this. And I think what I heard from her i1s really a call

31
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MR. OSTHEIMER: Jen?

MS. KING: Just focusing on this page, yeah, |
would say what’s here isn’t adequate. Again, the use of
the term “disclosure” may be completely meaningless to
consumers, especially if it keys off the idea of
something that relates to a legal concept. Again, |
apologize to the lawyers in the room, but most people
don’t enjoy reading lengthy policies. And, so, at
minimum, I would say that this needs to be moved towards
the call of action, which is the “Order Now” button and,
certainly, most likely, relabeled. And this i1s the sort
of thing that if you test with a representative group of
users, you can certainly find out if people are noticing

it and 1T they do understand the terminology. But, yeah,

as this page i1s designed today, | would say it’s
inadequate.

MR. OSTHEIMER: Let me broaden the question and
throw out some alternative labels. More information,

fine print, terms and conditions, details, limitations,
important info. Are any of those sufficient and under
what circumstances? And what about alternatives such as
Sally suggested, such as significant restocking fees or
restocking fees apply? Steve?

MR. DELBIANCO: Thanks, Michael. The title of

this first panel was cross-platform, so let me just focus
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for a moment about the other multiple platforms that this
particular hyperlink would show up, right, because this
is a webpage for the vendor. But that same claim about
the cooler and the accompanying necessity of a disclaimer
could also show up at other platforms like an organic
search result, which are all textual or a search ad to
the right of a search result. 1t could show up in a
tweet. It could show up 1n a Google+ comment. And iIn
all of those cases, the platforms | spoke of, the ad
platform, comment platform and Twitter, those platforms
don’t allow a label on their hyperlinks. They require
that the hyperlink show up explicitly http: for very
good reasons.

MR. OSTHEIMER: And that’s going to be the
subject of our next panel.

MR. DELBIANCO: Next panel?

MR. OSTHEIMER: Yes.

MR. DELBIANCO: But for very good reasons. And
for those reasons, you can’t expect that the label itself
isS going to be able to convey the meaning. There’s a
good chance the clever use of things like CMP.LY or other
areas could help make i1t clear to people. And, today,
actually ICANN is closing the window on the bids for new
top level domains. So, we could actually see new top

level domains that would be clearer, things like dot-



1 disclose, dot-disclaim or maybe even dot-read this, that
2 1 hope would be able to condition people to click on a
3 hyperlink where there’s no label to say what it’s about.

4
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signify exactly what it”’s modifying until you start
talking about the restocking fee. So, a label here that
signals to the consumer that there are significant
restocking fees can be made In a very concise manner. It
can be made proximate, I would say, not only to Jennifer’s
point, not only to proximate to the call to action to the
order now, but proximate to the actual claim that iIt’s
modifying, the satisfaction iIs guaranteed.

So, 1 think that when you say and signal to the
consumer there’s significant restocking fees, that gets
the message across.

The other information about maybe how much
those restocking fees are or other details, there may be
different places for those details and for that full
explanation, but you’ve at least given the consumer the
ability to then signal In their mind they need to go

read more about this if they want to find out the

details.

MR. OSTHEIMER: Svetlana?

MS. WALKER: Thank you. Yeah, for me 1 think
it’s -- while there’s definitely two issues here, the

proximate placement of the disclosure itself, the bigger
one, | think, or the much more material one for consumers
is the way 1t’s actually labeled. 1 think that even

significant restocking fees wouldn’t necessarily form a
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causal relationship between reading that and the 100
percent satisfaction guaranteed.

So, as an alternative, 1 would suggest -- and,
of course, this Is just my opinion -- but something that

really ties together the satisfaction, the potential
limitations to it. So maybe something along the label of
guarantee limitations or important guarantee information
or guarantee conditions, that would allow consumers to
click on that and understand that there is a material
potential investment that will be incurred if they choose
to return the product that limits the guarantee in and of