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Good morning and thank you for that kind introduction.  I have always enjoyed coming 

to this event – and as you regulars know, I have done so for several years, first as a state AAG, 
and now twice as a Commissioner of the Federal Trade Commission.  I appreciate the 
opportunity to speak to all of you—advertisers, marketers and attorneys—who are here because 
you want to do the right thing.   

 
When I spoke to you all last year, I had been at the FTC for just over seven months.  At 

that time, the agency’s big privacy rethink had not yet been release
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“tracked.”  From my perspective, and from the perspective of most consumers, choices about 
“tracking” should include choices about collection of data about consumers, as well as choices 
about use of that data for serving targeted advertising. 
 
 We also need to come to an understanding about “commonly accepted practices.”  There 
are certain practices that we can probably all agree are commonly accepted. But there are other 
practices that are merely “common” among industry – and not commonly accepted by 
consumers.  If the concept of exempting “commonly accepted practices” is going to have any life 
going forward, it must focus on those practices that are commonly accepted by consumers.  For 
practices that are not commonly accepted by consumers, notice and meaningful choice should be 
provided. 
 
 Confidence in the technology supporting each Do Not Track mechanism is also critically 
important.  If a consumer makes a choice, that choice must be honored and the technology needs 
to work to effectuate that choice.  In this era, code is conduct.  To get the conduct right, we have 
to get the technology right.  Technological glitches – whether arising from flash cookies or 
supercookies, or simply from a complex consumer interface that breaks down with such 
regularity that consumers get frustrated – technological glitches like these need to be addressed 
so they won’t stand in the way of putting consumer choices into effect.   
 
 The success of any particular Do Not Track program also hinges on wide adoption by 
industry.  We need a critical mass of industry players – including advertisers and ad networks – 
participating and fully honoring the choices that consumers make.  And a successful Do Not 
Track program requires a broad-based understanding by consumers.  The notices and choices 
offered to consumers must be easy for consumers to find, and easy to use.   
 
 We have seen development of two different types of Do Not Track mechanisms: 
browser-based, and icon/cookie-based.  The concerns I just outlined apply with equal force to 
both types of programs.  But there is another important issue that relates to the interaction of the 
two kinds of programs.  We need to closely examine how the two work together.  We are 
monitoring the efforts of the W3C—a key Internet standards setting organization—to define 
technical standards for Do Not Track.  I believe th
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cookies.2  But the company—ScanScout—had been using Flash cookies, which browser settings 
could not block.  The proposed settlement requires that ScanScout take steps to improve 
disclosure of their collection practices and to provide a user friendly mechanism that allows 
consumers to opt out of being tracked.  
 
 

So why do I care so much about this issue?  After all, isn’t behavioral advertising simply 
about giving consumers advertising that is more relevant, which benefits consumers as well as 
the advertiser?  And indeed pays for much of the free content that benefits consumers.  What’s 
the fuss about?  

 
From my perspective, there are some real harms that consumers might experience from 

the vast quantities of data being collected about them through behavioral advertising and through 
other means.  

 
 Let me tell you about three types of harms that consumers can experience.  
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sources, including off line and social networks.  We have seen researchers and some companies 
pull these data points together to make predictions about consumers’ future behavior.  I am 
concerned about data that are used in place of traditional credit reports, to make predictions that 
become part of the basis for making determinations regarding a consumers’ credit, or her ability 
to secure housing, gainful employment, or various types of insurance.  
 
 I have been keenly interested in press stories about how life insurers are using consumer 
consumption patterns to predict life expectancy, and are used to help set rates and coverage being 
offered for insurance policies.  
 
 Might there be a day when a consumer’s geolocation information—a history indicating 
where a consumer has physically been over a period of time—can be purchased by your current 
employer or potential employers? Or the bank where you’ve applied for a loan?   
 
 We have pretty strict rules designed to protect consumers in connection with traditional 
credit reports.  Consumers have certain notification rights, as well as the right to access and 
correct information compiled about them.  It is critical that we ensure these protections are 
implemented and honored for all types of reports amassed about consumers and used for 
sensitive purposes, like credit, employment, housing and insurance. 
 
COPPA 
 

While behavioral advertising and the discussions surrounding Do Not Track have our 
attention, these issues are not the only ones that we are closely considering.  One critical piece of 
the agency’s overall privacy agenda is our commitment to children’s privacy.   As you all know, 
the FTC enforces a rule promulgated pursuant to the Children’s Online Privacy Protection Act.4   

 
We began our review of the COPPA rule in 2010—five years ahead of schedule.  This 

acceleration was necessary because technology has rapidly revolutionized the way we—and our 
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definition of personal information also addresses online behavioral advertising to children.  The 
proposed changes will require parental notification and consent prior to compiling data on a 
child’s online activities, or behaviorally targeting advertising to a child.   
 

We are proposing that the COPPA rule be modified to provide more streamlined, 
meaningful information to parents.  As we said in our big privacy rethink, lengthy privacy 
notices just don’t get the job done.  That’s why here, in connection with COPPA, we propose 
eliminating the Rule’s current requirement that the direct online notice contain a lengthy 
recitation of an operator’s information collection, use, and disclosure practices.  Instead, we 
propose that operators give parents a simple statement of:  (1) what information the operator 
collects from children, including whether the website or online service enables a child to make 
personal information publicly available; (2) how the operator uses such information; and (3) the 
operator’s disclosure practices for such information.  

 
We are also proposing significant changes in how verifiable parental consent can be 

achieved. COPPA only works if parents are in fact contacted so they can make choices.  We 
bring the technological revolution to the concept of verifiable consent by proposing some 
additional ways to obtain it, such as electronic scans of signed parental consent forms, video 
conferencing, and the use of government-issued IDs.  And we recognize that additional 
innovations may be possible, so we are allowing for industry to propose new means of obtaining 
verifiable parental consent. 
 

While we are optimistic that new methods will be developed, we have to face reality 
about the ones that we have relied on in the past.  We previously permitted operators to use the 
“Email Plus” method of verifiable parental consent when collecting personal information for the 
operator’s internal use.  Because of its simplicity, it has been widely used by kid-oriented 
websites.  But Email Plus had always been a temporary verification method that we allowed 
when consent methods had not been sufficiently developed.  Now, it seems to be standing in the 
way of developing more robust verifiable consent methods.  And of course, we have long 
recognized that Email Plus is simply not as reliable as some of the other methods, because kids 
can so easily work around it.   
 

The shelf life on Email Plus has run its course and we are proposing to let this one go. I 
am confident that industry will develop more reliable methods—methods that work and that we 
can be assured are representing actual choices made by parents so they can exert the control over 
information about their kids that Congress intended when it enacted COPPA.  
 

At the same time that we are considering how the COPPA Rule can be improved, our 
enforcement of the Rule continues in full force.   In May of this year, the Commission reached a 
settlement with Playdom, a developer of online virtual worlds, many of which cater to children.6  
The Commission charged Playdom with collecting and disclosing personal information obtained 
from children—information which included their names, email addresses, instant messenger IDs, 
and even their locations—all without parental consent.  Hundreds of thousands of children had 
registered on Playdom’s various sites and exposed their personal, private information without 
������������������������������������������������������������������������������������������������������������������������
6 United States v. Playdom, Inc., No. SA CV-11-00724 (C.D. Cal., May 24, 2011) (consent decree). 
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their parent’s knowledge.  The Commission’s settlement with Playdom—$3 million in civil 
penalties—set a new high water mark for COPPA.  
 

And in August of this year, the Commission brought its first COPPA case against a 
mobile app developer.7  We charged W3 Innovations with illegally collecting and maintaining 
thousands of young girls’ email addresses. The “dress up” and “girl world” mobile apps 
developed by W3 also allowed girls to publicly post personal information to in-app message 
boards that were accessible to the public.  In all, there were 50,000 downloads of W3 
Innovations apps directed at children.  

 
Privacy, whether it relates to our children, the security of our personal information, or 

control over whether our online behavior is being tracked, is about trust in the marketplace. 
 

Endorsement Guides  
 

 Trust is the backbone of any consumer experience—this holds true not only with respect 
to consumers’ concerns about their personal information, but also with respect to advertising 
consumers see and rely upon.    
 
 The FTC announced revisions to the Endorsement Guides in 20098—prior to that, they 
had not been updated since 1980.  In the intervening thirty years, we saw tectonic shifts in the 
advertising world and its movement to the online and mobile space. This changing environment 
called for updated guidance.  
 
 Our Endorsement and Testimonial Guidance continues to be based on three important 
principals.  
 

 Endorsements must be truthful and not misleading. 
 

 If the advertiser doesn’t have proof that the endorser’s experience represents what 
consumers will achieve by using the product, the ad must clearly and 
conspicuously disclose the generally expected results in the depicted 
circumstances. 

 
 And, if there’s a connection between the endorser and the marketer of the product 

that would affect how people evaluate the endorsement, and it is not otherwise 
apparent from the communication, it should be disclosed.  

 
 So, for example, if a blogger has been paid by an advertiser in connection with writing 

about a product, that payment must be disclosed.  And an affiliate marketer can’t hold itself out 
as offering independent reviews of a product.   
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7 United States v. W3 Innovations LLC, No. CV-11-03958 (N.D. Cal., Sept. 8, 2011) (consent decree). 
8 Guides Concerning the Use of Endorsements and Testimonials in Advertising, 16 C.F.R. Part 255 
(2009).  
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In the past year we have continued our act


