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Consumer Privacy: Someone May Be Watching You —
And That May Not Always Be a Bad Thing

Introduction

Thank you for that kind introduction. It is an honor to be the keynote speaker at this
Marketing and Public Policy Conference. Your agenda shows a couple of days packed with
great speakers on important and timely topics, including several sessions on a Saturday, which
truly demonstrates commitment to your craft. | also want to thank my FTC colleague, Jan
Pappalardo, who encouraged me to participate in this event by highlighting the quality of the
participants and the important research that past events have spearheaded, especially in the areas
of food and health-related marketing.

After giving you a brief background on how | view my role as an FTC Commissioner, | will
focus on the FTC’s work in privacy, the importance of self-regulation to advance consumer
privacy, and the need for empirical research to help guide policy decisions in this area. My
remarks are my own, however, and do not necessarily reflect the views of my colleagues on the
Commission.

Background

I was sworn in as an FTC Commissioner in April 2012. This was a bit of a homecoming for
me as | had already served in the agency’s General Counsel’s Office, as an Attorney Advisor to a
Commissioner, and as Deputy Director and finally Director of the Office of Policy Planning, as
well as head of the agency’s Internet Access Task Force. Also, during my tenure at the Office of
Policy Planning, | led the agency’s policy initiatives regarding the alleged link between food
marketing and obesity. | also served as a law clerk for Judge David Sentelle at the U.S. Court of
Appeals for the D.C. Circuit for several years before | first joined the FTC. Most recently, |
served as a partner at the law firm Wilkinson, Barker and Knauer, working primarily on FTC
issues.

My varied FTC roles have given me a broad understanding of the FTC’s many activities
and provided me with a wide perspective on the intersection of consumer protection and
antitrust. All of my experience, both within and outside government, informs my perspective on
FTC activities in my current role as a Commissioner.



As a Commissioner, my top priority is to support the FTC’s mission to prevent business
practices that are anticompetitive or deceptive or unfair to consumers; to enhance informed
consumer choice and public understanding of the competitive process; and to accomplish this
without unduly burdening legitimate business activity. | support the agency using all of its tools
to achieve these goals and to evaluate carefully what tool is appropriate to address any given
problem. | also encourage the Commission to consider all possible approaches to any given
problem, such as enforcement, research, consumer and business education, and sometimes
allowing market forces to work on their own. | believe strongly in consumer and business
education, which can help empower consumers to avoid fraud and make better-informed choices,
and can help businesses improve their compliance with the law. The FTC should also, whenever
possible, provide detailed explanations of what it is doing — or not doing, as the case may be —
and why it is doing it.

My emphasis on carefully evaluating which of our many tools is appropriate for a given
problem stems from my belief that our focus should be on outcomes, not output — that is,
examining whether agency activity is actually improving consumer welfare and whether it can be
done more effectively.

This focus on the efficient and effective operation of the agency is an outgrowth of my
previous work as director of the FTC’s Office of Policy Planning to help craft the FTC self-
assessment in anticipation of our upcoming 100th anniversary next year. For those of you who
are not familiar with this work, the “FTC at 100” self-assessment represented an effort by
personnel across the agency to create a framework for assessing this agency’s performance.® Its



mettle over time as the mainstay of the FTC’s enforcement efforts. Although elegantly simple in
its text, Section 5 can reach a multitude of acts and behaviors and has proven to be very flexible
over the years.



The Commission’s deception and unfairness standards are effective and flexible
complements. Unfairness provides a strong baseline of protection for consumers who suffer a
substantial harm from the misuse of their personal information, regardless of whether the entity
using the information made a promise to the consumer. Consumers who wish for a higher
standard of protection for their information or wish to share less information can seek out
businesses that promise a higher standard of care that matches the consumers’ preference. This
allows consumers to express their varying preferences and encourages companies to compete on
the basis of privacy protections offered. If a company does not live up to its promises, the FTC
can bring a case on deception grounds.

One of the reasons the FTC is such an effective agency is that we use all of our tools to
address issues within our jurisdiction, and privacy is no exception. Although law enforcement is
at the core of the FTC’s mission, that work is augmented by our business and consumer outreach
and education, as well as our research and study initiatives. The FTC can maximize its
effectiveness and reach not just by bringing cases, but also by publicizing our law enforcement
work, educating businesses on how to comply with the law, holding workshops and releasing
reports on best practices, and informing consumers on how to avoid becoming victims of fraud.

Accordingly, the FTC has worked to understand the online marketplace and the privacy
issues it raises for consumers by hosting numerous public workshops, issuing public reports on
online data collection practices, monitoring industry self-regulatory efforts, and closely
following technological developments affecting consumer privacy. For instance, the
Commission has examined online behavioral advertising on several occasions. In November
2007, the FTC held a two-day “Town Hall,” which brought together numerous interested parties
to discuss online behavioral advertising in a public forum. Following the Town Hall, FTC staff
released for public comment a set of proposed principles designed to serve as the basis for
industry efforts to address privacy concerns in this area. Specifically, the principles provide for
transparency, consumer control, and reasonable security for consumer data. The principles also
call on companies to obtain affirmative express consent from consumers before they use data in a
manner that is materially different than promised at the time of collection and before they collect
and use “sensitive” consumer data for behavioral advertising.

The Commission also held workshops on the privacy challenges posed by new technologies
in 2009 and 2010, and in March 2012, just before | started as a Commissioner, the agency
released, “Protecting Consumer Privacy in an Er



security for consumer data, limited collection and retention of such data, and



At the same time, behavioral advertising raises consumer privacy concerns. Some
consumers express discomfort about the privacy implications of being
tracked, as well as the specific harms that could result. For example, without adequate
safeguards, consumer tracking data may fall into the wrong hands or be used for unanticipated
purposes. These concerns may be more pronounced when the information relates to children,
health, or finances.?

There is substantial debate about the need to regulate OBA because of consumer privacy
concerns. Certainly not all consumers are the same, and the privacy debate is a great example of
an issue on which there are differing views about the right level of protection for consumer data.
But too often, the debate takes place on a superficial level. Not many consumers will respond in
a survey that they don’t care about the privacy of their personal information. | doubt, however,
that result can be reasonably extrapolated to say that most consumers strongly object to OBA.

I saw the results of a recent Zogby Analytics poll commissioned by the Digital Advertising
Alliance (or DAA) in which only 4% of respondents said they are concerned about behavioral
targeting.” According to the poll, 40% preferred that all of their ads be targeted, and 70% said
that they prefer at least some of their ads be tailored directly to their interests. Many consumers
place great value on the availability of online advertising, and 75% of the poll’s respondents said
that they prefer free content supported by ads, compared to 10% who stated that they would
rather pay for ad-free content.

My view is that both groups of consumers should have options that comport with their
preferences, and the first question for a policymaker should be whether those options are
available to consumers through products or services available in the market or through industry
self-regulation.

Many companies are now developing products that cater directly to consumers with
heightened privacy preferences. In the area of search, DuckDuckGo offers consumers the ability
to search the web anonymously by not tracking the query activity of their users.’® Without the
raw data of a user’s search history, search results are less tailored to a consumer’s preferences,
but privacy is preserved.

The extensibility of the modern browser also allows developers to incorporate privacy
protections into consumers’ everyday browsing. A wide range of privacy and security protection
add-ons are available for all of the major Internet browsers. One such add-on, Ghostery, helps
users easily detect trackers that behavioral advertisers often use to follow individuals across sites.
Identifying such trackers promotes transparency by giving consumers more information on the
advertising practice of the sites they regularly visit. For those interested in near complete

8 See Hearing on Privacy Implications of Online Advertising Before the S. Comm. on Commerce, Sci., and Transp.,
110th Cong. 3-4 (2008), available at http://www.ftc.gov/0s/2008/07/P085400behavioralad.pdf (statement of Lydia
B. Parnes, Director, Bureau of Consumer Protection, Federal Trade Commission).

® See Poll: Americans Want Free Internet Content, Value Interest-Based Advertising, DIGITAL ADVERTISING
ALLIANCE (Apr. 19, 2013), http://www.aboutads.info/DAA-Zogby-Poll.

10 See Ryan Singel, DuckDuckGo Challenges Google on Privacy (With a Billboard), WIRED (Jan. 19, 2011, 8:08
PM), http://www.wired.com/business/2011/01/duckduckgo-google-privacy/.




privacy on the web, Torbutton provides one-click access to the Tor network for true online
anonymity. These are just a few examples of a range of available products that allow consumers
to tailor their online services to better reflect their online privacy preferences.

Self-regulatory programs can also offer consumers choices, and they have the benefit of
being nimble and keeping pace with rapid changes in technology and business practices in ways
legislation and regulation cannot.

The Digital Advertising Alliance (DAA), for instance, leads an industry-wide effort to
provide users with choice and control over how and whether they receive behavioral ads. The
DAA operates a free opt-out tool that gives users the power to dictate their ad preferences. Since
the program’s launch in 2010, more than 23.5 million consumers have visited the DAA sites to
learn about advertising data choices. Last year, more than a million consumers exercised their
choice about how advertisers will use their data through the DAA’s program.™

Another example of self-regulation is the ongoing initiative of the World Wide Web
Consortium’s Tracking Protection Working Group. This W3C working group is seeking to
create an international industry-wide standard for Do Not Track that would operate in both
desktop and mobile settings. The group met recently in San Francisco and seems to have made
some progress. Some reports raise doubts as to whether the process will ultimately produce an
agreement. | am closely monitoring the situation, while also evaluating the ramifications of
different outcomes.

Privacy and Competition

I am also concerned that too often privacy is viewed solely as a consumer protection issue.
I believe that privacy, like most issues under FTC jurisdiction, must also be viewed through a
competition lens if we are to reach the best outcome for consumers. For example, new privacy
restrictions may have an effect on competition by favoring entrenched entities that already have
consumer information over new entrants who need to obtain such information, or encouraging
industry consolidation for purposes of sharing data. Also, a policy that limits the ability of
advertisers to access and use information to reach target audiences may have unintended effects
on consumers and the marketplace that any policymaker, particularly one with responsibility for
consumer protection and competition, must consider.

The Need for Empirical Research

I always strive to make decisions



to consumer attitudes and preferences. It also seems that much of the existing research only
depicts part of the story.

I have seen many privacy arguments based on studies showing that consumers value their
privacy a great deal. For instance, TRUSTe’s 2013 consumer confidence index reveals that 89%
of U.S. adults worry about their privacy online, 72% of smartphone users are more concerned
about their privacy than a year ago, and 81% of smartphone users avoid using apps that they do
not believe protect their online privacy.*?

But a recent New York Times article indicates that despite how much we say we value our
privacy, we tend to act inconsistently.*® As pointed out in that article, Professor Alessandro
Acquisti, a behavioral economist at Carnegie Mellon University, used a series of experiments to
suggest that policymakers should carefully consider how people actually behave. For example,
in one experiment shoppers at a mall were offered a $10 discount card plus an extra $2 discount
in exchange for their shopping data. Fifty percent of the shoppers declined the extra discount. In
a separate test, mall shoppers were offered a $12 discount card and the option to trade it for a $10
card to keep their shopping record private. Ninety percent of those shoppers chose the $12 card,
even if it meant giving away their shopping information.

At a recent panel hosted by the Internet Caucus Advisory Committee, a participant pointed
out that “poll numbers show that a very high percentage of Americans don’t want to be tracked
on the Internet, but a very similar high percentage of Americans in other polls show that they
want location-based services that are helpful to them.”** Moreover, as | referenced earlier, a
Zogby Analytics poll indicates that a significant proportion of consumers are willing to provide
some of their information in exchange for better targeted ads and the availability of free online
content.

Last year, Digital Trends reported on a study by Accenture, which found that the majority
of consumers in both the U.S. and UK are willing to have trusted retailers use some of their
personal data to present personalized and targeted products, services, recommendations, and
offers. ™ The study found that while 86% of those surveyed said they were concerned that their
data was being tracked, 85% said they realized that data tracking makes it possible for retailers to
present them with relevant and targeted content. Almost half of those surveyed said they are
receptive to having trusted brands track their data in return for a personalized shopping
experience. Sixty four percent said they prefer the personalized experience. Another 64% said

12 See 2013 TRUSTe U.S. Consumer Confidence Index, TRUSTE, http://www.truste.com/us-consumer-confidence-
index-2013/ (last visited May 31, 2013).

13 See Somini Sengupta, Letting Down Our Guard with Web Privacy, NEw YORK TIMES (Mar. 30, 2013),
http://www.nytimes.com/2013/03/31/technology/web-privacy-and-how-consumers-let-down-their-
guard.html?pagewanted=all& r=0/.

1 Congressional Internet Caucus Advisory Committee, 2013 State of the Mobile Net: Mobile Location: The Policies
of Where, YouTuBE (May 10, 2013), http://www.youtube.com/watch?v=6GKgAOIzUWK (statement of Jason
Weinstein, Partner, Steptoe & Johnson, Former Deputy Assistant Attorney General, Department of Justice, 44:29).
1> See Grace Nasri, Why Consumers Are Increasingly Willing to Trade Data for Personalization, DIGITAL TRENDS
(Dec. 10, 2012), http://www.digitaltrends.com/social-media/why-consumers-are-increasingly-willing-to-trade-data-
for-personalization.







