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sufficiency of procedural safeguards, and how to “balance the ends with the 

means”,
4
 we should examine these issues with a global lens, as these challenges 

are not unique to a single sovereign. 

 

 Third, the recent events provide a teachable moment that should encourage us to 

redouble our efforts on improving transparency and privacy protections for 

consumers in the commercial sphere.  We have a renewed opportunity to be 

proactive rather than reactive, and to move the separate but equally important 

conversation about enhancing consumer privacy forward, not backward.  It is 

important to acknowledge that commercial privacy and national security issues 

are two distinctly separate issues.  Indeed, the EU has recognized this distinction, 

as the data protection laws do not apply to national security issues.
5
  And this is 

the right approach, helping to ensure the solutions we develop will be tailored to 

each set of problems we seek to address.   

 

At the Federal Trade Commission, we address commercial privacy.  We do not have 

criminal jurisdiction, or jurisdiction over national security issues.  Of course, there are 

other U.S. officials who are charged with addressing those issues, and they are eager to 

do so.   

 

The FTC has a long tradition of using its authority against unfair or deceptive 

practices to protect consumer privacy.  We take action against companies that fail to 

comply with their own privacy policies or otherwise misrepresent their information 

management practices.  And, just as importantly, we also address unfair collection and 

use of personal information that inflicts harm on consumers that they cannot reasonably 

avoid, and that does not offer offsetting benefits to consumers or competition.
6
 

 

As specific privacy and data security issues have arisen over the past 40 years, 

Congress has supplemented the FTC’s broad remedial authority by charging us and other 

agencies with enforcing other privacy laws, including laws designed to protect financial
7
 

and health information,
8
 children,

9
 and information used for credit, insurance, 

employment and housing decisions.
10

   

s

http://www.washingtonpost.com/politics/full-transcript-president-obamas-press-conference-with-swedish-prime-minister-fredrik-reinfeldt-in-stockholm/2013/09/04/35e3e08e-1569-11e3-804b-d3a1a3a18f2c_story.html
http://www.washingtonpost.com/politics/full-transcript-president-obamas-press-conference-with-swedish-prime-minister-fredrik-reinfeldt-in-stockholm/2013/09/04/35e3e08e-1569-11e3-804b-d3a1a3a18f2c_story.html
http://www.washingtonpost.com/politics/full-transcript-president-obamas-press-conference-with-swedish-prime-minister-fredrik-reinfeldt-in-stockholm/2013/09/04/35e3e08e-1569-11e3-804b-d3a1a3a18f2c_story.html
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At the FTC, protecting consumer privacy is one of our most important missions.  We 

have used our broad enforcement authority to challenge inappropriate privacy and data 

security practices of companies that operate throughout the Internet and mobile 

ecosystem.  Our most well-known cases – against Google,
11

 Facebook,
12

 and MySpace
13

 

– have led to orders that, for the next 20 years, govern the data collection and use 

activities of these companies. 

http://ftc.gov/os/caselist/1023136/111024googlebuzzdo.pdf
http://www.ftc.gov/os/caselist/0923184/120810facebookdo.pdf
http://ftc.gov/os/caselist/1023058/120911myspacedo.pdf
http://www.ftc.gov/os/caselist/1023005/110929loanmodorder.pdf
http://www.ftc.gov/os/caselist/0823160/100602cyberspystip.pdf
http://www.ftc.gov/os/adjpro/d9357/130829labmdpart3.pdf
http://www.ftc.gov/os/caselist/1123182/130315epicmarketplacedo.pdf
http://www.ftc.gov/os/caselist/1023116/120403upromisedo.pdf
http://ftc.gov/os/caselist/1023163/120612spokeoorder.pdf
http://www.ftc.gov/os/caselist/1123195/130501filquariando.pdf
http://www.ftc.gov/os/caselist/1123151/designerware/130415designerwaredo.pdf
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enforced the Children’s Online Privacy Protection Act.
20

  And with the world moving to 

mobile, we have targeted app developers as well as handheld device manufacturers 

engaged in inappropriate data collection and use practices.
21

http://www.ftc.gov/os/caselist/1223158/130201pathincdo.pdf
http://www.ftc.gov/os/caselist/1223049/130702htcdo.pdf
http://www.ftc.gov/os/caselist/1223090/130903trendnetorder.pdf
http://www.nytimes.com/roomfordebate/2013/09/08/privacy-and-the-internet-of-things/regulators-must-guide-the-internet-of-things
http://www.nytimes.com/roomfordebate/2013/09/08/privacy-and-the-internet-of-things/regulators-must-guide-the-internet-of-things
http://ssrn.com/abstract=2312913
http://www.justice.gov.il/NR/rdonlyres/8D438C53-82C8-4F25-99F8-E3039D40E4E4/26451/Consumer_WOLFDataProtectionandPrivacyCommissioners.pdf
http://www.justice.gov.il/NR/rdonlyres/8D438C53-82C8-4F25-99F8-E3039D40E4E4/26451/Consumer_WOLFDataProtectionandPrivacyCommissioners.pdf
http://ftc.gov/opa/2012/10/facialrecognition.shtm
http://www.ftc.gov/os/2012/12/121210mobilekidsappreport.pdf
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payments.
28

  Last year the FTC issued its landmark privacy report in which the agency 

developed a new framework for addressing privacy in the U.S., including best practices 

for companies to follow based on three core principles:  privacy by design, simplified 

choice, and greater transparency around data collection and use.
29

  We called on 

companies to operationalize the report’s recommendations by developing better just-in-

time notices and robust choice mechanisms, particularly for health and other sensitive 

information.
30

 

 

The FTC is also actively studying the data broker industry to learn more about the 

ways that companies collect, buy, and sell consumer data.  We hope to issue a report later 

this year on how data brokers could improve their privacy practices.
31

  In last year’s 

privacy report, the FTC called on Congress to enact data broker legislation that would 

increase the transparency of the practices of data brokers.
32

 

 

But we don’t have to wait for legislation.  I recently launched “Reclaim Your 

Name”, a comprehensive initiative to give consumers the means they need to reassert 

control over their personal data.
33

  I call on industry to develop a user-friendly, one-stop 

online shop to provide consumers with some tools to find out about data broker practices 

and to exercise reasonable choices about them.
34

  Acxiom, the largest data broker in the 

U.S., has taken the first step toward greater transparency by launching aboutthedata.com, 

a web portal that allows consumers to access, correct, and suppress the data that the 

company maintains about them.
35

  And while there is certainly room for Acxiom to 

                                                                                                                                                 
27

 See Press Release, FTC Staff Report Recommends Ways to Improve Mobile Privacy Disclosures (Feb. 1, 

2013), available at http://www.ftc.gov/opa/2013/02/mobileprivacy.shtm. 

 
28

 See FED. TRADE COMM’N, Plastic, Paper, or Mobile? An FTC Workshop on Mobile Payments (March 

2013), available at http://www.ftc.gov/os/2013/03/130306mobilereport.pdf. 

 
29

 See FED. TRADE COMM’N, Protecting Consumer Privacy in an Era of Rapid Change: Recommendations 

for Businesses and Policymakers (Mar. 26, 2012) available at 

http://www.ftc.gov/os/2012/03/120326privacyreport.pdf [hereinafter “FTC Privacy Report”]. 

 
30

 See id. 

  

http://www.ftc.gov/opa/2013/02/mobileprivacy.shtm
http://www.ftc.gov/os/2013/03/130306mobilereport.pdf
http://www.ftc.gov/os/2012/03/120326privacyreport.pdf
http://www.ftc.gov/opa/2012/12/databrokers.shtm
http://www.ftc.gov/speeches/brill/130626computersfreedom.pdf
http://articles.washingtonpost.com/2013-08-15/opinions/41412540_1_data-brokers-fair-credit-reporting-act-data-fuel
http://articles.washingtonpost.com/2013-08-15/opinions/41412540_1_data-brokers-fair-credit-reporting-act-data-fuel
http://www.nytimes.com/2013/09/05/technology/acxiom-lets-consumers-see-data-it-collects.html?pagewanted=all
http://www.nytimes.com/2013/09/05/technology/acxiom-lets-consumers-see-data-it-collects.html?pagewanted=all
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improve its portal, I encourage other industry players to join Acxiom and step up to the 

plate to provide consumers with greater transparency about their data collection and use 

practices.   

The FTC has also supported baseline privacy legislation.
36

  The Obama 

Administration has been actively working on privacy legislation that would implement its 

Consumer Privacy Bill of Rights.
37

   

Through the FTC Act and other US privacy and data protection laws, the FTC’s 

privacy report and other policy initiatives, and the Obama Administration’s Consumer 

http://www.whitehouse.gov/sites/default/files/privacy-final.pdf
http://export.gov/safeharbor/eu/eg_main_018475.asp
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commercial privacy context.  In the commercial space, the Safe Harbor Framework 

facilitates the FTC’s ability to protect the privacy of EU consumers.  Without the Safe 

Harbor, my job to protect EU consumers’ privacy, where appropriate, would be much 

harder.  In an era where we face many threats to privacy, Safe Harbor has been an 

effective solution, not the problem.   

 

I understand that Safe Harbor, in part because of its notoriety, is an easy target, but I 

ask you to consider whether it is the right target.  Neither the Safe Harbor nor the EU data 

protection directive was designed to address national security issues.
39

  Data transferred 

to “adequate” countries, or through binding corporate rules, approved contractual clauses, 

or the Safe Harbor, are all subject to the same national security exceptions.  The most 

salient difference is that, for transfers made pursuant to Safe Harbor, the FTC is the cop 

on the beat for commercial privacy issues.  The same is not true of the other transfer 

mechanisms.  So, from my consumer protection enforcer’s perspective, the Safe Harbor 

provides more, not less, privacy protection.  And, for that reason, I support its 

continuation.              

 

While some things have changed since my 

http://www.jfklibrary.org/Asset-Viewer/BWC7I4C9QUmLG9J6I8oy8w.aspx

