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Introduction

Chairman Bno Mack, Rankindlember Rutterfield, and members othe
Subcommitées, lam dn Leibowitz, Chairman ofthe Felerd TradeCommesion (“HC” or
“Commissbn”).’ | appreiate theopportunityto present the Commission’s testimany
consumer pvacy.

| am please to be testifing today alongside Administrator wrenceStrickling of the
National Téecommunications anshformation Administration. The Commissiompports the
reent eforts and aproad developd bythe Depament of Commercesgardingprivacgy issues.
The HC looks forwad to workingtogeher with the Dpartment of Commeecand the

Administration as .44irg BT 108.0000 238.4400 TD ()Tj 3.6000 0.0000 TD ( FTC, )Tj 33.9600 0.0C

! The views expresseal in this setement represent the views of the Conmission, with
Commisioner J. Thoas Rosch dissentingMy oral presentation and sponses to questions are
my own and do not nessaity repesent the vies of the Commission or arther
Commssioner.

2 FTC,Protecting Consumer Privgdn an Era of Rapid Change: Reumendations for
Businesses and Pdicymakers (Mar. 2012),available at
http:/Mww.ftc.gov/0s/2012/03120326privagrepot.pdf. Commissioner Rosch dissentedifin
the issuancef the knal PrivacyReport. He grees that consumers ohfjto be gven a boader
range of dhoices ad applaude the Report’s all for taigeted legslation reg@rdingdata bokers
and datssecuity. Howeve, Commissbner Rosch rafour major oncens about the privac
framework beausehe believe that: 1) in contraveion of our promises to Corggs, it is based
on “unfarness” amtherthan deeption; 2) the cuent state ofDo Not Track” still leaves
unanswered many important questions; 3 “opt-in” will necessaily besdected as the defacto
method of consumer choice for awide swath o entities; and 4) dthough characterizedas aly
“best pratices,”the Report'secommend#ons maybe construe as felerd requiranents. See
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http://www.ftc.gov/os/2012/03/120326privacyreport.pdf.



http://www.ftc.gov/os/2012/03/120326privacyreport.pdf
http://www.whitehouse.gov/sites/default/files/privacy-final.pdf
http://www.ftc.gov/os/testimony/110615datasecurityhouse.pdf
http://ftc.gov/os/testimony/110411ssn-idtheft.pdf%20
http://www.ftc.gov/os/2008/12/P075414ssnreport.pdf
http://www.idtheft.gov/reports/IDTReport2008.pdf

targeted legslation that would provide consumergtwacces to information about them held by

daa brok

®> The Conmission supports legislation dmilar to that contained in severa of thedaa
secuity bills introducel in the 112th Congss. SeeData Accountability and Trug Act, H.R.
1707, 112th Congress @011); Daa Accountability and Trug Act of 2011, H.R. 1841, 112th
Cormgress @Q011); Data Security and Breach Notification Act of 2011, S.1207, 112th Congress
(2011).

® Information on the FC's privag initiatives gaerdly maybe found &
businessftc.gov/privacy-and-security.

hfeETUNBIE(iB8 GEOWEH9B0000 TD (ss. )Tj ea)Tj 15.00 Tf ( See)Tj 2.j 12.9600 0.0000 TD («
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http://business.ftc.gov/privacy-and-security

This testimonybedns bydescibing the Commission’s final privgaepot. It then offes
an oveview of othe recent policyefforts in the aras of pivacy and dataecuity and conludes
by noting the Commission’s receenforement and @ucation eforts.

. Privacy Report

Ealier this week, the FTC releasd its final privacy report (“Fina Report”), seting forth
best pratices forcompanies thacollect and useonsumer da. Thesdest pratices ca be
useful to companies as they develop and mantain processes and systemsto operationali ze
privacy and datasecuity pradices within their businesses. To theent these kst practice
exceed risting lel requirements, thegrenot intended to senas a teplate for lav
enforcement ar regulations under laws currently enforced by the FTC.

The Hnal Report continues to support the threain pringles laid out in the
preliminary stdf report.® First, companies should adopt@rivacy by desigh” appioach by
building privacy protedions inb their eveydaybusiness prdices. Such protéions include

providing reasonable security for consumer data, collecting only the daa needed for a specific

& In De@mber2010, the Commigsn issued a piininary staff eport to addess the
privagy issues associatevith new tebnologies and business modelSee A Preliminary FTC
Staff Report on Protecting Consumer Privatyan Era of Rapid Change: A Proposed
Framework for Businesses and Pdicymakers (Dec. 1, 2010)available at
http:/Mww.ftc.gov/0s/2010/12001201 privagrepot.pdf. Commssioners Kovac and Rosch
issued concuing statements avable at
http:/Avww.ftc.gov/0s/2010/12001201privagrepot.pdf at Appendix D and Appendix E,
respetively. The préminary staff report setdrth a proposa framework to giide policynakes
and otherstakeholdes re@rdingbest pratices forconsumer pvacy and included aumber of
guestions for public comment. T®mMmMBsion receed over450 public comments from
various stakieolders in reponse to the plieminary repot. These omments informed the
Commission as it refined the framework to best protect consumer privacy and innovation in
todays dynamic andapidly-changing maketplae.
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http://www.ftc.gov/os/2010/12/101201privacyreport.pdf
http://www.ftc.gov/opa/2010/12/privacyreport.shtm
http://www.ftc.gov/os/2010/12/101201privacyreport.pdf

business purpose,tagning daa onlyas longas neessay to fulfill that purpose, safg disposing
of datano longe in use, and implementingaonable proedures to promote datacaumacy.
Secongdcompanies should providémpler and morstreamlined lsoices to consumsr
about their d& practices. Companies do notateto provide koice béore collectingand using
consumerstlata br practices thaareconsistent with the context of the transac, the

companis rlationship with he consume or a require or speifically



Do Not Tr&k is intended to appl third-party



19 For exame, the FTC recently brought an action against acompany théa told
consumers thecould opt out of trdang by exercisingchoices throudp their browses; howeve,
the company used Flash cookiesfor such tracking, which consumers could not opt out of through
their browses. In the Matter of SenScoutinc., FTC Dodket No. C-4344 (ec. 21, 2011)
(consat order) available athttp:/Avww.ftc.gov/os/caselist/1023185/111221scanscoutdo.pdf

Sud amechanism should be different f


http://www.ftc.gov/os/caselist/1023185/111221scanscoutdo.pdf
http://www.microsoft.com/presspass/features/2010/dec10/12-07ie9privacyqa.mspx

The Mozilla Blog


http://blog.mozilla.com/blog/2011/02/08/mozilla-firefox-4-beta-now-including-do-not-track-capabilities/
http://blog.mozilla.com/blog/2011/02/08/mozilla-firefox-4-beta-now-including-do-not-track-capabilities/


http://blog.mozilla.com/privacy/2011/11/02/do-not-track-adoption-in-firefox-mobile-is-3x-higher-than-desktop/


http://blog.mozilla.com/privacy/2011/11/02/do-not-track-adoption-in-firefox-mobile-is-3x-higher-than-desktop/
http://online.wsj.com/article/SB10001424052748703551304576261272308358858.html
http://googlepublicpolicy.blogspot.com/2011/01/keep-your-opt-outs.html
http://www.aboutads.info/blog/yes-johnny-can-benefit-transparency-and-control%20
http://www.aboutads.info/resource/download/DAA%20White%20House%20Event.pdf

appro&h — how to limit secondanyse of ollected déa so that the consumept-out exénds
beyond simplyblockingtargeted as and to the colléion of information for othepurposs.
The DAA has released new prindples thet include limitations onthe collection o tracking daa
and prohibitionsontheuse or trander of the daa for employment, credit, insurance, or health
care digibility puposes!’ Just & important, the DAA recently moved to address ®me
persistene and udaility criticisms of its icon-bagskopt out bycommitting to honor the tcking
choices mnsume's make through their browse settings ™

At thesanetime, the Word Wide WebCorsatium (*“W3C”), an Internet standards-
setting bodyhas @theed a boad range of stakbolders to agatean internéional, industrywide
standarddr Do Not Tack, induding DAA membercompanies; othdd.S. and interrtéonal
companies; industrgroups; and public intesg organizations. The W3@roup has done
admirablework to flesh out how to make Do Not Tack swtem pratical in both desktop and
mobile settings aseflected in two public wdiing drafts of its standais’® Some important
issues remain,ral the Commigsen encouages all of the steeholdes to work within the W3C
group to resolveéhese issues.

While wok remans to be done on Do Not ek, theCommssion believes that the

developments to dasresignificant and povide an ective path érwad. The avertising

" Digital AdvertisingAlliance, About Sef-Regulatory Principles fa Multi-Site Data
(Nov. 2011),available at
http:/Mww.aboutads.info/resoae/downlod/Multi-Site-DataPrinciples.pdf

8 Press ReleasPigital AdvertisingAlliance, DAA Position on Browser Based Choice
Medanism(Feb. 22, 2012)available at
http:/Mvww.aboutads.info/resoge/downlod/DAA.Commitment.pdf

19 SeePress Releas®/3C, W3C Announces First Draft of Standamr Online Privacy
(Nov. 14, 2011)available athttp:/Avww.w3.019/2011/11/dnt-pr.html.en.
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http://www.aboutads.info/resource/download/Multi-Site-Data-Principles.pdf
http://www.aboutads.info/resource/download/DAA.Commitment.pdf
http://www.w3.org/2011/11/dnt-pr.html.en.

industry, throudn the DAA, ha committed to deplogrowserbasel technologes for @nsumer
control over onlinetracking, dongside its ubiquitousicon program. The W3C process,thanks in
pat to the ongoing paticipation o DAA manbea companies, has male subgantia progress
toward speifying aconsensusansumer choie system for traking that is practickand
technicdly feasible?® The Commission anticipates continued pesg in this a@eas theDAA
membaea's and other key stkehoders continue discussions within the W3C process b work to
reach consasus on a Do Not Tck system in the comingionths.

B. Data Brokers

The Final Report recommends thet companies provide consumers with reasonéable access
to the data maintaigeabout them. Thex&ent of such ecess should be proportionate to the
sensitivityof the déa and the rtare of its use.

The Final Report addresses the paticular impartance of consumers' ability to access
information that data bkers hae about them. Da brokes ae compaies that colletc
information, includingpersonkinformation about consum&rfrom a vide varety of soures for
the purpose afesdling such infomation for a veety of purposs, including vefying an
individual’ s identity, differentiating one consume’s recordsfrom anather’s, maketing produds,

and preentingfinandal fraud. Such entities often hagewvealth of informaion about

20 A system pratical for both businesseand consumsmwould include, fousers who
choose to eable Do Mt Trak, significant controls on theatlection and use dfadking dda by
third parties, with limited eseptions suchsasecuy and fequeng capping As noted above
first partysharingwith third parties is not consistent with the context of the interaction and
would be subjecto choice. Do Nt Tradk is one wayor uses to express this choice.
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consumers whout interacting diredly with them. Consumers aoften unavare of theexigence
of these atities, as well as the purpasfor whidc theycollect and use dat&

The Commission has manitored data brokers since the 190s, hasting workshops,
drafting reports, and testifying before Corgress doout the privacy implications of daa brokers
pradices? Followinga Commissin workshop, dathrokes crated thendividual Refeence

Services Group (IRSGX¥0 cm 2a91000T33TD /F2000 0.0000 TD (s)Tj 4.6800 0.0000 TD ( Gr)Tj 15.600(

21 As noted above, first-party sharing with third parties is not consistent with the context
of the interation and would be sulgéeto choice

2 See, @., Prepaed Statement of thETC, Identity Thet: Recent Developments
Involving the Security of $&itive Consumer Informatioiearing Beforahe Senate Comrmn
Banking, Housing, and Urban Affairs, 109th Cong. (Ma 10, 2005)available at
http:/Avww.ftc.gov/os/testinony/050310idtheft.pdfsee alsd-TC WorkshopThe Information
Marketplace: Merging & Exchanging Corsume Data (Mar. 13, 2001)available at
http://www.ftc.gov/bcp/workshopginfomkiplace/index.shiml; FTC Workshoplnformation
Flows: The Costand Bengts to Consumers and Businesses of the Collection and Use of
Consumer InformatioJune 18, 2003gvailable at
http://www.ftc.gov/bop/workshopginfofl ows/0B0618agenda.shtm.

% SeeFTC, Individual Reference Sevices, A Report to Cangress(1997),available at
http://www.ftc.gov/bop/privacy/wkshp97/irsdocl.htm.

% SeePrepaed Statement of thETC, Protecting Consumers’ Data:dficy Issus
Raised by Choidoint Hearing before HComm. on Energ§ CommerceSubcomm. on
CommerceTrade, and Consumer Protection, Comm. on En&@ommercegl09th Cong.
(Mar. 15, 2005)available athttp:/Avww.ftc.gov/0s/2005/03J50315protetingconsumerdatadf.
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http://www.ftc.gov/os/testimony/050310idtheft.pdf;
http://www.ftc.gov/os/2005/03/050315protectingconsumerdata.pdf;
http://www.ftc.gov/bcp/workshops/infomktplace/index.shtml;
http://www.ftc.gov/bcp/workshops/infoflows/030618agenda.shtm;
http://www.ftc.gov/bcp/privacy/wkshp97/irsdoc1.htm
http://www.ftc.gov/os/2005/03/050315protectingconsumerdata.pdf.

% See, @., Prepaed Statement of theTC, Legislative Hearing onH.R. 2221, the Data
Acountability and Protetion Act, and H.R. 1319, the Informe


http://www.ftc.gov/os/2009/05/P064504peertopeertestimony.pdf.
http://www.ftc.gov/opa/2011/05/pdf/110504datasecurityhouse.pdf
http://www.ftc.gov/os/testimony/110615datasecurityhouse.pdf
http://www.ftc.gov/os/testimony/110629privacytestimonybrill.pdf

could exercise such gptions. This website would improve tnaparecy and enhace @nsumer
control overthe data factices of companig that maintain and steadataabout them for
markeing puiposes. ticould also provideansumer-fcingentities such as talers a mans for
ensuringthat the information broke from whid theypurchae consumenformation have
instituted appopriate trasparacy and contol mechanisms.ndeed, th&eonsumerfadng
entities could provideansumers with a link to the calized website, &r having made sure
that the data lakers fom which theybuydata péicipate in such gystem. The Commissi
staff intends to discuss with rebnt companig how this mechanism could bevadped ad
implégyented voluntarily, to increasethetrangparency and give consumers tods to opt aut.?®

1. Other Palicy Initiatives

In addition to conductingolicy reviews, such as throigthe FinhReport, the

% The arrent website of the Deat MarketingAssociation (DMA)offers an instructive
model for suich amechanism. The DMA — which consigs d data brokers, retailers, and others —
currently offers a sevice throudh which consums can opt out of reeiving markeing
solicitations via particularhmnnels, suchsadirect mail, fom DMA member ompanies.See
DMAChoice, http:/Mww.dmadoice.op/dma/member/homection.

# FTC Staff Rport, Mobile Appsfor Kids: Cumrent Privacy Disdosures ae
Disappointing(Feb. 2012)available athttp://www.ftc.gov/opa/2012/02/mobileapps kidsshim
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http://www.dmachoice.org/dma/member/home.action
http://www.ftc.gov/opa/2012/02/mobileapps_kids.shtm

% News reports indicate tha same companies, like Apple, are dready working to limit
celtain types of déa colledion via apps.See, &., Kim-Mai Cutler,Amd Privacy Corcerns,
Apple Has Started Regeng Apps That Access UD, TECHCRUNCH (Mar. 24, 2012),
http://techarunch.com/2012/03/24/apple-udids/.

3 FTC WorkshopDot Com DisclosureéVay 30, 2012)available at
http://www.ftc.gov/opa/2012/02/dotcom shtm.

32 FTC,Dot Com Disclosure§2000),available at
http:/Mww.ftc.gov/0s/2000/05J005dotcomstaféport.pdf

% FTC WorkshopFaceFacts: A Forum on &cial Reognition Technology(Dec. 8,
2011),available athttp://www.ftc.gov/bcp/workshopsfacefacts/



http://techcrunch.com/2012/03/24/apple-udids/.
http://www.ftc.gov/opa/2012/02/dotcom.shtm
http://www.ftc.gov/os/2000/05/0005dotcomstaffreport.pdf
http://www.ftc.gov/bcp/workshops/facefacts/

discuss an aay of curent and future usg and berfds, and explore potential prive@and
secuity concens. Since then, CommissioraBtsoudit comments on the issues raisedrmyr
the workshop rad will issue a repaiin the coming months.

Third, asdiscussedin the Fnal Report, the FTC intends to examine the practices of large
platforms such&linterng browsercompanies, mobile opating system providers nternd
ServiceProviders, and fge socidmedia platforms thatan collet data fom numerous sourse
to build exensive prafes about consumgr Commssion staff will host a workshop in the
second hidof 2012 to examine questions about the sanfpgich d&a colledion practics, the
patential uses d the collected data, and related issues.

Finally, the Commission isundertaking acomprehensve review of the COPPARule in
light of rapidly evolvingtechnolog and chages in the wg children useand acess the
Internet.®* In Septemba 2011, the Conmission proposed madificationsto the Rule intended to
updae theRule to meet changes intechnology, assst qoerators inthar comgiance obligations
strenghen protetions over childra’s data, ad provide geaer ovesight of COPPA safe hhor
progams® Forexample, the Comrssion proposed addirmgolocdion information and
cookies wsed for benaviora advertising to the ddinition of “personal information,” which would

have the

3 SeeRequest for Public Comment on thedBe TradeCommaision’s mplementation
of the Children’s @line PrivacyProtection Rule, 75 lée Reg 17,089 (Apr. 5, 2010available
at http:/Mww.ftc.gov/os/fedre/2010/april/P104503coppa-rupelf.

% The Commission’s Natice of Proposed Rulemaking can be found at 76 Fed. Reg.
59,804 (Sept. 15, 2011gyailable at
http:/Mww.gpo.opv/fdsys/pka/AR-2011-09-27/pdf/2011-24314.pdf
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http://www.ftc.gov/os/fedreg/2010/april/P104503coppa-rule.pdf
http://www.gpo.gov/fdsys/pkg/FR-2011-09-27/pdf/2011-24314.pdf

reeived ove 350 comments on its proposadendments to the COPPAIR, which ae beng
reviewed byFTC staff
V.  Enforcement

In addition to itsengagement on the policfront, enbrcament remans a top priorityfor
the agncy In the last 15gass, the Commision has brougt 36 data segity cass; almost 80
cases a@inst companief impropely calling consumers on theo Not Call reggtry;*® 86
cases ajainst companies for violating the Fair Credit Reporting Act (“FCRA”);*" 97 spam cases;
15 spyvare or nuisane advarecass; 18 COPR cases; and humeus casg aginst companies
for violatingthe FTC Act bymakingdecetive claims about the prieg and seuarity protedions
theyafford to consumedata. Wher¢he FTC has authorityo seek wil penalties, it has
aggressivelydone so. tlhas obtained $60 million in civdenalties in Do Not Call sas; $21
million in civil penalties under tHeCRA; $5.7 millon under th&CAN-SPAM Act?® and $6.6
million under COPPA. Where the Commission does not have autioosidgk wil penalties, as
in the daa security and spyware areas, it has saight such authority from Gongress.

Two recent privacy cases —against Internet giants Google and Facebook — will benefit
more than onéillion consumers worldwide. THeéommssion chargd Goode with decéving
consumers byakingpreviouslyprivate infomation — the frguent contas of Gmail users —al

making it public in order to generate and populate anew sodal network, Google Buzz® This,

% 16 C.F.R. Part 310.
¥ 15U.S.C.881681e-i.
% 15 U.S.C. 8§ 7701-7713.

% Google, Inc, Docke No. C-4336 (Ot 13, 2011) (finhdecision and @nsent ordéeyr
available at http://www.ftc.gov/opa/2011/10/buzz.shm.
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http://www.ftc.gov/opa/2011/03/google.shtm
http://www.ftc.gov/opa/2011/10/buzz.shtm.

%0 Facebook, Inc, Matter No. 0923184Nov. 29, 2011) (mposed conse ageement),


http://www.ftc.gov/opa/2011/11/privacysettlement.shtm.

affirmative express consebeforesharingtheir informdion in a waythat exceeds theiripacy
settings; andequires it to implement a comphensiveprivagy progam and obtain outside
audits. h addition, Faebook must ensutiat it will sop providing acess to a uses’
informdion &ter sheddetes her account.

Further, the Commission continues to be active ordtta seurity and childre’s
privagy front. Justhis week, it annourel a stlement with RockYou, a compg that allowed
consumers to Ypload and stare photos and slideshows** Corsumers who registered with

RodkY ouwere required to provide thar

“1 See Wited States v. Rovku, Inc, No. CV 12 1487 (N.D. Gafiled Mar. 26, 2012)
(consat decee)
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to-pee (“P2P”) file sharingand socia

2 Seawww.onguardonline.qgv. Sinceits launch in 2005, OnGuad Orline and its
Spanish-language counterpart Alerta en Linea have attracted mae than 25 milli on visits.

43 SedPress Releas€TC,Facts fom heFTC. What You $®ould Know Albout Mobile
Apps(June 28, 2011pvailable at http:/www.ftc.gov/opa/2011/06/mabileapps shtm.

4 SeeTake Chage: Fighting Back Against Identity Thet, available at
http://www.ftc.gov/bop/edu/pubsg consume/idtheft/idt04.shtm.

% SeePress Rlease FTC, OnGuardOnlinegov Off to a Fag Strt with Online Child
Safety Campaig(Mar. 31, 2010)available at www.ftc.gov/opa/2010/03/netcetera.shtm.
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http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt04.shtm.
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http://www.ftc.gov/opa/2012/02/mobileapps.shtm.
http://www.ftc.gov/infosecurity
http://www.ftc.gov/bcp/edu/pubs/business/idtheft/bus46.shtm
http://business.ftc.gov/documents/bus43-copier-data-security

FTC’s Business Center wvsite, which aveges one million unique visitors each morfthThe
Commission also hosts a Business Cebteg* which frequentlyfeaures consunreprivacy

and datasecuity topics; presentlyapproximatelyd,500 attorney

0 See generally http:/businessftc.gov/. The Privag and Dda Seclity portal is the
most popular destination for visitors to the Business Cente

1 See generally http://business.ftc.gov/blog.
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