Washington, DC

September 28, 2004

I. Introduction

Mr. Chairman, and members of the Subcommittee, | am Commissioner Thomas B. Leary of the Federal Trade
Commission ("FTC" or "Commission").(1) | appreciate the opportunity to present the Commission's views on identity
theft and Social Security numbers. The Federal Trade Commission has a broad mandate to protect consumers, and
controlling identity theft is an important issue of concern to all consumers. Through this testimony, the Commission
will describe the results of a recent survey on the prevalence and impact of identity theft, the ways in which Social
Security numbers are collected and used, new protections for consumers and identity theft victims, and the
Commission's identity theft program.

Il. Uunderstanding the Impact of Identity Theft

On November 1, 1999, the Commission began collecting identity theft complaints from consumers in its national
database, the Identity Theft Data Clearinghouse (the "Clearinghouse”).(2) Every year since has seen an increase in
complaints.(3) The Clearinghouse now contains over 666,000 identity theft complaints taken from victims across the
country. By itself, though, these self-



numbers will help to protect consumers from this pernicious crime. The potential for misuse arises because Social
Security numbers are crucial to the proper functioning of our financial system. Social Security numbers are used to
match consumers to their credit and other financial information. Without them, information may be attributed to the
wrong consumer, and the accuracy of credit reports may be degraded. Enabling Social Security numbers to be used
appropriately will help to ensure that consumers continue to enjoy the benefits of our current credit system. The
Commission is studying "the efficacy of increasing the number of points of identifying information that a credit
reporting agency is required to match to ensure that a consumer is the correct individual to whom a consumer report
relates before releasing a consumer report to a user" as required by the Fair and Accurate Credit Transactions Act of
2003.(6) This study, to be completed by December, 2004, should greatly increase our knowledge of the importance of



"joint fraud alert" initiative administered by the three major credit reporting agencies. After receiving a
request from an identity theft victim for the placement of a fraud alert on his or her consumer report and
for a copy of that report, each credit reporting agency now shares that request with the other two
nationwide credit reporting agencies, thereby eliminating the need for the victim to contact each of the
three agencies separately.

e Truncation of credit and debit card receipts:



To fulfill the Act's mandate, the Commission implemented a program that focuses on three principal components: (1)
collecting complaints and providing victim assistance through a telephone hotline and a dedicated website, (2)
maintaining and promoting the Clearinghouse, a centralized database of victim complaints that serves as an
investigative tool for law enforcement, and (3) outreach and education to consumers, law enforcement, and private
industry.

A. Assisting ldentity Theft Victims

The Commission takes complaints from victims through a toll-free hotline, 1-877-ID THEFT (438-4338),(36) and a
secure online complaint form on its website,


http://www.consumer.gov/idtheft.
http://www.consumer.gov/

The Commission actively encourages even greater use of the Clearinghouse. Beginning in 2002, in an effort to
further expand the use of the Clearinghouse among law enforcement, the FTC, in cooperation with the Department of
Justice, the United States Postal Inspection Service, and the United States Secret Service, initiated full day identity
theft training seminars for state and local law enforcement officers. To date, seminars have been held in Washington,


http://www.consumer.gov/idtheft,

institutions, credit issuers,


http://www.consumer.gov/idtheft/stats.html
http://www.consumer.gov/sentinel/index.html
http://www.consumer.gov/idtheft/stats.html.

defines identity theft to include the misuse of existing accounts. 18 U.S.C. § 1028(a)(7). Of the 5.1 million victims


http://www.cdiaonline.org/about.cfm

year by the Commission and is currently $9. See 15 U.S.C. § 1681]. In addition, a small number of states required the
CRAs to provide free annual reports to consumers at their request.

18. Section 603(w) of the FCRA defines a "nationwide specialty consumer reporting agency" as a consumer reporting



35. Most identity theft cases are best addressed through criminal prosecution. The FTC itself has no direct criminal
law enforcement authority. Under its civil law enforcement authority provided by Section 5 of the FTC Act, the
Commission may, in appropriate cases, bring actions to stop practices that involve or facilitate identity theft. See, e.g.,
FTC v. Corporate Marketing Solutions, Inc., CIV - 02 1256 PHX RCB (D. Ariz. Feb. 3, 2003) (final order) (defendants
"pretexted” personal information from consumers and engaged in unauthorized billing of consumers' credit cards);
FTCv. C.J., CIV - 03 5275 GHK (RZx) (C.D. Cal. July 24, 2003) (final order); FTC v. Hill, CV-H-03-5537 (S.D. Tex.
Dec. 3, 2003) (final order); andFTC v. M.M., CV-04-2086 (E.D.N.Y. May 18, 2004) (final order) (defendants sent
"phishing" spam purporting to come from AOL or Paypal and created look-alike websites to obtain credit card
numbers and other financial data from consumers that defendants used for unauthorized online purchases). In
addition, the FTC brought six complaints against marketers for purporting to sell international driver's permits that
could be u


http://www.ftc.gov/opa/2003/01/idpfinal.htm
http://www.consumer.gov/idtheft/stats.html
http://www.consumer.gov/sentinel/index.html

49. The Commission also has law enforcement authority relating to information security. In addition to developing the
Disposal Rule pursuant to FACTA, see supra Section IV, the Commission also is responsible for enforcing its GLBA
Safeguards Rule, which requires financial institutions under the FTC's jurisdiction to develop and implement
appropriate physical, technical, and procedural safeguards to protect customer information. FTC Safeguards Rule, 16
C.F.R. 8 314.1 (2002). In brief, the Safeguards Rule requires financial institutions to develop a written information
security plan that includes certain elements that are basic to security.

In the past few years, the FTC has also brought enforcement actions against four companies that the Commission
alleged made false promises about securing sensitive consumer information, in violation of Section 5 of the FTC Act.
15 U.S.C. § 45(a). These actions resulted in settlements with those companies that collected sensitive information
from consumers while making such promises. Those actions arose out of the Commission's finding that these
companies' security measures were inadequate and their information security claims therefore were deceptive. See,
e.g., In re Microsoft Corp., FTC Dkt. C-4069, Final Decision and Order available at
http://www.ftc.gov/os/2002/12/microsoftdecision.pdf (Dec. 20, 2002).

50. See, e.g., the incidents involving Triwest (Adam Clymer, Officials Say Troops Risk Identity Theft After Burglary,
N.Y. Times, Jan. 12, 2003, § 1 (Late Edition), at 12) and Ford/Experian (Kathy M. Kristof and John J. Goldman, 3
Charged in Identity Theft Case, LA Times, Nov. 6, 2002, Main News, Part 1 (Home Edition), at 1).

51. See ID Theft: When Bad Things Happen to Your Good Name: Hearing Before the Subcomm. on Technology,
Terrorism and Government Information of the Senate Judiciary Comm. 106th Cong. (2000) (statement of Mrs.
Maureen Mitchell, Identity Theft Victim).


http://www.ftc.gov/os/2002/12/microsoftdecision.pdf
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