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The views expressed in this statement represent the views of the Commission. My



extensively with industry on ways to improve victim assistance, including providing direct advice
and assistance in cases of security breaches involving sensitive information of customers or

employees.

. THE FEDERAL TRADE COMMISSION’'SROLE IN COMBATING IDENTITY
THEFT

The Identity Theft Act strengthened the criminal laws governing identity theft* and
focused on consumers as victims.® In so doing, Congress recognized that coordinated efforts are
essential to best serve the needs of identity theft victims because these fraud victims often need
assistance both from government agencies at the national and state or local level and from
businesses. To fulfill the Act’s mandate, the Commission implemented a program that focuses on
three principal components: (1) collecting complaints and providing victim assistance through a
telephone hotline and a dedicated website; (2) maintaining and promoting the Identity Theft Data

Clearinghouse (the “Clearinghouse™), a centralized database of victim complaints that serves as an

3 (...continued)
used to facilitate identity theft. Press Release, Federal Trade Commission, FTC Targets Sellers
Who Deceptively Marketed International Driver's Permits over the Internet and via Spam (Jan.
16, 2003), available at http://www.ftc.gov/opa/2003/01/idpfinal.htm.

4 18 U.S.C. § 1028(a)(7). The statute broadly defines “means of identification” to
include “any name or number that may be used, alone or in conjunction with any other
information, to identify a specific individual,” including, among other things, name, address,
social security number, driver’s license number, biometric data, access devices (i.e., credit cards),
electronic identification number or routing code, and telecommunication identifying information.

> Because individual consumers’ financial liability is often limited, prior to the
passage of the Act, financial institutions, rather than individuals, tended to be viewed as the
primary victims of identity theft. Setting up an assistance process for consumer victims is
consistent with one of the Act’s stated goals: to recognize the individual victims of identity theft.
See S. Rep. No. 105-274, at 4 (1998).



investigative tool for law enforcement; and (3) providing outreach and education to consumers,
law enforcement, and private industry on prevention of identity theft.

A. Under standing | dentity T heft

On November 1, 1999, the Commission began collecting complaints from consumers via
a toll-free telephone number, 1-877-1D THEFT (438-4338) (“ID Theft hotline”). Every year since
has seen an increase in complaints.® The Clearinghouse now contains over 400,000 identity theft
complaints from victims across the country. By itself, though, this self-reported data does not
allow the FTC to draw conclusions about the incidence of identity theft in the general population.
Consequently, the FTC commissioned a survey to get a better picture of the incidence of identity
theft and the impact of the crime on its victims.” The results are startling. Identity theft is more
widespread and pernicious than previously realized. The data show that within the 12 months
preceding the survey, 3.2 million people discovered that an identity thief opened new accounts in
their name. An additional 6.6 million consumers learned of the misuse of an existing account.
Overall, nearly 10 million people — or 4.6 percent of the adult population — discovered that they
were victims of some form of identity theft. These numbers translate to nearly $48 billion in
losses to businesses, nearly $5 billion in losses to victims, and almost 300 million hours spent by
victims trying to resolve the problem. Moreover, according to the researchers, identity theft is a

growing crime. The survey indicates a significant increase in the past 2-3 years — nearly a

6 Charts that summarize data from the Clearinghouse can be found at
http://www.consumer.gov/idtheft/stats.html and http://www.consumer.gov/sentinel/index.html.

! The research took place during March and April 2003. It was conducted by
Synovate, a private research firm, and involved a random sample telephone survey of over 4,000
U.S. adults. The full report of the survey can be found at
http://www.consumer.gov/idtheft/stats.html.




doubling from one year to the next, although the research shows that the rate of increase slowed
during the past 1-2 years. It also is worth noting that most of the recent increase primarily
involves the account takeover form of identity theft that tends to cause less economic injury to
victims and is generally easier for them to identify and fix. Overall, the survey puts the problem
of identity theft into sharper focus, and has spurred the FTC to even greater efforts to help victims
and support law enforcement in its aggressive prosecution of identity thieves.

B. Assisting ldentity Theft Victims

In addition to taking complaints from victims, the FTC provides advice on recovery from
identity theft. Callers to the ID Theft hotline receive telephone counseling from specially trained
personnel who provide general information about identity theft and help guide victims through the

steps needed to resolve the problems resulting from the misuse of their identities.

8 Spanish speaking counselors are available for callers who are not fluent in
English.

° These fraud alerts indicate that the consumer is to be contacted before new credit

is issued in that consumer’s name. See Section I1.D.(3)(b) infra for a discussion of the credit
reporting agencies “joint fraud alert” initiative.



Counselors also advise victims having particular problems about their rights under
relevant consumer credit laws including the Fair Credit Reporting Act,* the Fair Credit Billing
Act,* the Truth in Lending Act,*? and the Fair Debt Collection Practices Act.’® If the
investigation and resolution of the identity theft falls under the jurisdiction of another regulatory
agency that has a program in place to assist consumers, callers also are referred to those agencies.

The FTC’s identity theft website, located at www.consumer.gov/idtheft, provides

equivalent service for those who prefer the immediacy of an online interaction. The site contains
a secure complaint form that allows victims to enter their identity theft information for input into
the Clearinghouse. Victims also can read and download all of the resources necessary for
reclaiming their credit record and good name. One resource in particular is the FTC’s
tremendously successful consumer education booklet, Identity Theft: When Bad Things Happen to
Your Good Name. The 26-page booklet, now in its fourth edition, comprehensively covers a
range of topics, including the first steps to take for victims, how to correct credit-related and other
problems that may result from identity theft, tips for those having trouble getting a police report
taken, and advice on ways to protect personal information. It also describes federal and state
resources that are available to victims who may be having particular problems as a result of the

identity theft. The FTC alone has distributed more than 1.2 million copies of the booklet since its

10 15 U.S.C. § 1681 et seq.

11

Id. § 1666. The Fair Credit Billing Act generally applies to “open end” credit
accounts, such as credit cards, revolving charge accounts, and overdraft checking accounts. It
does not cover installment contracts, such as loans or extensions of credit that are repaid on a
fixed schedule.

12 Id. § 1601 et seq.

B Id. § 1692 et seq.



release in February 2000, and recorded over 1.2 million visits to the web version.* Last year, the
FTC released a Spanish language version of the Identity Theft booklet, Robo de Identidad: Algo
malo puede pasarle a su buen nombre.

C. The ldentity Theft Data Clearinghouse

Because one of the primary purposes of the Identity Theft Act was for criminal law
enforcement agencies to use the database of victim complaints to support their investigations, the
Commission took a number of steps to ensure that the database would meet the needs of law
enforcement, before launching it. Initially, the FTC met with a host of law enforcement and
regulatory agencies to obtain feedback on what the database should contain. Law enforcement
access to the Clearinghouse via the FTC’s secure website became available in July of 2000. To
ensure that the database operates as a national clearinghouse for complaints, the FTC has solicited
complaints from other sources. For example, in February 2001, the Social Security
Administration Office of Inspector General (SSA-OIG) began providing the FTC with complaints
from its fraud hotline, significantly enriching the FTC’s database.

The Clearinghouse provides a picture of the nature, prevalence, and trends of the identity
theft victims who submit complaints. FTC data analysts aggregate the data and develop them into
charts and statistics.”®> For instance, the Commission publishes charts showing the prevalence of
identity theft by states and by cities. Law enforcement and policy makers at all levels of

government use these reports to better understand the challenges identity theft presents.

1 Other government agencies, including the Social Security Administration, the

SEC, and the FDIC also have printed and distributed copies of Identity Theft: When Bad Things
Happen to Your Good Name.

1 Charts that summarize data from the Clearinghouse can be found at
http://www.consumer.gov/idtheft/stats.html and http://www.consumer.gov/sentinel/index.html.
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Since the inception of the Clearinghouse, more than 770 law enforcement agencies, from
the federal to the local level, have signed up for access to the database. Individual investigators
within those agencies have the ability to access the system from their desktop computers 24 hours
a day, seven days a week. The Commission actively encourages even greater participation.

As previously stated, one of the goals of the Clearinghouse and the FTC’s identity theft
program is to support identity theft prosecutions nationwide.® Last year, in an effort to further
expand the use of the Clearinghouse among law enforcement, the FTC, in cooperation with the
Department of Justice, the United States Postal Inspection Service, and the United States Secret
Service, initiated full-day identity theft training seminars for state and local law enforcement
officers. To date, sessions have been held in Washington, D.C., Des Moines, Chicago, San
Francisco, Las Vegas, Dallas, Phoenix, New York, Seattle, and San Antonio. The FTC also
helped the Kansas and Missouri offices of the U.S. Attorney and State Attorney General conduct a
training seminar in Kansas City. More than 1200 officers have attended these seminars,
representing more than 300 different agencies. A session to be held in Orlando in January will
commence next year’s round of seminars.

The FTC staff also developed an identity theft case referral program.’” The staff creates

preliminary investigative reports by examining significant patterns of identity theft activity in the

16 The Commission testified last year in support of S. 2541, the Identity Theft
Penalty Enhancement Act of 2002, which would increase penalties and streamline proof
requirements for prosecution of many of the most harmful forms of identity theft. See Testimony
of Bureau Director J. Howard Beales, Senate Judiciary Committee, Subcommittee on Terrorism,
Technology and Government Information (July 11, 2002). S. 2541 has been reintroduced in the
108th Congress as S. 153.

o The referral program complements the regular use of the database by all law

enforcers from their desktop computers.



Clearinghouse and refining the data through the use of additional investigative resources. Then



its release in May 2003, the FTC has distributed almost 268,000 paper copies, and over 15,000
web versions. With the detailed victim recovery guide, Identity Theft: When Bad Things Happen
to Your Good Name, the publication helps to fully educate consumers.

(2) Law Enforcement: Because law enforcement at the state and local level can
provide significant practical assistance to victims, the FTC places a premium on outreach to such
agencies. In addition to the training described previously (see supra Section 11.C.), the FTC staff

joined with North Carolina’s Attorney General Roy Cooper to send letters to every other Attorney



website to include a section for law enforcement with tips on how to help victims as well as
resources for investigations.

(3) Industry: The private sector can help with the problem of identity theft in a
number of ways. For instance, businesses can prevent identity theft by keeping their customers’
or employees’ sensitive information secure and out of the wrong hands. In addition, businesses
can implement procedures to assist identity theft victims in the recovery process.

(@) Information Security Breaches: The FTC works with institutions that

maintain personal information to identify ways to help keep that information safe from identity
theft. Last year, the FTC invited representatives from financial institutions, credit issuers,
universities, and retailers to an informal roundtable discussion of how to prevent unauthorized

access to personal information in employee and customer records. The FTC will soon publish a

18 Adam Clymer, Officials Say Troops Risk Identity Theft After Burglary, N.Y.
TIMES, Jan. 12, 2003, 8 1 (Late Edition), at 12.

19 Kathy M. Kristof and John J. Goldman, 3 Charged in Identity Theft Case, LA
TIMES, Nov. 6, 2002, Main News, Part 1 (Home Edition), at 1.
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Guidance for Your Business, that will be posted on the identity theft website in the coming weeks.
The kit provides advice on which law enforcement agency to contact, business contact
information for the three major credit reporting agencies, suggestions for establishing an internal

communication protocol, information about cont

11



resources to conducting outreach with the private sector on ways to improve victim assistance

20

See ID Theft: When Bad Things Happen to Your Good Name: Hearing Before the
Subcomm. on Technology, Terrorism and Government Information of the Senate Judiciary
Comm. 106™ Cong. (2000) (statement of Mrs. Maureen Mitchell, Identity Theft Victim).

2l Pub. L. No. 108-396 (2003) (codified at 15 U.S.C. § 1681 et seq.).
2 15 U.S.C. § 1681 et seq.
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new and important measures to prevent identity theft, enhance consumer ability to detect it when
it does occur, and facilitate identity theft victims’ recovery.?

A. Access to free consumer reports®*

Previously, under the FCRA consumers were entitled to a free consumer report only under
limited circumstances.” Now consumers have the right to request a free consumer report annually
from nationwide CRAs. This benefit will enhance consumers’ ability to discover and correct
errors, thereby improving the accuracy of the system, and also can provide an early alert to

identity theft victims about crimes committed in their names.

2 The Commission testified on July 9 and 10, 2003 before the House Committee on
Financial Services and the Senate Committee on Banking, Housing, and Urban Affairs
respectively. The testimony can be found at http://www.ftc.gov/0s/2003/07/fcratest.html and
http://www.ftc.gov/0s/2003/07/fcrasenatetest.htm.

24 Pub. L. No. 108-396, § 211 (2003).

% Previously, free reports were available only pursuant to the FCRA when the
consumer suffered adverse action, believed that fraudulent information may be in his or her credit
file, was unemployed, or was receiving welfare benefits. Absent one of these exceptions,
consumers had to pay a statutory “reasonable charge” for a file disclosure; this fee is set each
year by the Commission and is currently $9. See 15 U.S.C. § 1681j. In addition, a small number
of states required the CRAs to provide free annual reports to consumers at their request.
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E. “Red flag” indicators of identity theft®

Under this provision, the banking regulators and the FTC will jointly develop guidelines

2 Id. § 114.
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