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Chairman Clay, Ranking Member McHenry, and members of the Subcommittee, I am

Betsy Broder, Assistant Director of the Division of Privacy and Identity Protection at the Federal

Trade Commission (“FTC” or “Commission”).  I appreciate the opportunity to present the

Commission’s testimony on its activities to protect consumers from identity theft.   Although1

identity theft continues to be a serious concern in our information-based economy, the

Commission is working to reduce its incidence and impact on consumers.  This testimony will

summarize the Commission’s efforts to fight identity theft through (1) participation on the

President’s Identity Theft Task Force; (2) law enforcement on data security; (3) consumer and

business education; and (4) implementation of the identity theft-related provisions of the Fair

and Accurate Credit Transactions Act (“FACT Act”).   It will also describe the Commission’s2

legislative recommendations in this area.

I . The Profi le of I dentity Theft

Milli ons of consumers are victimized by identity theft every year.  According to the

Commission’s most recent identity theft survey, approximately 8.3 milli on American adults –

3.7 percent of all American adults – discovered that they were victims of identity theft in 2005. 3

Beyond its direct costs, identity theft harms our economy by threatening consumers’ confidence

in the marketplace. 

http://www.ftc.gov/os/2007/11/SynovateFinalReportIDTheft2006.pdf.


 In October 2008, the Department of Health and Human Services hosted a Town Hall4

meeting on the subject, and in January 2009, it released a report containing a list of potential
action items to addre

http://www.hhs.gov/healthit/privacy/identitytheft.html.
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First, with respect to prevention, the Task Force promoted an enhanced culture of data

security in the public and private sectors.  For the public sector, the Task Force member agencies

launched a variety of initiatives aimed at making the federal government a better custodian of

sensitive personal information.  For example, the Office of Management and Budget issued data

security and breach management guidance for government agencies; the Social Security

Administration removed Social Security numbers (“SSNs”), a key item of information for

identity thieves, almost entirely from its internal human resources forms; and the Department of

Defense is working toward removal of SSNs from military identification cards.  The recent

breach of sensitive records maintained by the National Archives highlights the need for

continued vigilance on data security in the public sector. 

The Task Force is encouraging similar data security efforts in the private sector.  These

efforts, some of which are described in other parts of this testimony, include business education

and outreach, law enforcement actions against companies that fail to maintain reasonable

security, and proposed legislation on data security.  At the same time, the Commission and other

agencies are educating consumers on how to avoid becoming victims of identity theft.  In one

important example, the U.S. Postal Service delivered a maili ng in early 2008 to 146 million U.S.

residences and businesses with advice on how consumers can protect themselves against identity

theft.  

Second, the Task Force launched a number of initiatives to assist identity theft victims

when they begin the sometimes arduous task of repairing their credit and restoring their good

names.  For example, the FTC has developed a training CD and publications on victim assistance

to help law enforcement offices direct identity theft victims to the resources they need for

recovery.  In addition, Task Force members have trained victim assistance counselors; provided
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nature and scope of its activities, and the sensitivity of the information at issue.  The principle

recognizes that there cannot be “perfect” security, and that data breaches can occur

even when a company maintains reasonable precautions to prevent them.  At the same time,

companies that put consumer data at risk can be liable even in the absence of a known breach. 

The Commission believes that its aggressive law enforcement has helped sensitize businesses to

the importance of data security and motivated them to devote more attention and resources to the

protection of sensitive data.

C. Consumer and Business Education

Both independently and pursuant to the Identity Theft Task Force recommendations, the

Commission has undertaken substantial efforts to increase consumer and business awareness

about how to prevent identity theft and how to minimize the damage when a theft does occur. 

For example, the FTC’s identity theft primer and victim recovery guide are widely available in

print and online in English and Spanish.  Since 2000, the Commission has distributed more20

than 9 million copphsFte in

http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt01.htm.
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developed a second consumer education toolkit with everything an organization needs to host a

“Protect Your Identity Day.”  Since the campaign launch in 2006, the FTC has distributed nearly

100,000 consumer education kits and over 47,000 Protect Your Identity Day kits. 

The Commission also sponsors a multimedia website, OnGuard Online, and a Spanish-

language counterpart, Alerta En Linea, designed to educate consumers about basic computer

security, including the importance of not disclosing personal information to possible fraudsters.  

OnGuard Online was developed in partnership with other government agencies and the

technology sector, and since its launch in 2005, has attracted more than 9.5 million visits.  The

site allows users to download educational games and videos, search for specific topics such as

phishing or social networking, and obtain useful tips and information in an interactive format.

The Commission directs its outreach to businesses as well.  The FTC widely disseminates

its business guide on data security, along with an online tutorial based on the guide.   These21

resources are designed to provide diverse businesses – especially small businesses – with

practical, concrete advice as they develop data security programs and plans.  In addition, the

FTC has held regional data security workshops for businesses in locations around the country,

including Chicago, Los Angeles, Dallas and New York.  It also has released nine articles for

businesses relating to basic data security issues for a non-legal audience.  The articles have been

reprinted in both English and Spanish language newsletters for local Chambers of Commerce

and other business organizations.

http://www.ftc.gov/infosecurity.
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authority to seek civil penalties in data security cases.   In most of the 26 data security cases38

described above, the Commission did not have the authority to obtain monetary penalties for

data security violations, and the Commission believes that such authority would serve as an

additional incentive for businesses to maintain reasonable data security measures.

The Commission also has recommended legislation that would help reduce the

unnecessary use and display of Social Security numbers (“SSN”), which are a particularly

valuable tool for identity thieves.  In its April 2007 strategic plan, the President’s Identity Theft

Task Force called on agencies to build a comprehensive record on the uses of SSNs in the

private sector and evaluate their necessity.  Accordingly, the Commission issued a report last

December examining myriad private sector uses of SSNs.  In the report, the Commission made39

http://www2.ftc.gov/opa/2008/12/ssnreport.shtm.


 The report recommended that this requirement cover all private sector entities that40
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two new legislative recommendations.  First, it recommended that Congress consider

establishing national consumer authentication standards.  This recommendation recognizes that

the first step to minimizing the role of SSNs in identity theft is to make it more difficult for

thieves to use them to open new accounts, access existing accounts, or obtain other benefits or

services.  Thus, the report stated that Congress should require private sector entities to establish

reasonable procedures to authenticate new or existing customers to ensure that they are who they

say they are.   Second, the report recommended that Congress consider creating national40

standards to reduce the public display and transmission of SSNs.  Implementing these

recommendations would make SSNs less available to identity thieves, and would make it more

difficult for them to misuse those SSNs they are able to obtain.

IV.  Conclusion

As explained in this testimony, the Commission has used multiple tools in its arsenal to

fight identity theft, and is committed to continuing its work in this area.  We appreciate the

opportunity to testify, and look forward to working with you on this important issue. 


