


  The views expressed in this statement represent the views of the Commission.  My oral1

presentation and responses to questions are my own and do not necessarily represent the views
of the Commission or any other Commissioner.  Commissioner Willi am E. Kovacic dissents
from this testimony to the extent that it endorses a Do Not Track mechanism.  Commissioner J.
Thomas Rosch dissents to the portions of the testimony that discuss and describe certain
conclusions about the concept of Do Not Track.  Commissioner Rosch also has some
reservations about the proposals in the preliminary staff privacy report.  See attached statement,
Statement of Commissioner J. Thomas Rosch, Dissenting in Part, Internet Privacy:  The Views
of the FTC, FCC, and NTIA, Before the Subcomm. on Commerce, Manufacturing, and Trade
and Subcomm. on Communications and Technology of the H. Comm. on Energy and
Commerce, 112th Cong., July 14, 2011 (hereinafter “Rosch Statement”).

  Information on the FTC’s privacy initiatives generally may be found at2

business.ftc.gov/privacy-and-security. 

  15 U.S.C. §§ 6501-6508.3
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I. Introduction

Chairman Bono-Mack, Chairman Walden, Ranking Member Butterfield, Ranking

Member Eshoo, and members of the Subcommittees, I am Edith Ramirez, a Commissioner of the

Federal Trade Commission (“FTC” or “Commission”).   I appreciate the opportunity to present1

the Commission’s testimony on consumer privacy. 

Privacy has been an important part of the Commission’s consumer protection mission for

40 years.   During this time, the Commission’s goal in the privacy arena has remained constant: 2

to protect consumers’ personal information and ensure that they have the confidence to take

advantage of the many benefits offered by the dynamic and ever-changing marketplace.  To meet

this objective, the Commission has undertaken substantial efforts to promote privacy in the

private sector through law enforcement, education, and policy initiatives.  For example, since

2001, the Commission has brought 34 cases challenging the practices of companies that failed to

adequately protect consumers’ personal information; more than 100 spam and spyware cases;

and 16 cases for violation of the Children’s Online Privacy Protection Act (“COPPA”) .   The3

http://business.ftc.gov/privacy-and-security


  The Commission has long supported data security and breach notification legislation. 4

See, e.g., Prepared Statement of the Federal Trade

http://www.ftc.gov/os/testimony/110615datasecurityhouse.pdf
http://ftc.gov/os/testimony/110411ssn-idtheft.pdf
http://www.ftc.gov/os/2008/12/P075414ssnreport.pdf;
http://www.idtheft.gov/reports/IDTReport2008.pdf
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an application on her smartphone to locate the closest ATM so that she can withdraw cash.  She

then visits her local grocery store and signs up for a loyalty card to get discounts on future

purchases.  Upon returning home, the consumer logs onto her computer and begins browsing the

web a



  16 C.F.R. Part 310.5

  15 U.S.C. §§ 1681e-i.6
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As the hypothetical described above shows, consumer privacy issues touch many aspects

of our lives in both the brick-and-mortar and electronic worlds.  In the offl ine world, data

brokers have long gathered information about our retail purchases, and consumer reporting

agencies have long made decisions about our eligibilit y for credit, employment, and insurance

based on our past transactions.  But new online business models such as online behavioral

advertising, social networking, and location-based services have complicated the privacy picture. 

In addition, the aggregation of data in both the online and offline worlds have in some instances

led to increased opportunities for fraud.  For instance, e



  15 U.S.C. §§ 7701-7713.7

  See 8 http://www.ftc.gov/os/closings/staffclosing.shtm.

  See the Commission’s Safeguards Rule, 16 C.F.R. Part 314, implementing provisions9

of the Gramm-Leach-Bliley Act, 15 U.S.C. § 6801(b), and the Commission’s Disposal Rule, 16
C.F.R. Part 682, implementing provisions of the FCRA, 15 U.S.C. §§ 1681e, 1681w.

  Ceridian Corp., FTC Docket No. C-4325 (June 8, 2011) (consent order), available at10

www.ftc.gov/opa/2011/05/ceridianlookout.shtm

http://www.ftc.gov/os/closings/staffclosing.shtm
http://www.ftc.gov/opa/2011/05/ceridianlookout.shtm
http://www.ftc.gov/opa/2011/05/ceridianlookout.shtm


  See U.S. v. Teletrack, Inc., No. 1:11-CV-2060 (N.D. Ga. filed June 24, 2011)12

(proposed consent order), available at http://www.ftc.gov/opa/2011/06/teletrack.

http://www.ftc.gov/opa/2011/06/teletrack.shtm
http://www.ftc.gov/opa/2010/06/twitter.shtm


the opportunity to designate certain “tweets” as private).

  Google, Inc., FTC File No. 102 3136 (Mar. 30, 2011) (consent order accepted for14

public comment), available at www.ftc.gov/opa/2011/03/google.shtm.  Commissioner Rosch
issued a concurring statement expressing concerns about the terms of the proposed consent
agreement, available at
http://www.ftc.gov/os/caselist/1023136/110330googlebuzzstatement.pdf. 

  This provision would apply to any data collected by Google about users of any Google15

product or service, including mobile and location-based data.

  Chitika, Inc., FTC Docket No. C-4324 (June 7, 2011) (consent order), available at16

http://www.ftc.gov/opa/2011/03/chitika.shtm

ogaaa

http://www.ftc.gov/opa/2011/03/google.shtm
http://www.ftc.gov/opa/2011/03/google.shtm
http://www.ftc.gov/os/caselist/1023136/110330googlebuzzstatement.pdf
http://www.ftc.gov/opa/2011/03/chitika.shtm


  US Search, Inc., FTC Docket No. C-4317 (Mar. 14, 2011) (consent order), available17

at http://www.ftc.gov/opa/2010/09/ussearch.shtm.

  See 18 www.onguardonline.gov.  Since its launch in 2005, OnGuard Online and its
Spanish-language counterpart Alerta en Línea have attracted nearly 12 million unique visits.

- 8 -

provide consumers with an effective opt-out mechanism, link to this opt-out mechanism in its

advertisements, and provide a notice on its website for consumers who may have opted out when

Chitika’s opt-out mechanism was ineffective.  Finally, the order requires Chitika to destroy any

data that can be associated with a consumer that it collected during the time its opt-out

mechanism was ineffective.

Finally, the Commission has sought to ensure that data brokers respect consumers’

choices.  In March, the Commission announced a final order ag
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  See Press Release, FTC, Facts from the FTC:  What You Should Know About Mobile19

Apps (June 28, 2011), available at http://www.ftc.gov/opa/2011/06/mobileapps.shtm.

  See Take Charge:  Fighting Back Against Identity Theft, available at20

http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt04.shtm. 

  See Press Release, FTC, OnGuardOnline.gov Off to a Fast Start with Online Child21

Safety Campaign (Mar. 31, 2010), available at www.ftc.gov/opa/2010/03/netcetera.shtm.
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Last month, the FTC issued a new consumer education guide called “Understanding

Mobile Apps: Questions and Answers.”  The guide provides consumers with information about

mobile apps, including what apps are, the types of data they can collect and share, and why some

apps collect geolocation information.  The FTC issued the guide to help consumers better19

understand the privacy and security implications of using mobile apps before downloading them.

The Commission has also issued numerous education materials to help consumers protect

themselves from identity theft and to deal with its consequences when it does occur.  The FTC

has distributed over 3.8 million copies of a victim recovery guide, Take Charge: Fighting Back

Against Identity Theft, and has recorded over 3.5 million visits to the Web 00 20 TD
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  See Protecting Personal Information:  A Guide For Business, available at22

www.ftc.gov/infosecurity.

  Letter from Maneesha Mittteft

http://www.ftc.gov/infosecurity
http://www.ftc.gov/os/closings/110509socialintelligenceletter.pdf


  For example, the Commission recently announced plans to enhance the agency’s25



  See generally 3rd Roundtable, Panel 4:  Lessons Learned and Looking Forward at28

242, available at
http://www.ftc.gov/bcp/workshops/privacyroundtables/PrivacyRoundtable_March2010_Transcri
pt.pdf (industry and consumer representatives suggesting the need to simplify consumer choice
and improve transparency); Written Comment of Centre for Information Policy & Leadership at
Hunton & Will iams LLP, cmt. #544506-00059, available at
http://www.ftc.gov/os/comments/privacyroundtable/544506-00059.pdf

http://www.ftc.gov/bcp/workshops/privacyroundtables/PrivacyRoundtable_March2010_Transcript.pdf
http://www.ftc.gov/bcp/workshops/privacyroundtables/PrivacyRoundtable_March2010_Transcript.pdf
http://www.ftc.gov/os/comments/privacyroundtable/544506-00059.pdf
http://www.ftc.gov/os/comments/privacyroundtable/544506-00067.pdf
http://www.ftc.gov/os/2010/12/101201privacyreport.pdf
http://www.ftc.gov/opa/2010/12/privacyreport.shtm
http://www.ftc.gov/os/2010/12/101201privacyreport.pdf


  Id.
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searching and browsing activities.  This idea – often referred to as “Do Not Track” – is discussed

further below.  

Third, the Staff  Report proposed a number of measures that companies should take to

make their data practices more transparent to consumers.  For instance, in addition to providing

the contextual disclosures described above, companies should improve their privacy notices so

that consumers, advocacy groups, regulators, and others can compare data practices and choices

across companies, thus promoting competition among companies.  The Staff  Report also

proposed providing consumers with reasonable access to the data that companies maintain about

them, particularly for non-consumer-facing entities such as data brokers.  Because of the

significant costs associated with access, the Staff  Report noted that the extent of access should

be proportional to both the sensitivity of the data and its intended use.  In addition, the Staff

Report stated that companies must provide prominent disclosures and obtain affirmative consent

before using data in a materially different manner than claimed when the data was collected.

Finally, the Staff  Report proposed that stakeholders undertake a broad effort to educate

consumers about commercial data practices and the choices available to them. Increasing

consumer understanding of the commercial collection and use of their information is important

to both empowering consumers to make informed choices regarding their privacy and facilitating

competition on privacy across companies.  In addition to proposing these broad principles, the

staff sought comment from all interested parties to help guide further development and

refinement of the proposed framework.  Close to 450 comments were received and the staff

expects to issue a final report this year.



http://www.ftc.gov/os/testimony/110316consumerprivacysenate.pdf
http://www.ftc.gov/os/testimony/101202donottrack.pdf


  As noted in prior Commission testimony, such a mechanism should be different from33

the Do Not Call program in that it should not require the creation of a “Registry” of unique
identifiers, which could itself  cause privacy concerns.  See Do Not Track Testimony, supra note
32. 

  For example, use of a Do Not Track browser header would enable consumer34

customization.  The browser could send the header to some sites and not others.  Moreover, a
particular site could ignore the header to the extent the user has consented to tracking on that
site.
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advertisements; it would opt them out of collection of behavioral data for all purposes other than

product and service fulf ill ment and other commonly accepted practices.  33

Of course, any Do Not Track system should not undermine the benefits that online

behavioral advertising has to offer, by funding online content and se
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Alliance, has continued to make progress on implementation of its improved disclosure and

consumer choice mechanism offered through a behavioral advertising icon.

VI. Conclusion

The Commission is committed to protecting consumers’ privacy and security – both

online and offline.  We look forward to continuing to work with Congress on these critical

issues. 


