


Introduction

Chairman Bno-Mad, Chairman Walden, Rankingember Ritterfield, Ranking
Member EShoo, and membgiof the Subcommitteesam Edith Ramirez, a Comnsisner of the
Federd TradeCommasion (“FTC” or “Commission”)! | appreiate theopportunityto present
the Commis®n’s testimonyon consumer jpracy.

Privacyhas bee an important paiof the Commisgin’s consumeprotedion mission for
40vyears.? During this time, the Commission’s gpd in the privacy arenahas remaned constant:
to protect onsumers’ pesonal informéon and ensuréhat theyhave theconfidence to take
advantge of themanybeneits offeral bythe dyamic and eerchangng maketplae. To mee
this objective, the Commigsn has undéaken substantial fefrts to promote privay in the
private setor throudp law enbrcament, edud#on, and policyinitiatives. For example, since
2001, the Conmission has lrought 34 cases chdlenging thepractices o companies thet failed to
adeguately protect consumers personal information; more than 100 spam and spyware cases;

and 16 caes for violation of th€hildren’s Online PrivacProtection Act (COPR”) .2 The

! The vievs expressed in this statement repre the views ahe Commisi®n. My oral
presatation and reponses to questions are own and do not nessaity repesent the vies
of theCommission ar any other Commissoner. Conmissione William E Kovacic dissents
from this testimony to the extent that it endorses a Do Not Track mechanism. Commissioner J.
Thoma Rasd dssntsto the partions d thetestimory tha disauss and desaibe certain
conclusions @out the concept of Do Not Track. Conmmissioner Rosch dso has sane
resevations about the pposals in the preliminaistaff pivacy repot. Seeatached satement,
Statement of Commissner J. Thomas Rosch, Dissenting in Hatérnet Privacy: The Views
of the FTC, FCCand NTIA Bdore the Subcomm. on Conere, Manufctuing, and Trade
and Subcomm. on Commuaitions and Tehnolog of the H. Comm. on Eneyagand
Commerce, 112th Congluly 14, 2011 (hexinater “Rosch Statement”).

2 Information on the FC's privag initiatives gaerdly maybe found &
businessftc.gov/privacy-and-security.

® 15 U.S.C. §8§ 6501-6508.


http://business.ftc.gov/privacy-and-security

* The Commission has long supportetidsearity and brach notifiation legslation.
See, ., Prepaed Statement of thieederd Trade


http://www.ftc.gov/os/testimony/110615datasecurityhouse.pdf
http://ftc.gov/os/testimony/110411ssn-idtheft.pdf
http://www.ftc.gov/os/2008/12/P075414ssnreport.pdf;
http://www.idtheft.gov/reports/IDTReport2008.pdf

an applicdion on her smartphorte locate thelosest ATM so that she wavithdraw @sh. She
then visits her localrgcay store and sigs up for doyalty cad to ge discounts on future
purchaes. Upon terninghome, the consuméongs onto her computemd bems browsinghe

web a



As the hypathetical desaibed éove shows, consumer privacy issues tauch many aspects
of our lives inbath the brick-and-mortar and eectronic worlds In the offline world, daa
brokes have longyatheed informaion about our retbpurchass, and consumeepoting
agencies have longnade deisions about our elifgility for credit, employnent, and insuraec
based on oupast transaions. But newonline business models such as online viehnal
advetising, social nevorking, and locéion-based swices have omplicated the pvacy picture.
In addition, the agregation of datan both the online and offlineavids have in some instaex

led to incrased oppdunities for fraid. Forinstance, e

® 16 C.F.R. Part 310.

® 15U.S.C.8§1681e-i.



" 15 U.S.C. §§ 7701-7713.

8 Seehttp://www.ftc.gov/odclosings/daff closing.shtm.

® Seethe Commis®n’s Safegards Rule, 16 C.F.R. Part 314, implemenpingvisions
of the Gamm-Lead-Bliley Act, 15 U.S.C. § 6801(b)nd the Commigsen’s Disposal Rule, 16
C.F.R. Part 682, implementingguisions of the FCRA, 15 U.S.C. 88 1681e, 1681w.

19" Ceridian Corp, FTC Doket No. C-4325 (June 8, 2011p(sent ordgr available at
www.ftc.gov/opa/2011/05 ceridianlookout.shtm


http://www.ftc.gov/os/closings/staffclosing.shtm
http://www.ftc.gov/opa/2011/05/ceridianlookout.shtm
http://www.ftc.gov/opa/2011/05/ceridianlookout.shtm

12 See US. v. Teletragknc, No. 1:11-CV-2060 (ND. Ga. fled dune 24, 2011)
(proposeé consent ordg, available at http://www.ftc.gov/opa/2011/06/teletrack.


http://www.ftc.gov/opa/2011/06/teletrack.shtm
http://www.ftc.gov/opa/2010/06/twitter.shtm

odaaa

the opportunityto desigate ertan “tweets” as privae).

4 Google, Ing FTC Fle No. 102 3136 (Mar30, 2011) (onsent ordeace@pted br
public comment), available at www.ftc.gov/opa/2011/03/google.shtm. Commssioner Rosch
issued a congring statement expressirmgncens about the tens of the proposedasent
ageanent,available at
http:/Mww.ftc.gov/os/caselist/1023136/110330gtemuzstatement.pdf

15 This provision would apply to any daa collected by Google about usa's of any Googe
product or sevice, including mobile ad location-baed data

16 Chitika, Inc, FTC Do&et No. C-4324 (June 7, 2011p(sent ordér available at
http://www.ftc.gov/opa/2011/03/chitika.shtm



http://www.ftc.gov/opa/2011/03/google.shtm
http://www.ftc.gov/opa/2011/03/google.shtm
http://www.ftc.gov/os/caselist/1023136/110330googlebuzzstatement.pdf
http://www.ftc.gov/opa/2011/03/chitika.shtm

provide consunes with an dfective opt-out mechanism, link to this opt-out mechanism in its
adsetisdrhé@mtd;feardspnovidermtice on its website faronsumers wo mayhave optd out when
Chitika’s opt-out melganism was inééctive. Finally, the orde requires Chitika to destrogny
data that an be asociated with aansumer that it collecteduringthe time its opt-out
mechaism was ineffetive.

Finaly, the Commission has saught to ensure tha daa brokers respect consunes

choices. h Mard, the Commissn announce a find order &

17 US Sear, Inc, FTC Dodet No. C-4317 (Ma 14, 2011) ¢onsent ordg, available
ht@oimr/www. ftc.gov/opa/2010/0Yussearch.shtm.

18 Seewww.onguardonline.gv. Sinceits launch in 2005, OnGuard Online and its
Spanish-language counterpart Alerta en Linea have atracted nearly 12 million unique visits.
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http://www.ftc.gov/opa/2010/09/ussearch.shtm
http://www.onguardonline.gov

Last month, the FTC issued anneonsumeeducéon guide alled “Understanding
Mobile Apps: Questions and Ansrge Theguide provides ansumers with information about
mohile gpps, induding what apps ae, the types d data they can mllect and share, and why sane
apps colletgeolocation informatiort? The A'C issued thewjde to help consumgibetter
understand the privacy and security implications of usng mohile apps kefore downloading them.

The Commission has also issued numerous ¢gidancaaterials to help consunsegprotect
themselves tim identitytheft and to dal with its consequess whe it does occur The HC
has distributed over 3.8 million copies ofiatim recovey guide, Take Charge: Fighting Back

Against ldentity Thdt, and hasecoded over3.5 million visits b the Web 00 20 TD (uij 64.2000 0.0000 T

19 SeePress Rdeasg FTC, Facts from the FTC: Wha You Shaild Know About Mobile
Apps (June 28, 2011yyvailable at http:/www.ftc.gov/opa/2011/06/maobileapps shtm.

20 SeeTake Chage: Fighting Back Against Identity Thet, available at
http://www.ftc.gov/bop/edu/pubsg consume/idtheft/idt04.shtm.

21 SeePress Rleasg FTC, OnGuardOnline.gov Off to aFast Sart with Online Child
SafetyCampaig (Mar. 31, 2010)available at www.ftc.gov/opa/2010/03/netcetera. shtm.
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http://www.ftc.gov/opa/2011/06/mobileapps.shtm.
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt04.shtm.
http://www.ftc.gov/opa/2010/03/netcetera.shtm

22 See Protecting Personal Information: A Guide For Business available at
www.ftc.gov/infosecurity.

Letter from Manessha Mittteft


http://www.ftc.gov/infosecurity
http://www.ftc.gov/os/closings/110509socialintelligenceletter.pdf

% Forexample, the Comrssion recetly announce plans to enhaecthe gencys



% See generally 3rd Roundtable, Pand 4: LessmsLearned and Lodking Forward at
242,available at
http://www.ftc.gov/bop/workshopsprivacyroundtables/PivacyRoundtable March2010 Transcri
pt.pdf (industryand consunrerepresatatives sugestingthe ned to simpify consumer leoice
and improve trangparency); Written Comment of Centre for Information PolicyL&adership at
Hunton & Wiliams LLP, cmt. #544506-0005%yvailable at
http:/Aww.ftc.gov/os/comments/privacgundtable/544506-00059. pdf



http://www.ftc.gov/bcp/workshops/privacyroundtables/PrivacyRoundtable_March2010_Transcript.pdf
http://www.ftc.gov/bcp/workshops/privacyroundtables/PrivacyRoundtable_March2010_Transcript.pdf
http://www.ftc.gov/os/comments/privacyroundtable/544506-00059.pdf
http://www.ftc.gov/os/comments/privacyroundtable/544506-00067.pdf
http://www.ftc.gov/os/2010/12/101201privacyreport.pdf
http://www.ftc.gov/opa/2010/12/privacyreport.shtm
http://www.ftc.gov/os/2010/12/101201privacyreport.pdf







seachingand browging ativities. This idea — ofterefared to as “Do Nt Tradk” — is discussed
furtherbelow.

Third, the Stdf Report proposed anumbea of measures thet companies should take to
make theirdata pactices more traspar@t to consumers. df instancein addition to providing
the contextud disdosures desaibed ébove, companies slould improve thear privacy natices so
that consumersdaocay groups, rgulators, and othercan omparedata pactices and choies
across ompanies, thus romoting competition anong companies. The Stef Report aso
proposed mviding mnsumers with resnable ecess to the data that compas maintain about
them, particuldy for nonconsumerfadng entities such as datadkers. EBcaise of the
significant cods assaiated with access,the Stdf Report nated thet the extert of access $iould
be propational to both the sensitityi of the déa and its intended usen addition, the Staff
Report stated thabmpanies must provide prominent disclosweiad obtain difmative consent
before usingdata in a mirially different mannethan claimed Wwen the di&a was ollected.

Finaly, the Stef Report proposed thet stakeholders undertake abroad dfort to educate
consumerslaout commernal data pactices and the lroices &ailable to them.ricreasing
consumer undstandingof the @mmerci&collection and usef their infomation is inportant
to both empoweringonsumers to makaeformed doices rgardingtheir privay and failitating
competition on privacpcioss companies.nladdition to proposing theseoad pmnciples, the
staff soudpt comment from all intesed parties to g guidefurtherdevelopmentrad
refinement of the mposed famewok. Close to 450 comments werseived and the staff

expects to issue a finalgert this year
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http://www.ftc.gov/os/testimony/110316consumerprivacysenate.pdf
http://www.ftc.gov/os/testimony/101202donottrack.pdf

advetisements; it would ophem out of colletton of behaviorbdata forall purposes othéhan
product and sevice fulfill ment and other comnonly accepted practices >
Of course, ay Do Not Trak system should not undermine the bigsethat online

behavioal advetising ha to offer by fundingonline content and se

% As noted in prior Commissioestimony such a mehanism should be diffent fom
the Do Not Call progam in that it should not require theedtion of a “Regstry”’ of unique
identifiers, which could itsdf cause privacy concerns. SeeDo Not Trak Testimony, syora nate
32.

3 Forexample, use of a®Not Trak browsereade would enéle consumer
customiation. The brower ould send the heler to some sites and not otheMoreove, a
particula site could igore theheadeto the extent the userdiaonsented to tc&ing on that
site.
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Alliance, ha continued to make @gress on implementation of its improved disclosame
consumer koice mebanism offeed throudy a behaioral advetising icon.
VI.  Conclusion

The Commission iscommitted to protecting consumers privacy and security — both
online and ofine. We look forwad to continuing to wde with Congras on these ttical

issues.
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