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Mr. Chairman and members of the House Judiciary Committee: I am David Medine, 
Associate Director for Credit Practices, Bureau of Consumer Protection, Federal Trade 
Commission ("FTC" or "Commission"). I appreciate this opportunity to present the 
Commission's views on the important issue of privacy on the Internet.(1)  

I. Introduction  

A. Internet Privacy  

The Internet is an exciting new marketplace for consumers. It offers not only easy access 
to a vast array of goods and services, but also to rich sources of information that enable 
consumers to make better-informed purchasing decisions.  

The online consumer market is growing exponentially. In early 1997, 51 million adults 
were already online in the U.S. and Canada.(2) Of those people, 73% reported that they 
had shopped for product information on the World Wide Web ("the Web"), the 
interactive graphics portion of the Internet.(3) By December 1997, the number of adults 
online in the U.S. and Canada had climbed to 58 million, and 10 million had actually 
purchased a product or service online.(4) Further, analysts estimate that Internet 
advertising -- which totaled approximately $301 million in 1996 -- will swell to $4.35 
billion by the year 2000.(5)  

These figures suggest rapid growth of the online marketplace, but there are also 
indicators that consumers are wary of participating in it. Surveys have shown that 





concerns in the electronic marketplace.(11) In addition, FTC staff has written opinion 





revisit this issue by June 1999, and to consider whether to conduct a study quantifying the 
extent of any such inaccuracies. The Commission has urged the IRSG to conduct an 
analysis to determine whether the frequency of inaccuracies and the harm associated with 
them are such that consumer access to public record information or other safeguards are 
in fact unnecessary.(20)  

In its report to Congress, the Commission also encouraged public agencies to consider the 
potential consequences associated with the increasing accessibility of public records 
when formulating or reviewing their public records collection and dissemination 
practices. Finally, the Commission has acknowledged and encouraged the ongoing efforts 
of many privacy advocates, consumer groups, government agencies, and the IRSG to 
educate the public about information privacy issues.(21)  



1. Commitment to Self-Regulation  



boards are rapidly becoming the most prevalent sources used by predators to identify and 
contact children.(33)  

Industry guidelines on the collection and use of children's information were presented by 
the Children's Advertising Review Unit (CARU) of the Council of Better Business 
Bureaus and by the Direct Marketing Association, among others.(34) All of the guidelines 
call for some form of notice and some degree of parental choice over the disclosure of 
personal information about children to third parties. The guidelines, however, do not 
always make clear what specific steps would satisfy these obligations or take into account 
that children may be online without parental supervision.  

Overall, there was strong support at the 1997 Workshop for development of technological 
tools, such as filtering or browser software, to protect children's privacy. Yet, important 
limitations were identified, such as the ability of computer-savvy children to defeat 
technological protections and the fact that their widespread implementation and use may 
be over a year away.(35) These technologies are only now being applied to protecting 
privacy, and their effectiveness will depend on their widespread adoption by industry and 
parents.  

Finally, the information presented at the 1997 Workshop demonstrated the need to 
educate parents about privacy issues concerning their children's use of the Internet and 
the need for parents to establish clear rules for children on providing information to Web 
sites. Commission staff is developing additional educational materials for parents and 
children regarding privacy protections for children online and, most importantly, looking 
for ways to work with affected industries, consumer groups, and educators to develop 
educational initiatives.(36)  

3. Encouraging Self-Regulation  

The Commission has encouraged industry to address consumer concerns through self-
regulation. In the Commission's view, self-regulation in the first instance generally is 



staff advised the DMA of its conclusion that these requirements, as the DMA described 
them, would not harm competition or violate the FTC Act.(37)  

4. Monitoring Self-Regulation  

The Commission continues to monitor the online collection and use of information from 
consumers, including children. Last October, Commission staff conducted a "Kids 
Privacy Surf Day," designed as a "quick snapshot" -- not a comprehensive survey -- of 
children's Web sites' privacy practices. Staff found that more than 80 percent of the over 
100 sites surveyed were collecting personal identifying information from children, most 
without seeking parental permission or allowing parents to control the collection and use 
of the information. Commission staff sent the surveyed Web sites e-mail messages 
notifying them of potential law violations in connection with their information collection 
practices.  

This month, the Commission is conducting a survey of commercial Web sites, including 
sites directed to children, to determine the extent to which they are disclosing their 
information practices and offering consumers choice regarding the online collection and 
use of their personal information. The survey covers approximately 1200 Web sites: 100 
of the most frequently visited Web sites; roughly 900 sites drawn from a database of 
commercial Web sites maintained by Dun & Bradstreet, including subsamples 
representing the retail, health, and financial sectors; and roughly 200 children's sites 
drawn from Yahooligans' online directory of sites of interest to children. In particular, the 
Commission is looking at whether sites display privacy policies or discrete statements 
about their information practices and whether such disclosures (1) include notice to 
consumers as to whether their information will be transferred to third parties; (2) provide 



IV. Conclusion  

The Commission recognizes the importance of the development of the Internet as a viable 
and safe marketplace for consumers. In order for the online marketplace to grow, 
sufficient privacy protections must be in place. The Commission supports technological 
innovation and also encourages industry self-regulation so long as self-regulation proves 
meaningful and effective. The upcoming June report describing the results of the staff's 
Web survey will shed light on how much progress self-regulation has made in achieving 
effective online privacy protection for consumers. If such progress is inadequate, 
appropriate alternatives may need to be explored.  

 

Endnotes: 

1. My oral testimony and responses to questions you may have reflect my own views and are not 
necessarily the views of the Commission or any one Commissioner.  

2. CommerceNet and Nielsen Media Research, CommerceNet/Nielsen Media Demographic and Electronic 
Commerce Study, Spring '97 (March 12, 1997) (defining adults as individuals over 16 years old) (reported 
at <http://www.commerce.net/work/pilot/nielsen_96/press_97.html>) [hereafter CommerceNet/Nielsen 
Demographic Study, Spring '97]; IntelliQuest Communications, Inc., Worldwide Internet/Online Tracking 
Service (WWITS TM): Second Quarter 1997 Study Sept. 4, 1997) (reported at 
<http://www.intelliquest.com/about/release32.htm>).  

3. CommerceNet/Nielsen Demographic Study, Spring '97.  

4. CommerceNet and Nielsen Media Research, CommerceNet/Nielsen Media Demographic and Electronic 
Commerce Study, Fall '97 (December 11, 1997) (reported at 
<http://www.commerce.net/news/press/121197.html>) [hereafter CommerceNet/Nielsen Demographic 
Study, Fall '97]. See also Yankelovich Partners, 1997 Cybercitizen Report (Mar. 27, 1997) (reported at 
<http://www.yankelovich.com/pr/970327.HTM>) (finding that 23% of users ordered and paid for a product 
over the Internet, i.e., "transacted" business online).  

5. Jupiter Communications, 1998 Online Advertising Report (Aug. 22, 1997) (figure includes directory 
listings and classified advertisements).  

6. Commerce, Communication, and Privacy Online, A National Survey of Computer Users, by Louis Harris 
& Associates and Dr. Alan F. Westin (1997) (hereinafter referred to as "Westin Survey") at ix.  

7. Id. at 20-21.  

8. "Business Week/Harris Poll: Online Insecurity," Business Week, March 16, 1998.  
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