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Later on today, you can compare your Tweets and Facebook commentséto determine whether 

anything memorable went down.  [Then] take this speech, set it to music, maybe insert some 

crazy-looking graphics; star in the video yourself, post it on the web, and if it becomes a viral 

sensation, you will be equal to any cat playing with a paper bag, any set of twin toddlers talking 

gibberish to each other éSuch are the possibilities in our brave new world, the world you inherit 

whether you like it or not.ò 

I was pondering Tom Hanksô characterization of our times as I watched my son graduate.  
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We shop for groceries online ï go to the movies online ï share photo albums online ï pay 

traffic tickets online ï even date online. 

Today, we see aid workers delivering prenatal care, AIDs treatments, and vaccinations to 

the farthest corners of the developing world using mobile phones and online databanks. And we 
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primarily on a ñnotice and choiceò model, counting on businesses to give consumers clear 

choices about how their data is used, and counting on consumers to read and understand privacy 

policies before making those choices. 

The theory is sound, but it has proven unworkable. It is not reasonable to expect 

consumers to read and understand privacy policies ï most about as long and as clear as the Code 

of Hammurabi ï especially when all that stands between them and buying a new flat-screen TV, 

or playing the latest version of Angry Birds, is clicking the little box that says ñI consent.ò 

The Commission has also played defense, focusing on privacy violations that cause 

indisputable harm: data breaches, identity theft, invasions of childrenôs privacy, spam, spyware, 

and the like. But this approach falls short as well: it only addresses infringements on privacy 

after harm has been done, giving too little incentive to companies to design systems that will not 

do harm in the first place. Also, by focusing only on tangible harms to consumers, this approach 

misses the less quantifiable ï but none the less real ï injuries suffered by those whose sensitive 

information ï about medical conditions, children, or sexual orientation ï is exposed. 

Furthermore, neither the notice-and-choice model nor the harm-based model speaks to 

advances in technology that present ever more sophisticated opportunities to collect data ï 

including the ability to gather information about consumersô every move from their smartphones.  

And ever more sophisticated opportunities to manipulate data ï including the ability to take 

information that has been stripped of personal identification and re-associate it with specific 

individuals. 
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This new reality led the FTC staff to prepare a preliminary report proposing a new 

privacy framework, called ñProtecting Consumer Privacy in an Era of Rapid Change:  A 

Proposed Framework for Businesses and Policymakers.ò
1
   

The report makes three principal recommendations. First, we call for companies to build 

privacy and security protections into new products, not just retrofit them after problems arise. 

When designing new products and services, the level of security and privacy protection should 

be proportionate to the sensitivity of the data used. And companies should limit the amount of 

information collected to what is needed, and retain it only as long as needed. 

Second, we call for privacy policies that consumers can understand -- without having to 

retain counsel. The report suggests that one way to simplify notice is to exempt what we have 

called 

http://www.ftc.gov/os/2010/12/101201privacyreport.pdf
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When taken as a whole, I believe the framework we have proposed is flexible enough to 

allow businesses and consumers to continue to profit from an innovating, growing, and rich 

information marketplace, and sturdy enough to provide guideposts on how to continue to 

innovate, grow, and enrich in a responsible manner. 

The Commissionôs most talked-about recommendation ï and the one most relevant to the 

issues we are discussing today ï is the creation of Do Not Track mechanisms to allow consumers 

meaningful control over how their online behavioral information is used.  A majority of the 

Commission has expressed support for such mechanisms, myself included. 

Our proposal is a technology-driven approach that will allow consumers to make 

persistent choices that travel with them through cyberspace, communicating their tracking 
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report, of whether Do Not Track should be extended to the mobile environment.  

With so much information about consumers exchanged in that space, I believe the 

answer is yes.  This branch of the information superhighway is in desperate need 

of basic reform: A recent study by the Future of Privacy Forum found that, out of 

the top 30 paid apps, 22 did not even have a basic privacy policy. 

 Fourth, Do Not Track must do more than just prevent the consumer from 

receiving targeted advertising: it must provide the consumer with an opportunity 

to stop the collection of information about her online behavior. 

 And fifth, the choices consumers make through Do Not Track should be 

persistent.  That is, consumers should not have to reset their preferences every 

time they clear their cookies or close their browsers.    

To its credit, the industry is working on developing Do Not Track mechanisms.   I wonôt 

go into the technologyð
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http://www.ftc.gov/opa/2011/05/playdom.shtm.
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company from violating COPPA and from misrepresenting its information practices regarding 

children. 

The COPPA rule went into effect in 2000.  We began a review of the rule last year, five 

years before we had to, to ensure that the rule continues to work in todayôs new technological 

world, especially the rapid expansion of mobile communications.   

The review is ongoing, but the public comments we received and the roundtable 

discussions we held indicate widespread consensus that COPPA and its implementing rule are 

written broadly enough to encompass most forms of mobile communications.  For example, 

technologies such as interactive mobile applications, games, and social networking services that 

access the Internet are clearly online services covered by COPPA.  There was less consensus, 

however, as to whether certain mobile communications, such as text messages, are online 

services that come under the rule.  We continue to look closely at this question. 

And while COPPA encompasses our responsibility to protect childrenôs privacy online, it 

doesnôt relieve us of the obligation to prepare children to become consumers who will make wise 

and responsible choices about their online behavior.  We are particularly proud of our 

.  

http://www.ftc.gov/opa/2010/03/netcetera.shtm
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