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Good morning. Thank you for that veryniintroduction. | am very pleased to
be here today to speak tochuan interested and knowlesible audience about the FTC'’s
privacy work. As you may know, privacy ig@pic that | have spémonsiderable time
thinking about and working on throughout my careleam particularly excited to now be
a part of the broad privacy efforts undegnat the FTC. As you all know, the
Commission has led the way among federahages in the real of privacy.

Today | would like to talk about my viesxon where we are with privacy, how we
got here, and where | think \we headed. Then I'll addss a few hot topics in the
privacy arena, including éindustry’s new self-regulatpinitiative, and teens and
privacy.

Where We Are and How We Got Here

| think we are truly at a turning pointithy privacy in the U.S. As you are all no
doubt aware, there has been an intenal®glie — in Washington and beyond — about the
appropriate framework for privacy regutat and self-regulation. Advances in
technology have challenged our traditionav@cy models and caugenany of us to re-
evaluate those models. Here at the FTChaxe been actively engaged in this dialogue
on many levels — holding public workshopsstifying on proposed legislation, and
making policy through our law enforcement actions. Very soon, we will release a report
on our “re-think” of the FTC’s approach poivacy, which we hope will spur further
dialogue. | will speak morebaut the report in a bit.

But first I'd like to talk abouthe journey we have made to get to this point in our
thinking about privacy. Over the past I&ays, we have gone through two stages of
thought about the appropriate framework favacy regulation. First, starting in the
mid-1990’s, the FTC and others looked av@cy issues through the lens of the Fair
Information Practices — the “FIPs” principlesNotice, ChoiceAccess and Security.

This approach called for businesses to gtexaonsumers with notice and choice about
how their personally identifiable informatiavould be used. We thought about privacy
policies, privacy practices, and various self-tatpry regimes all through the lens of Fair
Information Practices.

During this time frame, the FTC, thexts, and many consumer advocates called
on Congress to enact the FIPs principles iata While Congrss declined to enact






few obvious examples. Also, at its core, Hem model is fundamentally reactive. As
Dan Solove has pointed out, it addressescangcts privacy and ¢tk security breaches
after they have been discovered. Statemtlzer way, the Harm moblis not a proactive
framework designed to encourage compsiteinclude privacy as part of the
fundamental design of how they offer products and services to consumers.

Another problem with both the Noticad Choice model and the Harm model is
that they rely on a theoretical distinctiortwween personally identifiable information and
non-personally identifiable information. Thdsstinction seems increasingly out of touch
with technological advancéisat allow previously non-identifiable data to be “re-
identified.”

And speaking from the competition side of the FTC’s mission, | believe that our
traditional privacy frameworks have not besiificient to promote competition based on
privacy — that is, competition among firmssked on how they collect, use, store, and
dispose of consumers’ informatidnSince much of our current privacy framework is
reactive rather than proactive, we curreilylittle to foster competition on privacy, and
as a result we have in fact seen littbampetition with respect to privacy in the
marketplace. A rethinking of the way we vigwvacy, and efforts to urge firms to build
privacy into their business models — the @gpt of “privacy by design” — may present
firms with a greater opportuyito compete on privacy.

In light of these challenges to our traditional approaches, many observers have
called for a re-examination of these modaiée at the FTC have answered that call.

Roundtables and Upcoming Report

Over the past year, the Commission hgd@ed — in a very public way — a broad
array of privacy issues raised by emergiechnhology and business practices. Through a
series of public roundtables and public comtegwe have obtained input from a wide
range of stakeholders on existing appreachievelopments in the marketplace, and
potential new ideas. We are now workindit@lize our report on wdt we have learned
and where we think we should go from here.

So, what did we learn? Several kbgmes have emerged from our public
process. For instance, 004 Tc -.0004 Tw [(process.ee em)8TJ -171-0 at9r TD .ess.eser8>emd






We will more fully explore these andhetr issues in our upcoming report, which
we anticipate releasing soon. elimtent of the report will be to offer a framework for
future efforts by industry to develop best fiees and improve self-regulation, as well as
to provide information for policymakers aethtackle these challenging issues. Of
course we'll invite public comments on theoet, and | want to exourage all of you to
give us your views when the time comes.

Self-Requlatory Initiative

Now, I'd like to spend a couple of mirag talking about the current state of
industry self-regulation. The Commissiorsteways supported Ié@egulation in the
privacy area, and we will continue to do so. Given the fact that we do not have
comprehensive national privacy legislatiorthe U.S., self-regulain is an important
complement to the work being done by thef-6ther federal agencies, and the states,
and there are many companies thattaying to do the right thing.

On the whole, however, | personally hanat been satisfied with the industry’s
efforts to date — particularly in the areabahavioral advertising. Since coming to the
FTC, | have called for more robust regulgtarechanisms, includingniversal icons and
placement recommendations designed to alleviate consumer confusion about how they
can exercise choice with respéx behavioral advertising. have also called for more
stringent protection for particularly senséidata, such as information pertaining to
medical conditions, children, and sexual oréioin. And | am particularly concerned
about the future uses of legacy data ardabtential secondary uses of tracking data.

As you all know, just last week,gaioup of the major advertising trade
associations announced a self-regulatory mnogdesigned to allow consumers to opt out
of online behavioral tracking by participatimglustry members. While we do not have
all the details yet, and the consumer irgeefis not operational, | want to acknowledge
this effort as a positive step. | am encoedhtp see such a substantial segment of the
industry making a real effort to address th®ie. Of course, the proof will be in the
proverbial pudding. When the program is fully implemented, we will be looking closely
at this initiative, to see how well it performs on at least three dimensions.

First, we will examine the program see how easy it is for consumers to
understand and use. This will be @éti, because if consumers don’t understand
the information and controls provideg the self-regulatory program, or they
can't easily utilize it, the prograsimply won’t be effective.

Second, we will look for a robust enforcement mechanism, which is a key
component to any successful self-regulatory program.

And third, we will look forbroad participation. Mangajor industry groups are
on board already, which is a very gooaht}) but it remains to be seen whether
less than full particiggon could lead to consusn confusion.



Privacy and Teens

Next, I'd like to briefly touch on an isswf particular interest to me, as both a
policymaker and a parent — and that isiiseie of teens and privacy. Teens are heavy
users of many of the new technologies thaemsgh serious challenges to our traditional
approaches to privacy. These include mothdeices and new media applications such as
social networking, instant messaging, and othdieens’ use of these technologies has
changed the way they learn, soiza) and find entertainment.

In so many ways, their experiences ardatp@s but at the same time, teens face
some unique challenges in the online world sé&2&ch shows that teens tend to be more
impulsive than adults, and they may not thaskclearly about the consequences of what
they do? Thus, they may share more information online than they should, which can
leave them vulnerable to identity theft,



