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Introduction

Welcome back from lunch, and thank you for the opportunity to offer a few thoughts to
begin the afternoon.

As many of you know, my time at the FTC is coming to a close. Throughout my term,

privacy issues have been among my highe
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States needs comprehensive privacy legislation. If we continue the piecemeal approach to privacy
in this country, we merely push aside the underlying issues.

The privacy debate goes far beyond online advertising, because behavioral targeting
represents just one aspect of a multifaceted privacy conundrum. Data collection, aggregation, and
use (as well as reuse, sale and resale) are driving the creation of on- and offline “digital dossiers.”
Capturing data reflecting individual interests and habits is an enormous and growing business —
evidence that consumer privacy is under siege.

Online advertising is an enormous source of information collected about consumers, and
serves as an important lens to focus our understanding of data collection and use. Most consumers
cannot begin to comprehend the types and amount of information collected by businesses, or why
their information may be commercially valuable. Data is currency. The larger the data set, the
greater potential for analysis — and profit.

Collection of consumer data is by no means new. Census information, credit reports, and
Nielsen data have existed for decades. The Internet, however, enables the creation of vastly larger
quantities of consumer data. These data are collected every time we send email, update status on
a social networking site, read a news article, run a search, or make an online purchase.

Of course, these technologies have the potential to offer valuable benefits to consumers. The
problem, however, is that many consumers are completely unaware of the privacy implications of
these services, which makes it difficult for consumers to exercise informed choices about the sites
they visit and the data they disclose. In many instances, consumers pay for “free” content and
services by disclosing their personal information. Their data are then used to generate targeted

advertising that subsidizes online activities.
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I am especially troubled by the asymmetry between consumer perceptions and business
realities. If consumers do not comprehend how their personal information is collected and used, it
is impossible for them to knowingly consent to either disclosure or use. And once data are shared,
they cannot simply be recalled or deleted. The cumulative consequences for consumers are
magnified, whether they realize it or not.

It is possible that small, discrete disclosures of information do not raise concerns for an
individual consumer. But large aggregations of data, based on a lifetime of commercial activity,
might evoke a different response. | fear we may reach a “tipping point” whereby consumers decide
they want to exercise greater control over the use of their data, but their attempts to exercise control
become futile, because so much of their digital life already has been exposed.

Industry attempts to provide notice and choice to consumers have been insufficient thus far.
I hope we would all agree that disclosures about information collection, use, and control are not
meaningful if they are buried deep within opaque privacy policies. Even if we can decipher the
cryptic disclosures, they provide consumers with no meaningful access or choice, which renders
those concepts largely illusory. We have strayed far from the Fair Information Practices that should
serve as a baseline for any comprehensive privacy legislation.

All of this matters because consumers really do care about their personal privacy, and are

willing to take steps to protect it. The findings of the Turow/Hoofnagle report concludserve
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technology largely circumvent cookie controls. We may soon long for the day when all we worried
about were cookies. For every company crafting a response that addresses notice, choice, or
transparency, there are several more firms trying to parse and evade the intent of Commission

guidance. We have entered a digital arms race, and the current outlook is troubling.

Privacy = Consumer Protection + Competition
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Conclusion
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