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privacy in a rapidly changing marketplace. We held the first of our “Exploring Privacy”
roundtables yesterday, and I will close with an overview of next steps in that process.
The Past: The FTC’s History of Consumer Privacy Protection

Today’s discussion will explore the role of the FTC in consumer privacy protection. I’ll
begin with a very brief overview of how we got here. In the mid-1990s, the Commission began
examining online privacy issues in order to address developing consumer concerns about what
information was being collected, how that information was being used, and whether that
information was secure. As many of you may remember, the Commission’s early work on
privacy focused on the fair information principles — notice, choice, access, and security. These
fair information principles were based on the important underlying concepts of transparency,
accountability, consumer autonomy, and individual preference. To further adoption of these
principles, the Commission held public workshops; examined website information practices and
disclosures regarding the collection, use, and transfer of personal information; commented on
self-regulatory efforts and technological developments intended to enhance consumer privacy;
conducted surveys of online privacy policies; and issued reports to Congress on the subject.

During this period, the Commission also identified enforcement — the use of a reliable
mechanism to sanction noncompliance with the fair information principles — as a critical
ingredient in any governmental or self-regulatory program to ensure privacy online. Our
commitment to strong enforcement has been a foundation of our privacy program from the
beginning. For example, in February 1999, the Commission settled charges that GeoCities, one
of the most visited websites at the time, had misrepresented the purposes for which it was
collecting personal identifying information from both children and adults. And in 2000, the

Commission challenged a website’s attempts to sell personal customer information, despite its
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promise that such information would never be disclosed to a third party. These cases
demonstrated the Commission’s commitment to the fair information principle of enforcement

and to protecting consumers’ online privacy as an integral part of its law enf






far more effective than a discussion — even a clear one — that is buried within a lengthy privacy
policy that the consumer has to hunt for, click on, and then read.

We are also working to promote transparency by addressing the problem of buried
disclosures related to free credit reports. Recently, the FTC issued proposed amendments to the
“Free Credit Report Rule” designed to prevent consumer confusion in advertisements for free
credit reports. Under the Credit CARD Act of 2009, the FTC was directed to issue a rule to
prevent deceptive marketing of “free credit reports.” The Act requires that advertisements for
“free credit reports” include prominent disclosures designed to prevent consumers from
confusing these so-called “free” offers with the federally mandated free annual credit reports.
To promote transparency the proposed amendments require Internet sites offering free credit
reports to direct consumers to a landing page that would contain the required disclosure and no
other text. It would say — “This is not the free credit report required by Federal law. To get

your free report, visit www.AnnualCreditReport.com or call” a specified toll-free number. The

comment period on this proposal closed yesterday, and we expect to issue a final rule in
February 2010.

Our concern about the adequacy of current notices has not been confined to the online
world. We recently announced, along with seven other regulatory agencies, the release of a final
model privacy notice form that will make it easier for consumers to understand how financial
institutions collect and share information about them. The Gramm-Leach-Bliley Act required
financial institutions to send notices, beginning on July 1, 2001, that inform customers of their
privacy practices and provide an opportunity to opt out of having their personal information
shared with unaffiliated third parties. In implementing this requirement, financial institutions
sent privacy notices that were extremely long and complex legal documents, turgidly written,
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http://www.AnnualCreditReport.com

with buried disclosures that consumers often did not find. As a result, they could not make a
meaningful decision to opt out of particular practices. In addition, the notices were difficult to
compare, even among financial institutions with identical privacy practices. As part of an effort
to streamline those privacy notices, we worked with our sister agencies to conduct extensive
consumer research and testing to develop a model notice that is useable and meaningful for
consumers.

Together, these initiatives demonstrate the FTC’s continued commitment to increasing
transparency for consumers in a variety of contexts, including online and offline transactions, so
that they will have the tools necessary to make meaningful, informed choices.

Health privacy

The Commission also has recognized privacy as an important value in the health area.

Recently, the Commission entered into a consent agreement with CVS Caremark Corporation,

requiring the company to properly dispose of sensitive informate



individually identifiable health information, without requiring an analysis of whether the breach
caused tangible economic or other harm. The FTC will begin enforcement of the rule in
February 2010.
Cross-border data flows

Another priority for the FTC is cross-border privacy issues and international enforcement
cooperation. Our efforts in this area are gaining greater importance in light of ubiquitous cross-
border data flows, cloud computing, and on-demand data processing that takes place across
national borders. To protect consumers in this rapidly changing environment, we are engaged in
various policy initiatives to protect consumer privacy while facilitating cross-border data flows.
One is the U.S.-EU Safe Harbor Framework, which gives U.S. companies a method for
transferring personal data outside Europe consistent with U.S. and European law. The FTC
serves as a backstop enforcement authority for this framework. In addition, we are engaged in
the APEC initiative to establish cross-border privacy rules, which aim at providing a self-
regulatory mechanism for companies to transfer data throughout the APEC region under a
consistent set of rules.

We have also recently announced a number of enforcement actions in this area. The first
was against a California-based company that the FTC alleges deceptively sold electronics to
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files, knowing that their music files are accessible to others, may not be aware that the software
can give people access to all of the personal data from their computers.

My recent letter to Google regarding the Google Books settlement tries to address some
of the issues raised by emerging business models. Due to its plans to digitize millions of books,
consumers may now be able to read anything from the Koran to the Kama Sutra online. But they
may not want anyone to know their reading habits. To address this issue, | requested that
Google disclose how it will use the personal information it collects when it offers books online
and delivers targeted advertising to consumers. | further called upon Google to commit to
complying with the FTC’s self-regulatory principles for online behavioral advertising, which
emphasize, among other things, the core values of transparency and consumer control.

Future: Examining Privacy Frameworks

And now, the future. We have learned that existing privacy frameworks have their
drawbacks. The notice and choice model puts the burden on the consumer to read and
understand lengthy, complicated privacy policies. The harm-based model recognizes only a
narrow set of harms, but, as some of the examples | have mentioned demonstrate, privacy is an
important value in itself. The FTC is engaged in a public dialogue to re-examine the
effectiveness of existing frameworks to protect consumer privacy through a series of
roundtables, the first of which took place yesterday.

Let me share some observations from yesterday’s roundtable. We began the day
discussing the wide variety of ways by which consumer information brings benefits — through
subsidizing the Internet and more relevant advertising — as well as the risks posed by the possible
misuse of that information. We heard experts confirm what we have sensed — that consumers do
not really understand data collection and are largely unaware that there may be companies
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collecting and analyzing their data for other companies to use, particularly for targeted
advertising. We discussed in greater detail the collection and use of data in two specific contexts
— behavioral advertising and the information broker industry — that remain highly visible issues
in consumer privacy. Finally, we heard discussions about various approaches to managing the
privacy and security of consumer information — the fair information principles, the harm-based
approach, sector-specific regulation, and self-regulation.

We will continue these discussions and address new topics at the next roundtable, which
will take place on January 28 in Berkeley, California. There, we plan to have a broad discussion
of the impact of technology on privacy — looking at technology as a way of promoting consumer
privacy, as well as a tool for undermining it in some cases. The third and final roundtable will
take place in mid-March in Washington, D.C., and we look forward to continuing to work with
stakeholders throughout this process and beyond. The role of the FTC in this space is an
important one, but it is critical that we partner with a broad range of stakeholders — practitioners,
academics, consumer advocates, industry representatives, international experts, technologists, and
others — as we continue our mission of protecting consumer privacy in a complex and changing

environment. Thank you.
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