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 Good morning.  Thanks much to Lorrie Cranor for inviting me today.  I’m delighted to be 
here to talk to you about the Federal Trade Commission’s work on privacy and data security, and 
our increasing emphasis on ensuring that the mobile space is a trusted environment for 
consumers.  
 
 Not too long ago, Commissioners at the Federal Trade Commission were talking about 
ensuring that the online marketplace was a trusted destination for consumers.   
 
 In some areas—like the “fine print” with respect to the terms of an offer for a product or 
service—we worked to ensure that disclosures are as effective in the online space as they are in 
the “snail mail” and “bricks and mortar” space.  
 
 In other areas, like privacy and data security, the online marketplace has resulted in 
concerns of a much greater magnitude than in the bricks and mortar shopping days of earlier 
generations.  
 
 In the online environment, the quantity and breadth of personal information collected 
about consumers and maintained by a wide variety of entities creates data security concerns that 
simply did not exist in years past.  
 
 And the amount of personal information, coupled with the ability to discern personal 
characteristics about consumers through analytics and other tools, also results in privacy 
concerns that, again, simply did not exist in years past.  
 
 For instance, we have learned that retailers like Target are able to predict with 
considerable accuracy whether their female shoppers are pregnant, based upon an analysis of 
their purchases of innocuous items like hand lotion.1  That might enable Target to sell more 
cribs, but there may be some implications of that predictive capability that we as a society need 
to think more deeply about:  What might Target do with that information?  Who else can have it?  
And what use limitations should we place on others who might obtain this information? 
 
 In the mobile environment, these issues are of equal—if not greater—concern.    
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 In an effort to address how the changing technological landscape, including the 
increasing reliance on mobile devices, affects our approach to privacy, in March 2012 the 
Commission issued a major report that sets forth a new privacy framework.2 
 
  It was the culmination of a 14-month process that included extensive input from industry, 
academics, consumer groups, technologists, and regulators both here and abroad. 
 
 The final framework is intended to articulate best practices for companies that collect and 
use consumer data, including social media companies, app developers and of course, many other 
types of companies as well.  
 
 These best practices can be useful to companies as they operationalize privacy and data 
security practices within their businesses.  
 
 The report also includes the Commission’s call on Congress to consider enacting baseline 
privacy legislation, which will provide businesses with certainty and clear rules of the road, and 
will enable industry to act decisively as it continues to innovate. 
 
 There are three main components to the final framework.  First, we call for companies to 
build privacy and security protections into new products.  Privacy and security simply cannot be 
an afterthought. 
 
 Companies should consider privacy and data security at the outset, as they develop new 
products and services.  This concept is often referred to as “Privacy by Design.” 
 
 Second, we call for simplified choice for businesses and consumers.  Consumers should 
be given clear and simple choices, and should have the ability to make decisions about their 
information at a relevant time and context.  I’ll come back to this. 
 
 Third, we call for greater transparency.  Companies should provide more information 
about how they collect and use the personal information of consumers. 
 
 While we recognize the benefits of certain online data collection, including more relevant 
advertising and free online content that consumers have come to expect and enjoy, we have 
concerns that too many consumers either do not understand they are trading their privacy for free 
online content or have not made an informed choice to do so. 
 

One way to further greater choice and transparency with respect to data collection and 
use is through Do Not Track.  The Commission called for industry to develop Do Not Track 
systems, which would serve as universal, one-stop mechanisms to enable consumers to control 
the tracking of their online behavior activities across websites. 

 
 We have stated that an acceptable Do Not Track mechanism will satisfy five critical 
criteria:   
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2��Protecting Consumer Privacy in an Era of Rapid Change: Recommendations for Businesses and Policymakers, An 
FTC Report (Mar. 26, 2012) available at http://www.ftc.gov/os/2012/03/120326privacyreport.pdf.��
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through their phones, compared with just 17 percent of those earning more than $50,000.4  Half 
of African-American cellphone internet users and 40% of Latino cellphone internet users do 
most of their online browsing on their phones.5  
 
 Given the rising popularity of mobile, it is critical that we translate our long-standing 
consumer protection principles into the mobile space.  
 
 For example, clear and conspicuous disclosures have always been at the core of consumer 
protection and privacy concerns.  In the mobile space, because physical real estate is at a 
premium, effective disclosures face considerable challenges.  
 
 At the Federal Trade Commission we have been looking at how to convey necessary 
disclosures to consumers.  An important component of this initiative is the FTC’s work to update 
its business guidance concerning online and mobile disclosures.  
 
 As part of this project, we hosted a workshop at the end of May that focused on how to 
make mobile disclosures short, effective, and accessible to consumers on small screens.6  
 
 We explored how icons and other signals might be part of the answer.  We’ve learned 
that context is really critical.  That is, it is just as important to consider when consumers are 
provided with critical information, and the context in which they are provided the information, as 
it is to consider what they are told.  
 

So, for example, if you are about to purchase a coupon that will allow you to “buy one 
entrée and get another one free”, it is important to know the geographic limitations to the offer.   
While the limitations of the offer may not fit on the initial screen that displays the coupon, the 
limitations of the offer would certainly need to be disclosed before you make the purchase.  

 
With respect to privacy, if an app wants to collect your location information, it’s far 

easier to understand why such data collection might be necessary when the service consumers 
have signed up for requires that information.  For example, if I pay my bills online, I might 
download my bank’s app, and a request to collect my location information when I download the 
app might be puzzling.  But if when I’m out of cash the app allows me to find the bank’s closest 
ATM,  and if as I’m searching the app says to me “we need your location information in order to 
help you out here” —a disclosure in that context would make more sense and would allow me to 
make a more informed  choice.  
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The mobile ecosystem raises some additional challenges because of all the players 

involved in data collection and use—mobile carriers, device makers, platform developers, app 
store operators, app developers, ad services, and so on.  

 
We need to pay close attention so that privacy will not "fall through the cracks"—we 

can’t have a situation where each of these players assumes that someone else is taking care of 
providing consumers with information about how data is collected and used, and how consumers 
can exercise choice over these issues.  Indeed, consumers expect the industry to develop clear 
rules of the road regarding responsibility for privacy notice and choice among the various players 
in the mobile space.  

 
At the FTC, we are working with stakeholders to ensure that privacy and data security do 

not fall through the cracks.   
 
And we are fully engaged in ensuring that the rules of the mobile road that we do have 

are obeyed through our enforcement work involving mobile issues.  
 

 In one case, a peer to peer network app included default settings that, immediately upon 
installation and set-up, allowed the app to publicly share users’ photos, videos, documents, and 
other files stored on the users’ mobile devices.  We charged that this widespread, undisclosed 
sharing was unfair.  

Another case involved children’s apps—these were games for kids that allowed children 
to play the “classics,” like “Cootie Catcher” and “Truth or Dare”. The operator collected 
personal information about children, but failed to obtain their parents’ permission as required by 
the Children’s Online Privacy Protection Act.7  

 And then there were the mobile apps that claimed to treat acne with colored lights 
emitted from smartphones.  Consumers were told to 
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developing codes of conduct regarding how companies that provide apps and interactive services 
for mobile devices collect and use personal data, and how they inform consumers about these 
practices.  

 
 Although mobile is exciting, and feels different—it is in the palm of our hands after all—
mobile doesn't change everything.  The mobile world faces many of the same challenges that we 
have seen in the world of desktop computing.   
 
 Once we peel away the jargon and get down to a deeper technical level, a mobile device 
is just a small computer.  We should strive to take the best aspects of the desktop ecosystem and 
adapt them to mobile.  I th


