
UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
WASHINGTON, D.C. 20580

Office of the Director
Bureauof ConsumerProtection

July 1,2010

PeterLarson
Martin E. Shmagin
c/o BonnieL. Pollack,Esq.
Cullen andShmagin



Letter to LarsonandShmagin
Page20f5



Letter to LarsonandShmagin
Page3 of 5

PotentialSale orTransferofXYPI

The Commissionhasbroughtseveralcasesalleging that thefailure to adhereto promises
aboutinformationprivacyconstitutea deceptivepracticeunderthe FTC Act," Thesecases
includeFTC v. Toysmart8 in which the Commissionsuedanonline toy retailerwhich hadfiled
for bankruptcyand soughtto auctionthe personalinformationit collectedfrom its customers.
TheCommissionallegedthat the offer for saleconstituteda deceptivepracticebecausethe
companyhadrepresentedin its privacypolicy that suchinformationwould neverbe sharedwith
third parties.

In this case,theXY privacypolicy is simple,explicit, andclear. Subscribersand
memberswere told that their personalinformationwould not be sold,shared,or givenawayto
"anybody." This includesthe names,addresses,profile information,and credit card information
submittedby subscribers.It alsoincludesunpublishedarticlesthat weresubmitted,for which
permissionto publishhadnot yet beensecured.Therefore,anysaleor transferof the datato a
newcompany,new owner,or otherthird partywould directly contravenethe privacy
representationsand couldconstitutea deceptivepracticeby theoriginal companyor its
principals. Suchpracticealsocouldbe unfair.9 In addition,the receiptof suchdataby a third
party,knowing thatsuchreceiptviolatedthe privacypolicy, couldbe unfair.10

7 See, e.g.,FTC v. Controlscan,Inc. (N.D. Ga.) (Stipulated FinalJudgmentand Order for
Permanent Injunction and OtherEquitableRelief), available athttp://www.ftc.gOv/os/caselist/0723165/index.shtm;
III the Matter of CVS Caremark Corporation,File No. 07231l9, available at
http://www.ftc.gov/os/caselist/0723ll9/index.shlm;11lthe MatterofGenica Corporation.File No. 082 3113,
available athttp://www.ftc.gOv/os/caselist/0823113/index.shtm;llltheMatterafLifeisgood.lllc.• File No. 072
3046, available athttp://www.ftc.gov/os/caselist/0723046/index.shlm;III theMatterofTheNationalResearch
Center for College and University Admissions, Inc.,File No. 022 3005, available at
http://www.ftc.gov/os/caselist/0223005/index.shtm;and IIIthe MatterafMicrosoft Corporation,File No. 012 3240,
available at http://www.fIC.gOv/os/caselist/OI23240/0123240.shtm.

8 First AmendedComplaintfor PermanentInjunction and OtherEquitableRelief, Case No. 00-
11341-RGS (D. Mass. July21,2000),available athttp://www.ftc.gov/osI2000/07/toysmartcomplaint.htm.

9 See IIItheMatterofPhilips ElectronicsNorthAmericaCorporation,File No. 022 3095,available
at http://www.ftc.gOv/os/caselist/0223095.shtm.

10 Cf. In the Matter ofVision I Properties,LLC. doing business asCar/ManagerInternational,File
No. 042 3068, availableathttp://www.ftc.gOv/os/caselist/0423068/0423068.shtm(collectionand rentalof personal
information by service provider incontraventionof merchant privacy policies withoutmerchants'knowledgealleged
to be an unfair practice).
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PotentialUseofXYPI by the PresentOwner

We understand that you haverepresentedto thebankruptcycourt that you want
possessionof the XY PI for purposes of resuming operation of XYMagazineand/or the
XY.Com website." In the Toysmartcase,mentionedabove, the agencysuggestedthat the
transferof personal information to a newownerof the business, the use of which wasstrictly
encumberedby the originalowner'sprivacypolicy, might bepermissibleunder certainlimited
circumstancesthat were consistent with the original purpose for which the data wasprovided.
Specifically,in that case, theCommissionentered asettlementallowing transfers where the line
of businessof the newownerwould besubstantiallysimilar to that of the old owner, the new
ownerwould abide by the termsof the originalowner'sprivacy policy, and the newowner
would obtainaffirmative consent fromconsumersfor any material changes to thatpolicy."

In this situation, however, thecontinueduse of the XY PI, even by theexistingowner,
would not necessarily be consistent with the original purpose for which the data wasprovided.
Indeed, due to the nature of theinformation,the passage of time, and theclosureof themagazine
and website in 2007 and 2009,respectively,thecontinueduse of the data may poseprivacyrisks
not reasonablycontemplatedby subscriberswhen theyprovidedthe data, and notconsistentwith
their courseof dealing with the company.

With regard to the streetaddressescollected by XY, many of these wereprovidedby
minors living with their parents or others who may have been unaware of their sexual
orientation. With the passage of time since the magazine andwebsite'sdemise, manyof these
minors may have moved. At the time thewebsiteand magazine wereoperational,minors who
moved,especiallythoseconcernedabout theconfidentialityof their subscriptions,were able to
go online to update promptly anychangeof address. Formersubscriberexpectations,however,
have likely changed over the past several years. They do not expect to receive any future
communicationsfrom XY. The magazine has ceasedpublicationand has beendormantfor three
years. The website nolongerfunctions, making it impossible to update anychangesof address,
even if there were an expectation that futurecommunicationsmight occur. Accordingly, any
effort tocontactformer subscribers via mail now carries the risk ofunintentionallyrevealing
their sexual orientation to individualsresidingat the formersubscribers'addresses.

The continued use of old email accounts createssimilar risks. During thepassageof time
betweencessation of operation and the present, undoubtedly some email accounts held by former
subscribershave been abandoned.Abandonedemail addresses are often reassigned. Email260(rc 4.9118mver,iy)-32'w0 Tr
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clearly contradictthe XY privacy policy andthereforepossibly violate the FTC Act.

Conclusion

As describedabove, based on theinformationcurrently available to us, webelievethat
any sale,transfer,or use of the XY PI raises serious privacy issues and could violate the FTC
Act. Further,to avoid thepossibilitythat this highly sensitive data could fall into the wrong
hands, we ask that it be destroyed (along with anycreditcard data still being retained) as soon as
possible. If youbelievethat there is acompellingjustificationfor maintainingor using the XY
PI, we urge you to provide suchinformationto us immediately.
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