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Online Profiling:  A Report to Congress

1  A transcript of the Workshop is available at <http://www.ftc.gov/bcp/profiling/index.htm>
and will be cited as “Tr. [page], [speaker].”  Public comments received in connection with the
Workshop can be viewed on the Federal Trade Commission’s Web site at <http://www.ftc.gov/
bcp/profiling/comments/index.html> and will be cited as “Comments of [organization or name] at
[page].”

2  See FTC and Commerce Dept. to Hold Public Workshop on Online Profiling,
<http://www.ftc.gov/opa/1999/9909/profiling.htm>.

3  See 64 Fed. Reg. 50813, 50814 (1999) (also available at <http://www.ftc.gov/os/
1999/9909/ FRN990915.htm>).

4  Not all profiles are constructed by network advertising companies (also known as online
profilers).  Some Web sites create profiles of their own customers based on their interactions.  Other
companies create profiles as part of a service –  for example, offering discounts on products of
interest to consumers or providing references to useful Web sites on the same topic as those already
visited by the consumer.  See, e.g., Megan Barnett, The Profilers:  Invisible Friends, THE INDUSTRY
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I. INTRODUCTION

On November 8, 1999, the Federal Trade Commission (hereinafter “FTC” or “Commission”)

and the United States Department of Commerce jointly sponsored a Public Workshop on Online

Profiling.1  The goals of the Workshop were to educate government officials and the public about

online profiling and its implications for consumer privacy, and to examine efforts of the profiling

industry to implement fair information practices.2  The Commission also sought public comment on

any issues of fact, law or policy that might inform its consideration of the practice of online profiling.3

 

In keeping with its longstanding support of industry self-regulation, the Commission has

encouraged the network advertising industry in its efforts to craft an industry-wide program.  The

industry has responded with working drafts of self-regulatory principles for our consideration.  In

examining the practice of online profiling, as well as our work in online privacy, we nonetheless

recognize there are real challenges to creating an effective self-regulatory regime for this complex and

dynamic industry, and this process is not yet complete.  

This report describes the current practice of online profiling by the network advertisers4 and
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STANDARD, Mar. 13, 2000, at 220; Ben Hammer, Bargain Hunting, THE INDUSTRY STANDARD, Mar.
13, 2000, at 232.  These profiles are generally created by companies that have a known, direct
relationship with the consumer, unlike third-party network advertising companies, and are beyond
the scope of this report.

5  See Federal Trade Commission, Privacy Online: A Report to Congress (1998) [hereinafter
“1998 Report”] at 3.  The Report is available on the Commission’s Web site at <http://www.ftc.gov/
reports/privacy3/index.htm>.

6  See Internet Advertising Bureau, Internet Advertising Revenues Soar to $4.6 billion in 1999
(available at <http://www.iab.net/news/content/revenues.html>).

7  See Jupiter Communications, Inc., Online Advertising Through 2003 (July 1999) (summary
available at <http://www.jupitercommunications.com>).

8  In 1999, 56% of all online advertising revenue was attributable to banner advertising.  See
Internet Advertising Bureau, Internet Advertising Revenues Soar to $4.6 billion in 1999 (available
at <http://www.iab.net/news/content/revenues.html>).
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the benefits and concerns it presents for consumers.  It also discusses the ongoing effort of the

industry to develop self-regulatory principles.  The Commission expects to supplement this report

with specific recommendations to Congress after it has an opportunity to fully consider the self-

regulatory proposals and how they interrelate with the Commission’s previous views and

recommendations in the online privacy area.

II. WHAT IS ONLINE PROFILING?

A.  Overview

Over the past few years, online advertising has grown exponentially in tandem with the World

Wide Web.  Online advertising revenues in the U.S. grew from $301 million in 19965 to $4.62 billion

in 1999,6 and were projected to reach $11.5 billion by 2003.7  A large portion of that online

advertising is in the form of  “banner ads” displayed on Web pages – small graphic advertisements

that appear in boxes above or to the side of the primary site content.8  Currently, tens of billions of
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9  DoubleClick, the largest network advertising company, estimates that it serves an average
of 1.5 billion ads each day, for an average of approximately 45 billion ads per month.  The next
largest network advertisers, Engage and 24/7 Media, serve approximately 8.6 billion ads/month and
3.3 billion ads/month respectively.  See DoubleClick DART Now Serving on Average 1.5 Billion Ads
Per Day, <http://www.doubleclick.com/company_info/press_kit/pr.00.22.24.htm>; Engage Reports
Strong Growth in Key Metrics for Fiscal 2000 Second Quarter, <http://www.engage.com/press/
releases/2qfiscal.htm>; 24/7 Media, Inc., <http://www.247media.com/ index2.html>.

10  See, e.g., <http://www.doubleclick.com/company_info>; <http://www.engage.com/
press/releases/2qfiscal.htm>; <http://www.247media.com/advertise/index.html>.

11  A cookie is a small text file placed on a consumer’s computer hard drive by a Web server.
The cookie transmits information back to the server that placed it and, in general, can be read only
by that server.  For more information on cookies, see, e.g., <http://www.cookiecentral.com>.

12 “Web bugs” are also known as “clear GIFs” or “1-by-1 GIFs.”  Web bugs are tiny graphic
image files embedded in a Web page, generally the same color as the background on which they are
displayed which are invisible to the naked eye.  The Web bug sends back to its home server (which
can belong to the host site, a network advertiser or some other third party):  the IP (Internet
Protocol) address of the computer that downloaded the page on which the bug appears; the URL
(Uniform Resource Locator) of the page on which the Web bug appears; the URL of the Web bug
image; the time the page containing the Web bug was viewed; the type of browser that fetched the
Web bug; and the identification number of any cookie on the consumer’s computer previously placed
by that server.  Web bugs can be detected only by looking at the source code of a Web page and
searching in the code for 1-by-1 IMG tags that load images from a server different than the rest of
the Web page.  At least one expert claims that, in addition to disclosing who visits the particular Web
page or reads the particular email in which the bug has been placed, in some circumstances, Web bugs
can also be used to place a cookie on a computer or to synchronize a particular email address with
a cookie identification number, making an otherwise anonymous profile personally identifiable.  See

3

banner ads are delivered to consumers each month as they surf the World Wide Web.9  Often, these

ads are not selected and delivered by the Web site visited by a consumer, but by a network advertising

company that manages and provides advertising for numerous unrelated Web sites.  DoubleClick,

Engage, and 24/7 Media, three of the largest Internet advertising networks, all estimate that over half

of all online consumers have seen an ad that they delivered.10

In general, these network advertising companies do not merely supply banner ads; they also

gather data about the consumers who view their ads.  This is accomplished primarily by the use of

“cookies”11 and “Web bugs” which track the individual’s actions on the Web.12  Among the types of
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22  For example, Netscape’s Navigator or Microsoft’s Internet Explorer.

23  For example, Windows.

24  Hypertext Transfer Protocol (the protocol for communication between Web browsers and
Web servers).

25  Hypertext Markup Language (the code/language in which most Web content is created).

26  Because many sites require users to accept cookies in order to view their content, or make
multiple attempts to place cookies before displaying content, the notification process may
unacceptably frustrate consumers’ ability to surf the Web efficiently.

7

At Joe’s first stop on the Web, the sporting goods site, his browser will automatically send

certain information to the site that the site needs in order to communicate with Joe’s computer:  his

browser type22 and operating system;23 the language(s) accepted by the browser; and the computer’s

Internet address.  The server hosting the sporting goods site answers by transmitting the HTTP24

header and HTML25 source code for the site’s home page, which allows Joe’s computer to display

the page.

Embedded in the HTML code that Joe’s browser receives from the sporting goods site is an

invisible link to the USAad Network site which delivers ads in the banner space on the sporting goods

Web site.  Joe’s browser is automatically triggered to send an HTTP request to USAad which reveals

the following information:  his browser type and operating system; the language(s) accepted by the

browser; the address of the referring Web page (in this case, the home page of the sporting goods

site); and the identification number and information stored in any USAad cookies already on Joe’s

computer.  Based on this information, USAad will place an ad in the pre-set banner space on the

sporting goods site’s home page.  The ad will appear as an integral part of the page.  If an USAad

cookie is not already present on Joe’s computer, USAad will place a cookie with a unique identifier

on Joe’s hard drive.  Unless he has set his browser to notify him before accepting cookies, Joe has

no way to know that a cookie is being placed on his computer.26  When Joe clicks on the page for golf

bags, the URL address of that page, which discloses its content, is also transmitted to USAad by its

cookie.
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35  See, e.g., Comments of the Center for Democracy and Technology (CDT) at 2, 16; Reply
Comments of the Electronic Information Privacy Center (EPIC) at 1; Comments of TRUSTe at 2;
Tr. 113, Mulligan.

36  It is possible for consumers to learn about profiling after the fact by examining the cookie
files on their hard drive; the text of a cookie will disclose the server that placed the cookie.
Consumers can also delete the cookie files stored on their computers.  Deletion will not erase any
information stored by a network advertising company, but it will prevent future Web activity from
being associated with past activity through the identification number of the deleted cookie.

37  For purposes of the FTC’s survey, third parties were defined as any domain other than the
one survey participants were currently visiting, but the majority of the third-party cookies were in fact
from network advertising companies that engage in profiling.  The full results of the FTC study, as
well as a description of its methodology, were released in the Commission’s 2000 Report.

38  Even for consumers who are aware of cookies, it is often difficult to discern how to change
a browser’s settings in order to receive notification of cookies.  For example, in Netscape Navigator,
a user must click on the “Edit” menu and select “Preferences” from the dropdown menu; select
“Advanced” under the listing of categories; and click on a check-off box to activate the notification
feature.  In Internet Explorer 5.0, the user must click on the “Tools” menu and select “Internet
Options” from the dropdown menu; click on the tab for “Security” options; click on “Custom Level”;
then scroll down to the choices for cookies and select “Prompt.”

11

without consumers’ knowledge.35  The presence and identity of a network advertiser on a particular

site, the placement of a cookie on the consumer’s computer, the tracking of the consumer’s

movements, and the targeting of ads are simply invisible in most cases.  This is true because, as a

practical matter, there are only two ways for consumers to find out about profiling at a particular site

before it occurs.36  The first is for Web sites that use the services of network advertisers to disclose

that fact in their privacy policies.  Unfortunately, this does not typically occur.  As the Commission’s

recent privacy survey discovered, although 57% of a random sample of the busiest Web sites allowed

third parties to place cookies, only 22% of those sites mentioned third-party cookies or data

collection in their privacy policies; of the top 100 sites on the Web, 78% allowed third-party cookie

placement, but only 51% of those sites disclosed that fact.37  The second way for consumers to detect

profiling is to configure their browsers to notify them before accepting cookies.38  One recent survey

indicates, however, that only 40% of computer users have even heard of cookies and, of those, only
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46  Comments of the Center for Democracy and Technology (CDT) at 19; see also Rebuttal
Comments of the Electronic Frontier Foundation (EFF) at 4-5; Reply Comments of the Electronic
Information Privacy Center (EPIC) at 2.

47  See Comments of the Center for Democracy and Technology (CDT) at 19.

48  See Comments of the Center for Democracy and Technology (CDT) at 19; Rebuttal
Comments of the Electronic Frontier Foundation (EFF) at 4-5; Reply Comments of the Electronic
Information Privacy Center (EPIC) at 2.

49  See, e.g., Comments of Robert Ellis Smith; Tr. 56-7, Catlett; Tr. 122, 148, Chester; Tr.
129-30, Smith.

50  See LOUIS HARRIS & ASSOC., IBM MULTI-NATIONAL CONSUMER PRIVACY SURVEY (1999)
[hereinafter “IBM Privacy Survey”], at 81.

51  See IBM Privacy Survey, at 76.
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been critical.46

Indeed, in support of this point, this commenter cites studies that it believes suggest that, in both the

online and offline world, the perceived anonymity of computer research facilitates access to these

kinds of sensitive information.47  By chilling use of the Internet for such inquiries, several commenters

asserted, profiling may ultimately prevent access to important kinds of information.48

  Finally, some commenters expressed the opinion that targeted advertising is inherently unfair

and deceptive.  They argued that targeted advertising is manipulative and preys on consumers’

weaknesses to create consumer demand that otherwise would not exist, and that, as a result, targeted

advertising undermines consumers’ autonomy.49

Recent consumer surveys indicate that consumers are troubled by the monitoring of their

online activities.  First, as a general matter, surveys consistently show that Americans are worried

about online privacy.  Ninety-two percent say they are concerned about threats to their personal

privacy when they use the Internet and seventy-two percent say they are very concerned.50  Eighty

percent of Americans believe that consumers have lost all control over how personal information is

collected and used by companies.51  

In particular, surveys show that consumers are not comfortable with profiling.  A Business
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52  Business Week/Harris Poll.

53  Business Week/Harris Poll.

54  Business Week/Harris Poll.

55  Business Week/Harris Poll.

56  See ALAN F. WESTIN, PRIVACY AND AMERICAN BUSINESS, PERSONALIZED MARKETING
AND PRIVACY ON THE INTERNET:  WHAT CONSUMERS WANT (1999) [hereinafter “Westin/PAB 1999"]
at 8-9.
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Week survey conducted in March of this year found that 89% of consumers are not comfortable

having their browsing habits and shopping patterns merged into a profile that is linked to their real

name and identity.52  If that profile also includes additional personal information such as income,

driver’s license, credit data and medical status, 95% of consumers express discomfort.53  Consistent

with the comments received in connection with the Public Workshop, consumers are also opposed

to profiling even when data are not personally identifiable: sixty-three percent of consumers say they

are not comfortable having their online movements tracked even if the data is not linked to their name

or real-world identity.54  An overwhelming 91% of consumers say that they are not comfortable with

Web sites sharing information so that they can be tracked across multiple Web sites.55

Many consumers indicate that their concerns about the collection of personal information for

online profiling would be diminished if they were given clear notice of what data would be collected

about them and what it would be used for, and were given a choice to opt-out of data collection or

of particular uses of their personal data.  A recent survey by Privacy & American Business explained

to Internet users that, in order to offer consumers personalized advertising, companies would need

information about the consumer.56  Internet users were then asked about their willingness to provide

that information by: (1) describing their interests; (2) allowing the use of information on their Web

site visits; (3) allowing the use of information on their Internet purchases; (4) allowing the use of

information on their offline purchases; and (5) allowing the combination of online and offline

purchasing information.  When told that the company providing tailored ads would spell out how they

would use the consumer’s information and the consumer would be given a chance to opt-out of any
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57  Westin/PAB 1999 at 8-9.

58  Westin/PAB 1999 at 11.  Consumers also want access to and control over their personal
information.  Eighty-three percent of Internet users say that it is important that companies engaged
in tailored advertising programs allow participants to see their individual profiles and remove items
that they do not want included; seventy percent felt that this was absolutely vital or very important.
Id.

59  Business Week/Harris Poll.

60  Business Week/Harris Poll.
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uses that he did not approve, a majority of consumers indicated willingness to provide personal

information.  With notice and choice, 68% were willing to describe their interests; 58% were willing

to allow site visit data to be used; 51% were willing to allow use of online purchasing information;

53% were willing to allow use of offline purchasing data; and 52% were willing to allow the use of

combined online and offline purchasing information.57

Although this survey indicates that, with appropriate notice and choice, many consumers

would be willing to allow companies to use their personal information in order to deliver advertising

targeted to the consumer’s individual needs and interests, the statistics also demonstrate that many

consumers are not willing to allow this kind of profiling regardless of whether notice and choice are

given.  A substantial minority of Internet users – between 32% and 49% – indicated that they would

not be willing to participate in personalization programs even if they were told what would be done

with their information and were given the choice to opt-out of uses that they did not approve.58

Internet users are also overwhelmingly opposed to the wholesale dissemination of their

personal information.  Ninety-two percent say that they are not comfortable with Web sites sharing

their personal information with other organizations and 93% are uncomfortable with their information

being sold.59  Eighty-eight percent of consumers say they would like a Web site to ask their

permission every time it wants to share their personal information with others.60

Ultimately, consumers’ privacy concerns are businesses’ concerns; the electronic marketplace

will not reach its full potential unless consumers become more comfortable browsing and purchasing

online.  That comfort is unlikely to come unless consumers are confident (1) that they are notified at
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The rule also describes the conditions under which those financial institutions may disclose personal
financial information about consumers to nonaffiliated third parties, and provides a method by which
consumers can prevent financial institutions from sharing their personal financial information with
nonaffiliated third parties by opting out of that disclosure, subject to certain exceptions.   The rule
is available on the Commission’s Web site at <http://www.ftc.gov/ os/2000/05/index.htm#12.  See
Privacy of Consumer Financial Information,  to be codified at 16 C.F.R. pt. 313.

 The Commission does not, however, have criminal law enforcement authority.  Further, under
the FTCA, certain entities, such as banks, savings and loan associations, and common carriers, as well
as the business of insurance, are wholly or partially exempt from Commission jurisdiction.  See
Section 5(a)(2) and (6)a of the FTC Act, 15 U.S.C. § 45(a)(2) and 46(a).  See also The McCarran-
Ferguson Act, 15 U.S.C. § 1012(b).

64  See 1998 Report at 3.

65  The Commission held its first public workshop on online privacy in April 1995.  In a series
of hearings held in October and November 1995, the Commission examined the implications of
globalization and technological innovation for competition issues and consumer protection issues,
including privacy concerns.  At a public workshop held in June 1996, the Commission examined Web
site practices in the collection, use, and transfer of consumers’ personal information; self-regulatory
efforts and technological developments to enhance consumer privacy; consumer and business
education efforts; the role of government in protecting online information privacy; and special issues
raised by the online collection and use of information from and about children.  The Commission held
a second workshop in June 1997 to explore issues raised by individual reference services, as well as

18

scope of this statutory mandate.

B.  Online Privacy

As noted in Section III.B., the online collection and use of consumers’ information, including

the tracking of individual browsing habits, raise significant concerns for many consumers.  These

concerns are not new; since 1997, surveys have consistently demonstrated consumer unease with data

collection practices in the online marketplace.64  The Commission has responded to these concerns

with a series of workshops and reports focusing on a variety of privacy issues, including the collection

of personal information from children, self-regulatory efforts and technological developments to

enhance consumer privacy, consumer and business education efforts, and the role of government in

protecting online privacy.65  The Commission’s longstanding goal has been to understand this new
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Protection of Personal Data (1995); and the Canadian Standards Association, Model Code for the
Protection of Personal Information: A National Standard of Canada (1996).

69  1998 Report at 7-8; see also 1999 Report at 3-4; 2000 Report at 4.

70  1998 Report at 8-9; see also 1999 Report at 3-4; 2000 Report at 4.

71  1998 Report at 9; see also 1999 Report at 3-4; 2000 Report at 4.

72  1998 Report at 10; see also 1999 Report at 3-4; 2000 Report at 4.

73  1998 Report at 10-11; see also 1999 Report at 3-4; 2000 Report at 4.

74  See 1998 REPORT at 41. In addition, the Commission recommended that Congress adopt
legislation setting forth standards for the online collection of personal information from children; and

20

The 1998 Report identified the core principles of privacy protection common to the government

reports, guidelines, and model codes that had emerged as of that time: 

(1) Notice – data collectors must disclose their information practices before collecting

personal information from consumers;69 

(2) Choice – consumers must be given options with respect to whether and how

personal information collected from them may be used for purposes beyond those for

which the information was provided;70

(3) Access – consumers should be able to view and contest the accuracy and

completeness of data collected about them;71 and 

(4) Security – data collectors must take reasonable steps to assure that information

collected from consumers is accurate and secure from unauthorized use.72 

It also identified Enforcement – the use of a reliable mechanism to impose sanctions for

noncompliance with these fair information practices – as a critical ingredient in any governmental or

self-regulatory program to ensure privacy online.73

The 1998 Report assessed the information practices of commercial Web sites and the existing

self-regulatory efforts in light of these fair information practice principles and concluded that an

effective self-regulatory system had not yet taken hold.74  The Commission deferred judgment on the
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indeed, just four months after the 1998 Report was issued, Congress enacted the Children’s Online
Privacy Protection Act of 1998 (“COPPA”).  On October 21, 1999, the Commission issued the
Children’s Online Privacy Protection Rule, which implements the Act’s fair information practices
standards for commercial Web sites directed to children under 13, or who knowingly collect personal
information from children under 13.  The Rule became effective on April 21, 2000.

75  See 1998 Report at 41-42.

76  See 1999 Report.

77  The 1999 Report was issued by a vote of 3-1, with Commissioner Anthony concurring in
part and dissenting in part.

78  See 1999 Report at 13-14.  Other actions contemplated by the Commission included the
establishment of an advisory committee of industry representatives and privacy and consumer
advocates to develop strategies to implement the fair information practices of access and security and
to assess the costs and benefits of those strategies.  The Advisory Committee on Online Access and
Security was established in December 1999 and its final report was released as an appendix to the
Commission’s 2000 Report.

79  See supra at n.27; 2000 Report at 34-38.  The 2000 Report did not discuss and its
legislative proposal does not address the unique issues raised by online profiling.
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need for legislation to protect the online privacy of consumers generally, and instead urged industry

to focus on the development of broad-based and effective self-regulatory programs.75   One year later,

the Commission issued a second report, Self-Regulation and Online Privacy: A Report to Congress

(“1999 Report”).76  In the 1999 Report, a majority of the Commission again recommended that self-

regulation be given more time, but called for further industry efforts to implement the fair information

practices.77  The Commission also outlined plans for future Commission actions to encourage greater

implementation of online privacy protections, including the public workshop on online profiling.78

In its 2000 Report, a majority of the Commission concluded that, despite  its significant work in

developing self-regulatory initiatives, industry efforts alone have been insufficient.  Thus, the majority

recommended that Congress enact legislation to ensure consumer privacy online.79 

C.  Online Profiling and Self Regulation:  the NAI Effort
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80  Tr. 186, Jaye; Tr. 192-193, Zinman.
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 The November 8th workshop provided an opportunity for consumer advocates, government,

and industry members not only to educate the public about the practice of online profiling, but to

explore self-regulation as a means of addressing the privacy concerns raised by this practice.  In the

Spring of 1999, in anticipation of the Workshop, network advertising companies were invited to meet

with FTC and Department of Commerce staff to discuss their business practices and the possibility

of self-regulation.  As a result, industry members announced at the Workshop the formation of the

Network Advertising Initiative (NAI), an organization comprised of the leading Internet Network

Advertisers – 24/7 Media, AdForce, AdKnowledge, Avenue A, Burst! Media, DoubleClick, Engage,

and MatchLogic – to develop a framework for self-regulation of the online profiling industry.

In announcing their intention to implement a self-regulatory scheme, the NAI companies

acknowledged that they face unique challenges as a result of their indirect and invisible relationship

with consumers as they surf the Internet.  The companies also discussed the fundamental question of

how fair information practices, including choice, should be applied to the collection and use of data

that is unique to a consumer but is not necessarily personally identifiable, such as clickstream data

generated by the user’s browsing activities and tied only to a cookie identification number.80 

Following the workshop, the NAI companies submitted working drafts of self-regulatory

principles for consideration by FTC and Department of Commerce staff.  Although efforts have been

made to reach a consensus on basic standards for applying fair information practices to the business

model used by the network advertisers, this process is not yet complete.  The Commission will

supplement this report with specific recommendations to Congress after it has an opportunity to fully

consider the self-regulatory proposals and how they interrelate with the Commission’s previous views

and recommendations in the online privacy area. 

IV.   Conclusion

The Commission is committed to the goal of ensuring privacy online for consumers and will

continue working to address the unique issues presented by online profiling.


