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MALINI MITHAL: Good afternoon. Welcome to the afternoon of our Mobile Cramming
workshop. We are here to discuss the last topic of the day, which is other possible strategies to
address mobile cramming. And we'll be speaking from 1:30 to 2:45. We have seven panelists, as
you can see. So we're going to try-- I know you were on an earlier panel.

MIKE ALTSCHUL.: Yeah, I'm a bit of a recidivist today so-- but CTIA both represents the
wireless industry and has a key role in this area of short codes and in premium messaging, both
by administering the short code program, and by doing monitoring on behalf of industry and it's
300 million plus consumers.

DAVE ASHEIM: My name is Dave Asheim. I'm the CEO and founder of a company in San
Francisco called Give by Cell. And we are one of the application service providers that Jim
Mann has talked about in the first session. We work with thousands of organizations providing



LYNN FOLLANSBEE: Hi. I'm Lynn Follansbee and I'm an attorney adviser in the policy
division of the Consumer and Governmental Affairs Bureau of the FCC. The Consumer and
Governmental Affairs Bureau is really the branch of the FCC that handles most of the cramming
issues. The Commission handles cramming under its truth in billing rules which, since 2005,
have required landline and wireless carriers to proved the name of the service provider associated
with the bill clearly and conspicuously, identify any change in service provider on the bill clearly
and conspicuously, provide brief, clear, non misleading plain language description on the bill,
and for wireline carriers, separate charges have to be separated by service provider and identify
amounts that need to be paid to avoid disconnection.

Last year we adopted some new rules that essentially required non carrier third party charges to
be in a separate and distinct section on the bill. And for there to be a separate subtotal. At the
time the Commission decided not to require that of wireless carriers because we didn't see
cramming as big a problem, but we did note a trend and adapted a further notice. And that
proceeding is still ongoing.

Also at the time that we adopted the order, in 2012, we had a lot of carriers that actually--
telephone companies that came to us and voluntarily agreed to stop third party billing for non
telecommunications services by the end of 2012. So we've seen a lot of that curbed by the
industry on its own. We are still currently handling each cramming complaint individually. They
are mediated if appropriate, and the degree of the Commission's involvement essentially depends
on whether or not we have jurisdiction over the complaintive company. If the complaintive
company is the carrier, then we address the alleged violator and ask them to respond to the FCC,
and directly to the consumer.






history of cramming on the wireline side. And there were distinct differences between the
technologies of wireline and wireless.

However, throughout and following our investigation, our office saw increasing indications that
cramming was affecting wireless consumers as well. So to examine this issue more closely,
Chairman Rockefeller sent letters to the four major wireless carriers-- AT&T, Verizon, Sprint
and T-Mobile-- asking them for information about who they allow to place charges on their
customers telephone bills, and also any processes and steps that they had in place to curtail
cramming on wireless bills. Following continued reports that instances of wireless cramming
were increasing, this year the chairman sent follow-up letters to the carriers, this time asking for
information related to consumer complaints, and also for the information that they submit to the
California Public Utilities Commission concerning charges and also refunds. And he also set
letters to five billing aggregators asking them questions related to their role in the industry and
any consumer complaints that they received. This investigation is currently ongoing.

Also last congress, Chairman Rockefeller introduced the Fair Telephone Billing Act of 2012.
And this bill would have prohibited most third party charges from being placed on wireline
telephone bills, and would also require the FCC to impose rules protecting wireless consumers.
As | said, the investigation into wireless cramming and wireless telephone bills is currently
ongoing so | won't be able to comment on the specific information that we're receiving, but | do
look forti



continue to do today, and that's become an industry standard. We also have always performed in
market monitoring. Not only of the marketing, but also of the actual messaging and opt



were receiving messages telling them that they've been billed, causing them to call up for
refunds. So I'm sure that Wise Media is a horrible case. On the other hand, in a sense, it's a
success case that the refund rates were that high. Our channel was used and billing was married
to messaging, and consumers were aware and demanded refunds.

There are other reasons why refund rates are not necessarily a best indication to us, in our
experience on a day-to-day basis. First of all, when a consumer-- as | mentioned, when a
consumer actually receives their premium SMS pin message and their welcome messages, those
are times when they ask for refunds. So those are supported by high refund rates. Whereas if they
were not to see those, or if those were not properly configured, one could see lower refund rates.

Most of these programs come, like many internet programs, with a money back guarantee, in
which people are encouraged to essentially try before they buy. Also, other channels for mobile
media just do not permit refunds. So purchasing on the various operating system stores, there's
no way to get a refund. Whereas, in our channel, refunds are liberally granted. And all of the



MALINI MITHAL: And another question, just to add to this topic, is should there be some kind
of national requirement of reporting regarding refund rates? | know that California has that
registry that you're talking about. So if anyone wants to answer either of these questions about
whether refund rates are meaningful, and whether they should be reported nationally.

MARTINE NIEJADLIK: I have a few comments actually. And I'm going to use a little bit of
experience from sort of the credit card space to talk about this a little bit. First of all, one of the
things that is pretty clear from what we see in our data is that, as Mike alluded to, there are not
consistent policies that are being implemented at the carrier level, nor at the aggregator level
today. And so, | mean, this is like real, real discrepancies to the extent of one being 4x the other
one. Very huge numbers.

And so if you-- | think one of the first things we have to do is we have to sort of figure out what
an appropriate refund policy looks like. And that doesn't mean every time the



policies. So that what it means for one business, one carrier, means something entirely different
for another business or another carrier.

If it were regulable | don't believe it's something that could be done by government regulation. |
think it's the kind of thing that, maybe, could be done with cross-carrier industry regulation. But
even there, 1 wonder whether there will be unfair trade concerns about the companies
collaborating on an economic metric like refund rates. So, yes, we do use it in data in our
analysis and our investigations, and in our decisions about suspending and terminating and
imposing liquidated damages on a commercial level, but it doesn't seem to be useful either for
government regulation or for industry self regulation too much.

DELARA DERAKHSHANI: So we actually do think that refund rates do inform the discussion
of just how widespread the problem of mobile cramming is. We do think that more needs to be
done. But one thing that | will note is that the refund rate mechanism really only identifies the
problem after it has occurred, and we really strongly believe that more proactive measures need



Just one quick word, though, about different carriers and different thresholds. Much as in the
retail space, there's competition on refund friendliness. Everybody knows that Nordstrom's and
LL Bean, in particular, are very proud of a no questions asked refund policy. You hear this,
maybe, apocryphal story they even take goods that they've never sold, with a smile to keep
customers happy.

Different carriers use this is a method of competition as well. And a carrier with a very generous
refunded, a very good consumer facing policy is going to have a higher refund rate than a carrier
that may hold consumers in a higher standard in granting refunds. You certainly wouldn't want
the unintended consequence of making this a key metric in dampening those carriers and those
business practices which actually are consumer friendly, but lead to higher refund rates, such as
what you were suggesting, Jim.

JIM TRILLING: Melanie, did you have something to add?

MELANIE TIANO: Yeah. | would just like to quickly go back to the original refund rate
discussion that we were having. | know that there's a lot of talk, has been a lot of talk about
percentages. And | know in the last panel, someone mentioned that credit cards, once you've
exceeded a 1% refund rate, that they start to suspect fraud. And we examine the California data
and we saw that around 13% of all third party charges that were being placed were being
refunded.

Everyone argues that they can't say for sur



MIKE ALTSCHUL.: Well one big difference is there aren't many teenagers with credit cards that
their parents have given them, but they are on family plans, authorized users of a family plan
account, who are in their teens, and may not have the same judgment that their parents, upon
receiving a bill, may have in second guessing their children's judgment. That doesn't happen in
the credit card world.

MALINI MITHAL: And Martine?

MARTINE NIEJADLIK: I don't think you can compare the-- people get credit cards because
they want to use them as a billing device. That's not necessarily the reason why people get their
mobile phones. Now, many people may want to use them as a billing device, but it doesn't
necessarily equate. And so there's no doubt that consumers are not as aware, certainly today, that
their mobile phone as a billing device. I think there's a lot more consumer education that needs to
happen.

I also think there's a lot more analysis that needs to happen, as | was sort of alluding to before.
Another thing that the credit card companies do is they classify merchants into codes. And they
look at rates via codes, and there's different expectations. If you are an internet merchant selling
books, then if you are a physical goods merchant and you have a storefront. It's just very
different, and | don't think we've really segmented our industry enough.

We don't even have enough experience, frankly, yet. Certainly we haven't segmented it enough
to really understand that problem well as | sort of alluded to before. | think the types of
commercial merchants that we work with-- we're not shutting down Facebook, for example,
because they have too many refunds because they're cramming on people's bills, like, that that's
just not happening.

And so even if they have refunds that are occurring-- which, by the way, to Alan's point, may be
a good thing. It would be worse if there were no refunds occurring and people were unhappy
with the charges that were on their bills, but I don't think that's necessarily-- | do agree
completely. It's a great indicator and people should be watching it, anybody in this space should
be watching it and should be taking action, and at least looking at, as an indicator, to whether an
investigation needs to be conducted further than that. But | don't think an automatic 8% or 13%
or whatever the numbers are we're throwing out there right now would be appropriate at this
time.

MALINI MITHAL: So is there a better way to calculate the refund rate? Should content
providers be providing this information to carriers? Should carriers be providing this information
to law enforcement?

MARTINE NIEJADLIK: Let me address that quickly, actually, because-- by the way, Boku
operates in 68 countries on over 260 something, | think, carriers now. One of the things that
we've done in the US over the past few years is we've established these direct connections to
carriers, and so we bill via the direct connect as opposed to billing via premium SMS. And one
of the features that offers us is the access to a refund API. And so instead of having to go out of
band and issue refunds via a check and you give me your bank account, all those types of things,






I think in mobile billing, and one of the reasons | joined Boku is because-- Alan's talked about
this a couple of times-- the type of authentication that's occurring in mobile billing is a step
function better than in other, at least online payment methods, I'm not going to speak to
proximity payments where people are standing in front of a merchant. But certainly online.

When you use your credit card or let's say, somebody uses your credit card today to buy
something, your credit card doesn't light up in your wallet and start beeping and require you to
push a button. It doesn't do that. But when mobile billing is occurring, your phone is lighting up
and it is requiring you to do something. And that is a very unique aspect of this system that really
does make it more secure. And | think consumers actually really like that as well. 1 mean,
security is definitely something that we hear from them also.

So nothing is bulletproof. I mean, we should never strive to have a 0% fraud rate in anything. We
know there's counterfeit cash out there, and counterfeit checks, and there is any payment method
you have there's going to be some level of fraud occurring. But certainly we should figure out
exactly where the problems are occurring and target rules to address those problems, while
allowing the legitimate business to go through. I think that really should be everybody's goal.

JIM TRILLING: Alan, did you have a comment before we switch topics?
ALAN SEGE: Yeah. There was one question about reporting suspicious activity to law

enforcement. That is something that we do and we've had a good degree of success with that. In
terms of other metrics besides refund, really, we have two kinds of security techniques like, I



Just as an aside, where there little snickering in the audience-- in the last panel about the 125
pixel requirement which was a technical requirement, we saw how easy it was to evade or
deceive-- that came from a state attorneys general consent decree with the industry as the floor.
So the industry has done, through learning the vulnerabilities and going back and improving our
protections for consumers, is to go beyond and actually not just measure pixels but look to make
sure it really is a clear an conspicuous thing. It's this constant improvement of our knowledge
and in tailoring our processes that will best protect consumers in this space.

JIM TRILLING: Melanie, did you have a comment?

MELANIE TIANO: Yeah. | just wanted to-- there's been a lot of talk on this panel so far that the
double opt-in process is a far more secure process than using your credit card online. And what
we saw in the wireline investigation, and that point still holds true in the wireless, is that people
don't protect their telephone numbers. And so even though there are policies in place that require
these companies to use the double opt-in process, we've seen plenty of complaints and the
chairman highlighted some of them in the letters that he sent out, where this process isn't being
followed.

And so since there are actors out there that aren't going to follow the process, your phone number
is so widely available. And credit card numbers just aren't. And if you buy something online with
your credit card, you need credit card number, you also need that little three digit number that's
on the back. With your phone number, your phone number is everywhere.

JIM TRILLING: Did you have a comment, Dave?
DAVE ASHEIM: Yes. In the nonprofit space, the double opt-in has been in existence since that

started. But also one of the things that has made it I think less subject to fraud is the set of
documents and the requirements that a nonprofit has to go through. There's something like nine



compliance is to not only deal with regulatory compliance-- a variety of rules out there that we
have to comply with-- but also all the CTIA and MMA rules as well.



at the time, but just was a springboard to the next level of deceptive practices by those who
affirmably want to go out and deceive consumers. So the industry, at all levels, to protect
consumers and make this a trusted environment, has to go beyond those rules and constantly
evolve it's monitoring and the ways it protects consumers to make sure that the protections are
state of the art as the threats evolve accordingly.

DELARA DERAKHSHANI: So we actually disagree that rules would be inappropriate. Our
experience in the landline context taught us that self-regulatory measures are not enough. And
while we recognize that there are very many valuable uses for these third party services, we at
Consumer Reports and Consumer's Union believe that a regulatory mechanism is necessary to
help distinguish between these services that consumers actually want versus unauthorized
charges that consumers did not ask for, and may not even be aware of.

MALINI MITHAL: And, Alan, if you just want to make one last comment and then we're going
to move to the next topic.

ALAN SEGE: I did want to comment that the advantage that we have in industry self



think, by the way, probably, if we educated more, consumers may leverage more. But, no, | don't
think blocks would be the appropriate answer.

We're trying to really create a competitive environment where consumers have choices and
options for payments, and we believe that the alternatives to mobile billing, particularly for those
folks who don't have access to other payment vehicles, are things such as go to the store and buy
a prepaid card and use that prepaid card online. Which then, by the way, has a bunch of fees
associated with it and your funds are going to expire after a certain amount of time and all sorts
of other negative implications. And so, let's think about the alternatives for those folks before we
decide what their default option should be.

MIKE ALTSCHUL: And just to be clear--
MALINI MITHAL: Melanie--
MIKE ALTSCHUL.: --carriers do offer blocks as an option for those customers who want to

block either all charges on a family account, or block charges on a specific device. And many
carriers-- you need to check with your own carrier-- also provide the ability to block specific






MARTINE NIEJADLIK: I just wanted to distinguish between Stop and block for a minute,
because they actually are two very different functions. So a block means | call up my carrier-- or,
by the way, you can call up Boku, we're happy to put a block on your account as well. And we,
by the way, do instruct people to call their carrier if they do call us just to make sure if there's
other providers out there that they have a complete block. But that would mean nobody's texting
you at all, you're not getting any transactions, you can't do any transactions.



DELARA DERAKHSHANI: Assuming you're good actor. But not for bad actors. Thank you.
JIM TRILLING: OK. Apparently we have a malfunctioning card that's doing acrobats.

ALAN SEGE: Whether we're good or we're bad, | mean, it is what we do. | mean, we're willing
to stand up behind it and-- I don't know how to respond to that. I didn't say that we're good or
bad. I just said that this is what we do.

MARTINE NIEJADLIK: I do think it's one of the benefits of having aggregators, though, very
similar to a payment service provider in the credit card space. You don't go to Visa and get
yourself an account. You go to a processor who has to on-board you and do vetting and get you
an account. And | think that m-Qube and Boku and services like ours are providing that service
and helping to ensure that the rules are being complied with.

MALINI MITHAL: And this a good point for us to ask the audience question that will help us
with the next topic. How do you protect the huge and growing prepaid wireless market who
never see a wireless bill?

MIKE ALTSCHUL: I think the media marketing and the monitoring of the message flows is the
best way of protecting the prepaid market. Because that detects any problems before consumers
can experience it. And gives the industry an opportunity to cut off abuses.

ALAN SEGE: Generally speaking, the prepaid operators do not have premium SMS. There
could be exceptions, and | don't want to be completely quoted, but I do know that predominately
to be true.

JIM TRILLING: In the Wise Media case, many consumers complain that the charges were
buried in their phone bills. For example, one consumer complained that the charge appeared on
page 18 of a lengthy phone bill. And, on a related note, this morning we heard from Paul Singer
that billing descriptors, if consumers actually located the charge on their bill, in the eye level
holdings matter, may have been as opaque as standard rate plan. Is self-regulation working when
it comes to the way that charges are disclosed on bills, and if not, what should we be doing
differently?

MIKE ALTSCHUL.: This is another lesson learned that the industry has proactively gone back
and protected consumers against misleading descriptors. So that when a premium SMS program
applies for short code, the bill descriptor is included in the information they provide the registry,
which is provided to the carriers for their review to make sure that the descriptor is clear,
conspicuous and not misleading to consumers in how it describes the actual services. So it's not
something that the industry originally had done. When it was clear that people were abusing the
system, it's something the industry went back and did.

But there's-- back to the billing-- again, this is the unintended consequences of people with all
the best intentions. I think all of us as consumers and regulators and lawyers who practice in this
space, are aware of the lengthy history of billing and bill displays. Turns out to be a very highly
regulated part of how carriers present their bills to consumers. And already charges are separated



from government mandated fees, which are separated from non-government regulated fees, such
as 911 charges and the like, which are separated from premium content charges. So that when



that straightforward standard disp



There then are vehicles to complain through either the Better Business Bureaus or the various
federal and state Consumer Protection Agency's. We talked earlier about the number of
complaints and whether they're valid or not. One number that | think is valid, the Better Business
Bureau reports the for wireless complaints, more than 98% are successfully resolved to the
satisfaction of the consumer. So there isn't a need for a lengthy process while these charges are
investigated. The customer service representative has the information needed consistent with the
company's policy to address the consumer right there on the spot.

MALINI MITHAL: And then, Melanie.

MELANIE TIANO: I would just like to say that, through the course of the wireline investigation,
I have spent a great deal of time talking to hundreds of consumers just on my own, and
regardless of what policies are on paper for the carriers, consumers complain that they don't all
get treated the same. So the policy may be one and done, but what we're hearing is that that isn't
necessarily what the consumers are experiencing.

MALINI MITHAL: OK. And Alan.

ALAN SEGE: I can say that, especially for the newer billing interface like what Boku operates,
it is our number that goes on to the bill. We're required to handle customer care and things like
this. And that there's a liberal refund policy is pushed out to the merchants. And it doesn't affect
too- as much as | understand our contracts-- it doesn't affect the status of the person's account at
the wireless carrier.



