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MEGAN COX: Good morning. I'm Megan Cox, and I'm an attorney with the Division of Privacy 
and Identity Protection here at the Federal Trade Commission. And this morning, our panel is 
here to discuss the issue of medical identity theft and seniors. And we are defining this issue 
broadly, for the purposes of this panel, as the fraudulent use of another's personally identifiable 
information to commit health care fraud. And Personally Identifiable Information, also known as 
PII, could be a name, social security number, or protected health information. And this fraud 
often involves a thief obtaining medical goods and services, or the thief making false claims for 
medical goods or services.  

And this topic is relevant to older Americans, as they often interact with the health care system 
with a greater frequency, and have more points of contact with the health care system overall. 
And so have more information circulating widely about them.  

This issue is a complex one because big payments and disbursed information can hide the 
problem of medical identity theft. And often, there are sophisticated perpetrators operating in the 
field of medical identity theft.  

Furthermore, the usual avenues through which one detects that they have been a victim of 
identity theft generally do not work with the issue of medical identity theft specifically. So today, 
we're going to talk about these topics with our knowledgeable panelists. We're going to talk 
about the scope of the problem for seniors, causes of the problem, prevention and detection, and 
steps to mitigate the risks for older Americans.  

And then, we'll take audience questions. So if you have those note cards in your folder, you can 
fill them out as the panel progresses.  

And on our panel today, we have Pam Dixon from the World Privacy Forum, Andy McKee from 
Health and Human Services Office of Inspector General, Rick Kam with ID Experts, and Robin 
Slade of the Medical Identity Fraud Alliance. So thank you all for joining us here today.  

And Robin, if we can start with you. Can you give us a better working definition of what medical 
identity theft is and how seniors are vulnerable?  

ROBIN SLADE: Right. Well, medical identity theft, it occurs when someone uses another's 
information to receive medical-related services, to buy drugs or to unlawfully gain financial 





There's also a little blip that we find in Michigan thanks to one particularly inventive and 
resourceful kind of fraud ring. But in general, that is a huge, huge risk factor for seniors.  

If you live in Fargo, North Dakota, your chances of becoming a medical identity theft victim are 
substantially lower than if you live in one of these kind of hot spot areas. So that's first.  

But secondly, just by virtue of being a senior, you have increased risk for a number of reasons.  

Number one, you are already in the health care system. Number two, a lot of elderly are also 
elderly poor. And this isn't something I've really heard discussed today, but the elderly poor are a 
very significant aspect of the victimization of seniors here because they really need a lot of 
access to service. And then, the elderly disabled are also a big subset here.  

And so I don't have time to go into the key patterns of this crime on this question, but one of the 
things that really comes into play that victimizes seniors in particular is the way that free food, 
free transportation, and free medical exams are mass marketed to seniors and offered 
fraudulently under Medicare/Medicaid guidelines.  

So for example, seniors will be offered-- we will take you to and from your appointment for free, 
even if you're ambulatory. Which is, of course, a big no-no. But this will really rake people in. 
And then, what do they? They just take a nice photocopy of their card, their government services 
card, and they're off and running a lot of times. So there's a lot more depth to this than I've just 
indicated, but that's a start.  

There was a question on the last panel-- we don't hear, someone said seniors don't have that 
much identity theft. OK, so financial forms of the crime-- maybe I'll buy that a little bit. But let 
me tell you, medical identity theft? Seniors are a primary target. And this crime has profound 
consequences for seniors and for their loved ones. So this is certainly worthy of focus.  

MEGAN COX: Thank you.  

Andy, maybe you can collaborate. So Pam mentioned the free medical services. What types of 
medical ID theft will seniors be more susceptible to, Medicare fraud or health care product 
scams, stolen health information?  

ANDY MCKEE: Right. And just as a little bit of background, I work for Health and Human 
Services OID, so we investigate Medicare and fraud issues and Medicare and Medicaid fraud 
cases. So that's what I can speak to. But Pam was right on the money, we continuously see 
Medicare beneficiaries who are targeted by telemarketers. We call them recruiters. They're called 
recruiters in different parts of the country. They're called cappers out on the West Coast.  

And basically, what they do is they'll drive around and say, do you need a wheelchair? Come see 
us and we'll give you some free groceries, or we'll give you $100, or we'll give you something 
for free.  





When you look at medical identity theft in particular, there are very few projects or research 
projects done. And at this point in time, back in 2005, I think Pam Dixon was one of the few 
people that identified that this was a real problem. And so relative to the work that's been done to 
identify what this issue is, what impact it has on individuals, there really is now starting new 
projects to look at this.  

So the Ponemon Institute-- I don't know if you folks know much about Dr. Larry Ponemon, but 
he's been in the industry of researching data breach issues over the last 10 years. In fact, he's 
probably one of the most published institutions around this particular topic.  

Three years ago, he started to look at medical identity theft in particular, and patient privacy and 
data security issues. And so we had the opportunity to work with Dr. Ponemon three years ago to 
start to look at and understand what was causing not only medical identity theft. But more 
specifically, access to the information that is the cause of medical identity theft. Specifically, 
health insurance information, PII forms of protected health information, other things that were 
really the root cause of the problem.  

And so the third year that the study was done and published was last year in December. So we 
had the opportunity to look at trends over the last three years. And what we found essentially was 
this--  

Over the last three years, essentially organizations that were part of this benchmark study saw-- 
94% of them saw a breach of protected health information, which includes not only name, 
address, social security number, but also things like your health insurance numbers, diagnosis, 
prescriptions, that kind of information. 94% of organizations experienced a breach of some 
significance over the last 2 years.  

That means in the US, where there are approximately 300,000 covered entities-- hospitals and so 
forth-- 94% of them had a breach of significance over the last 2 years. 45% of those 





remember in my dentist's office, they have it hanging in the reception area on the walls, 
accessible, basically, to everybody who's in the office.  

Today, with-- and not only the Affordable Care Act, but the stimulus bill putting major 
incentives to drive everybody in health care to electronic health care record systems, you can 
literally store millions of records on a thumb drive.  

And many of the breaches that have occurred of information have been because either a laptop 
that's been unencrypted has tens of thousands of records on them or a system, like the Veterans 
Administration had compromised, were-- what was it, close to 20 million some-odd veterans 
information was on that system. It's all consolidated now in these electronic health records 
which, makes it very easy to steal many, many individuals' information. So I think there's going 
to be more, unfortunately, breaches of this type.  



MEGAN COX: And another large stakeholder is the government. So Andy, would you want to 
comment on the impact on the government at the federal level? And Pam, if you want to talk 
about the states?  

ANDY MCKEE: Sure. Not to be trite about it, but my grandmother used to always say there's no 
such thing as a free lunch. And that's what we see. Medicare beneficiaries will often say, well, 
the government's paying for this. I don't have to pay the copay. Nobody's trying to collect the 
copay from me.  

But at the end of the day, the money comes from the taxpayer. And it comes from all of us, all 
the Medicare premiums that we pay. In this time of fiscal austerity, the billions and billions that 
are lost to fraudulent Medicare billings is horrendous.  

And the lines between government and industry get blurred quite a bit, I would think. They do 
get blurred quite a bit when we're talking about Medicare billing because you have Medicare 
HMOs that are managed care programs, and they get paid a certain amount to administer 
Medicare HMOs. So who's the victim? Is it the government because the government eventually 
pays for it? Or is it the private industry that's administering the plan because they're victimized as 
well?  

So we continue to see instances where-- and we're getting better at it as federal law enforcement 
is sharing intelligence and sharing information with the private side. Because a lot of times 
they'll be seeing something that's impacting them and we'll say, hey, it's impacting Medicare's as 
well. So there are initiatives in place to try to share that information. But again, those lines get 
blurred between the government and private industry as well.  

PAM DIXON: I think it's going to be incredibly important to look in the right place to solve the 
problems that are associated with this crime.  

So if we look in the wrong places and we point the fingers at the wrong people and put the wrong 
solutions in place, the crime will continue unabated. So a very good example of this is what I call 
TSA patient screening. So in almost every case of senior medical identity theft-- not other cases, 
but in seniors, it is-- I don't actually know of a case. You may, but I don't actually know of a case 
where a licensed physician was not involved. I don't.  

There are a few where maybe the physician ID was stolen or the signature was forged. But 
usually, there is some complicity and some cooperation among health care stakeholders. And I'm 
really focused on the senior forms of the crime.  

In the broader issue of medical identity theft, there is a striation. There is a continuum. And there 
can be cases where there is not complicity, particularly in the case of health care data breach.  

However, seniors-- different. And it's going to be incredibly important to understand that in order 
to resolve the problems associated with medical identity theft for seniors, that the health care 
institutions and the health care stakeholders are going to have to be involved at the state and 
federal level, and private and public. And without that, it's not going to get resolved.  





But outside of data breaches, I'll touch briefly on electronic health records. I think they cut both 
ways. As far from an investigative standpoint, they're great because anybody who accesses an 
electronic health record, they leave a footprint. We go in to look and say, hey, who accessed 
these records? We can find out exactly who did it and when they accessed them. So in that way, 
they're good.  

But in the same way that they improve efficiency and effectiveness for the provider, for the 
criminal they also-- they don't really care if they're caught. They don't really care. If they're a 
hacker, they can get in and get them as well.  

We continue to see cases where identities are simply photocopied. Somebody goes into 
somebody's medical record, photocopy their Medicare number or their social security number, 





least from our survey and actually interviewing seniors, is they're also looking at those genealogy 
websites, which I never would have predicted if we hadn't done the research. It was interesting.  

And it was surprising, the seniors that we've interviewed have actually been wary of contacting 
and doing things online. So I think that's a very intriguing finding. I actually would've thought 



RICK KAM: Yeah, Megan. So as many of you know, we've talked briefly that there are quite a 
few breaches of information occurring not only in health care, but all industries. And whether or 
not they're effective is actually a question-- several organizations have done research on-- 
whether that's Carnegie Mellon or several others that have looked at whether or not notification 
of individuals actually helps.  

And from my perspective, I think it does. And I say that for two reasons. One is the 
organizations that are either attacked because of a hacker breaking, as Andy mentioned, or 
whether it's an individual has lost a laptop or some variation, you need to be accountable for 
responding to that breach and notifying individuals that they do have a risk of some form of 
identity theft.  

And as such, essentially instituting not only processes, but policies and technologies that help 
reduce the risk of that occurring again. So it does put the burden on the organizations that are 
losing this information, having it stolen from them to take action. So the breach itself is an event 
that is now causing organizations to take appropriate action.  

For the individuals themselves, whether they're seniors or any people of any age, whether 
children or other ages, receiving a breach notification doesn't necessarily mean your identity has 
actually been compromised. But it does put you on the alert that the information has been made 
available in the black market, or at least in some form outside of your control. So that you, as an 
individual, can take the appropriate steps to protect your identity.  

Whether it's getting access to those free credit reports that one of the panelists talked about 
earlier or whether it's freezing your credit in some form. If you're in a retirement home and don't 
necessarily need to open new credit lines, it puts the person on notice that they should or could 
take action if they're concerned about this.  

MEGAN COX: And Robin, beyond credit freezes and credit reports, are there other tools that 
victims can avail themselves of to recover from ID theft or if they do receive a breach 
notification?  

ROBIN SLADE: Yeah. Well, there are very good, very reputable victim assistance and patient 
advocacy groups that exist and can help the seniors through the process to understand what the 
steps are. But typically, once it occurs, often the patient whose ID has been stolen is going to 
need to prove that they're not the individual who received the service.  

My suggestions would be first to start by contacting the billing department of the medical facility 
or the doctor's office. And if they seem unwilling to help, call the attending doctor or call their 
fraud or legal department if they have one. Ask what proof they have that this is you.  

They typically have a physical description of whoever's been in there-- height, weight, 
sometimes blood type. Sometimes even the sex doesn't match. So those are the things they 
should look for.  

What date was the service provided? Were you home? Were you at a different appointment?  



What services were provided? It is it something that you could prove you don't have a scar, so 
that you couldn't have had that surgery?  

What social security number was used? And if it is yours, then you need to take extra steps to 
obtain your credit report and ensure that there isn't financial-related fraud associated with this as 
well.  

If your insurance information was used, you need to report it to your insurance company and 





period, which covered the last couple of years. And equated to $41.3 billion in medical identity 
fraud. So this is a serious problem from a privacy and security perspective as well as a cost 
perspective that it's occurring in the country.  

So electronic health records. Good news is it does help with a lot of aspects of our health care 
system. On the other hand, it does provide risks that we need to address.  

ANDY MCKEE: I would agree with Rick. Again, I think it's a double-edged sword. The same 
thing that makes it attractive to providers-- it makes everything more efficient, more easily to 
manage-- also makes it very attractive to criminals. And in our Office of Audit Services, they did 
a study a couple of years ago. They went out and they looked at seven different hospitals and just 
looking at them for HIPAA compliance.  

Hospitals and providers will tell you, yes, we're compliant. We think we're compliant. So our 
auditors went in and looked at, again, these seven different hospitals. And they found things such 
as passwords that were freely shared among administrators. Or they found instances where 
employees were terminated. But their access to the computer systems usually weren't done. They 
were done on a two-week rotating period.  

So you may have terminated somebody on Monday and their password wasn't cut off until two 
weeks because that's when all the password were cut off. So you basically had an employee who 
was very ang





MEGAN COX: Great. Thank you. So as we are shifting gears to recognizing the risk, to now 
talking about solutions. So Robin, could you talk about some individual-- what individuals can 
do to help be a solution to this problem?  

ROBIN SLADE: I think we have to start with education and awareness. My feeling is that the 
lack of education is among the root causes of the proliferation of fraud. And I think if we can do 
a better job of making individuals understand the issues that are associated, what the red flags are 
associated with medical identity theft.  

I think we also need to find ways for the consumer to play an active role in fraud prevention. 
And they are the only ones who know whether they've received a service or not. So we need to 
embrace them in the process.  

As far as industry goes, the expanded and increased regulations are going to force organizations 
to work towards developing policies and procedures that will help ensure that the-- well, 
hopefully, that the data is better protected.  

Rick mentioned that the Ponemon study that ID Experts sponsored-- organizations are saying 





pressure for them to come up with an alternative. But again, I don't work for Medicare, so I don't 
want to say what they can and cannot do. But again, it's a very difficult problem to fix.  

MEGAN COX: Thank you. Well, we want to leave a few minutes for questions. But if we could 
just go down the line and maybe everybody, in a minute or less, could highlight the one or two 
things they would want to see happen.  

I know changing Medicare numbers and consumer education are a big part. But if you can make 
one or two things happen in the realm of medical identity theft for seniors, what would they be? 
Pam, do you want to start?  

PAM DIXON: That it never, ever happen again. That would really be what I want. Barring that, I 
would really like for patients to be able to access their records and have corrected records. In 
particular, seniors. And without undue fuss because that's a real problem.  

MEGAN COX: Thank you.  

ANDY MCKEE: I would just mirror kind of what Pam says, that it doesn't happen. Again, I've 
talked to Medicare beneficiaries who have been the victims of this and it's heartbreaking. Again, 
a lot of them are victimized are the most vulnerable among us. So just to have it stop completely-
- yeah, that would be great.  

RICK KAM: I actually wanted to echo something that Pam started earlier talking about. It was 
no social security numbers on Medicare cards is one thing the federal government can do to 
reduce the risk to seniors.  

The other thing though, we talked about not only in the context of medical identity theft, but 
other forms of identify theft is monitoring, essentially, your statements. I think Robin, you 
brought this up.  

One thing Medicare could do is actually create readable, simplified electronic explanation of 
benefit statements, or statements at all.  

It turns out, in some states EOBs are not printed for Medicare recipients. So they have no tool 
actually to-- even if they could read their EOB, to know whether or not a transaction has 
occurred or not. So one thing the federal government could do is actually not only print or 
transmit EOBs, but actually make them readable.  

I don't know if-- many of us have received health care. If you try to read these explanation of 
benefits, you start out at the very top saying this is not a bill. So just deciding whether or not to 
open the mail is one problem. Because you don't want to waste your time on all this if it's not a 
bill.  

But once you do open it, essentially, it goes through line item after line item of transactions. You 
have no clue who or what actually occurred and what time frame. Then, whether or not you're 



supposed to pay for it or who's going to pay for it. So perhaps having an EOB simplification 
requirement that starts in Medicare might be helpful.  

ROBIN SLADE: Well, I would, of course, echo what they are saying about consumers. And 
clearly, greater awareness of the impact and the seriousness of the issues, not just for consumers 
but also the health care industry as well that I would like to see that.  

I'd like to see organizations supply adequate resources to protect the data. And then, I'd also love 
to find a way that we could authenticate individuals. That they are who they say they are. But of 
course, the enrollment issues are always, always difficulty. How do you know that they are when 
you first put them in the system? And then if you get them in wrong, it's a nightmare. So those 
would be what I'd like to see.  

MEGAN COX: Well, thank you, all. So we'll open up to audience questions. We have two 
people circulating with mikes. If want to raise your hand, they can come over.  

AUDIENCE: Thanks so much. I'm Barbara Dieker. I'm actually within the Department of Health 
and Human Services, but I'm within the Administration on Aging, which is now the 
Administration for Community Living. And more of a comment and kind of an add to some of 
the things that you mentioned that would be good solutions.  

One of the programs as the office-- I'm the director of the Office of Elder Rights there. One of 
my programs that I'm responsible for is a wonderful program called the Senior Medicare Patrol 
Program. Hopefully some of you have heard of that program and are familiar with it. And the 
sole purpose of this program is to empower seniors to prevent health care fraud.  

We basically-- it's a grantee program. We have 54 grants, one in every state, Guam, Puerto Rico, 
Virgin Islands, and DC. And the purpose is to go out and recruit seniors to basically be trained in 
Medicare, Medicaid, and other health care programs, but primarily focused on Medicare. And 
how seniors then can prevent, identify, and report fraud, scams, ID theft, all the things we're 
talking about.  

So they're thoroughly trained, these senior volunteers. And then they go into their local 
communities and they educate their peers on the very things that you were talking about-- how to 
read your Medicare summary notice, how to prevent fraud by hanging up the phone when those 
telemarketers call, how to protect their personal information, and all the other things you've 
talked about.  

And they go out to senior centers and they go out to health care affairs. And they go everywhere. 
And they work with providers, too, to educate them. And it's a wonderful program. We have 
5,000 senior volunteers across the country right now that are going out and working at the 
grassroots level to educate their peers and get them excited about how they can help save their 
Medicare. And many seniors view it that way, saving that money.  

And to your point Rick, about redesigning the Medicare summary notice. That has recently been 
done-- more readable. We were asked, as stakeholders, to help with that process. The Centers for 



Medicare and Medicaid Services has redesigned that Medicare summary notice to make it more 
readable and understandable by seniors. And it's a big, big improvement.  

And we thought it was so important because, obviously, that's half of what we're trying to do is 
tell people, how can you read that Medicare summary notice to identify potential fraud, things 
that were not billed to you?  

We also just-- and I won't monopolize the rest of the time here. But the other thing that we do in 
addition to outreach and education of seniors is we assist individuals. And again, this is 
beneficiaries or family members, caregivers, whomever, when they have identified a potential 
issue. And of course, they don't know right off whether it's fraud, or an error, or whatever. But 
come back to us and we will assist you in either working it through and figuring out if it's an 
error or fraud, or getting it into the right hands of the people who can investigate it.  

We work hand in glove with the Office of the Inspector General, with CMS and others to make 
sure it gets into the right slot. So I just wanted to put in a plug for this program. If you're not 
familiar with it and you want more information, just go to smpresource.org. And that's our 
website that we have for lots and lots of information. And there's a locator for your SMP in your 
specific state.  

PAM DIXON: That's great.  

MEGAN COX: Thank you.  

RICK KAM: Great. Thank you.  

MEGAN COX: We did get-- oh, sorry.  

RICK KAM: I'm just saying I got a wish out of the whole thing. That's great.  

MEGAN COX: We did get one question in from our webcast. And it is, what legal rights do 
victims have to correct their medical records? Is there a medical record credit reporting agency 
where they can check their medical files, or is the Medical Information Bureau of sorts? Robin or 
Pam.  

PAM DIXON: We have a 22-page answer to this question and a 1-page answer to this question 
on our website. I strongly recommend that this person look at our medical identity theft FAQ for 
victims.  

A health care provider is going to want a full legal medical record of the patient. And as a result 
of that desire on the part of the health care provider due to malpractice insurance and all sorts of 
other things like that, and also to prove quality of care and a lot of other complex regulations that 
they're subject to, they are going to be quite loathe to delete information from a health care file.  

Under HIPAA, including under the new ARRA HITECH editions, patients have the right to 
request an amendment. This is not sufficient in the case-- and by the way, it doesn't always have 



to be given. But in the cases of medical identity theft, that's why I was saying we need some best 
practice guidelines that are national.  

Because right now, the patient will be treated quite differently depending on which health care 
provider they make that request at. Some health care providers do what's called a John and Jane 
Doe file extraction. And it's an extremely effective way of allowing the health care provider to 
retain their full legal medical record and, at the same time, removing all of the fraudulent 
information from the victim's file.  

Barring that, sometimes there are no changes made. Barring that, sometimes there are modest 
changes made. Sometimes there's just a paragraph added at the end of a 1,000 page file. It 
depends on the particular case of the victim. So the answer to this question is the rights are 
limited. There's no credit reporting bureau for this. It would be incredibly challenging to do that 
because this is protected health information. There's significant privacy and liability issues in 
combining it.  



ANDY MCKEE: I mean, I don't think that I'm aware of any-- well, you could check on a 
particular physician, usually through the state licensing board. You can find out if there's any 
type of administrative or any type of action against them. That's probably the best place to go, 
look at the state licensing board. I think most of those are online at this point.  

Again, you can usually just go there and it'll say-- some states are more-- obviously, have better 
records than others. Some will tell you even if they've had a liability action filed against them as 
well. So again, I think it's important for the consumers and the patients to be educated and to 
look. They are consumers at the end of the day, so investigate those providers you have questions 
about.  


