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scammerôs pitch is even more convincing when they 

fake the number on your caller ID so it shows the 

name or phone number of a real government agency. Itôs 

illegal to fake the number on caller ID, but scammers 

know it helps convince people that the caller really is 

with the government.  

So what can you do to protect yourself against 

imposters when their stories keep changing?  

�x Be suspicious of any call from a
government agency asking for money or
information. Government agencies donôt call
you with threats, or promises of ï or demands

for ï money. Scammers do.

�x �'�R�Q�¶�W trust caller ID  �± it can be faked. Even

if it might look like a real call, donôt trust it.

�x Never pay with a gift card or wire transfer.
If someone tells you to pay this way, itôs a

scam.

�x Check with the real agency. Look up their

number. Call them to find out if theyôre trying

to reach you ï and why.

Report government imposter scams to the FTC at 

FTC.gov/complaint. To learn more, visit 

ftc.gov/imposters. Want to explore the data? Visit the . 




