SYSTEM NAME AND NUMBER:

Office of Inspector General Files—FTC (FTC-1-7).
SECURITY CLASSIFICATION:

Unclassified.
SYSTEM LOCATION:

Office of Inspector General (OIG), Federal Trade Commission, 600 Pennsylvania Avenue,
NW, Washington, DC 20580. For other locations where records may be maintained or accessed, see
Appendix 111 (Locations of FTC Buildings and Regional Offices), available on the FTC’s website at

https://www.ftc.gov/policy-notices/privacy-policy/privacy-act-systems and

at 87 FR 57698 (Sept. 21, 2022). Also see https://www.ftc.gov/office-inspector-general/reports-

correspondence.

SYSTEM MANAGER(S):

Inspector General, Federal Trade Commission, 600 Pennsylvania Avenue, NW,

Washington, DC 20580, email: SORNs@ftc.gov.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

Inspector General Act, as am
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safety related to the FTC; records created, received, or obtained during the course of investigating
individuals and entities suspected of having committed illegal or unethical acts or misconduct and
in any resulting related criminal prosecutions, civil proceedings, or administrative actions; and
records created, received, or obtained during the course of conducting audits, inspections, or
reviews and issuing reports, advisories or correspondence.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:

Individuals covered consist of: (1) current and former FTC employees, applicants for
employment, contractors and subcontractors associated with an activity that OIG is investigating,
inspecting, reviewing, or auditing; (2) individuals who submit complaints to the OIG; (3) subjects

of hotline complaints; and (4) individuals and entities performing someOF INDIWDUAL






disclosure to any Federal agency responsible for considering suspension or debarment actions
where such record would be germane to a determination of the propriety or necessity of such
action, or disclosure to the United States General Accountability Office, the General Services

Administration Board of Contract Appeals, or any other federal A.0247 Lblc -0.00092Tw -17.3



and the Federal Bureau of Investigation;
6. Disclosed to members of the Council of the Inspectors General on Integrity and Efficiency
for the preparation of reports to the President and Congress on the activities of the Inspectors
General;
7. Disclosed to complainants and/or victims to the extent necessary to provide such persons
with information and explanations concerning the progress and/or results of the investigation
or case arising from the matters of which they complained and/or which they were a victim.
For other ways that the Privacy Act permits the FTC to use or disclose system records outside the agency,
see Appendix | (Authorized Disclosures and Routine Uses Applicable to All FTC Privacy Act Systems of
Records), available on the FTC’s website at

https://www.ftc.gov/policy-notices/privacy-policy/privacy-act-systems and at 83 FR 55541,

55542-55543 (Nov. 6, 2018).

POLICIES AND PRACTICES FOR STORAGE OF RECORDS:

The FTC maintains system records in various electronic and non-electronic formats and media.
The OIG Files consist of paper records maintained in file folders, cassette tapes and CD-ROMSs
containing audio recordings of investigative interviews, and data maintained on computer diskettes and
hard drives. The folders, cassette tapes, CD-ROMSs and diskettes are stored in file cabinets in the OIG.

Electronic files are retained either in FTC servers or on the cloud.
POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:

The records are retrieved by the name of the subject of the investigation or by a unique
control number assigned to each investigation.

POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:

Records are retained and disposed of in accordance with Schedule DAA-0122-2020-0001,

which was approved by the National Archives and Records Administration.
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ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS:

Access is restricted to agency personnel or contractors whose responsibilities require access.
Access to electronic records is controlled by “user ID” and password combination, and/or role-based
access controls, and/or other electronic access or network controls (e.g., firewalls). Paper records are
maintained in lockable rooms or file cabinets, which are kept locked during non-duty hours. FTC
buildings are guarded and monitored by security personnel, cameras, 1D checks, and other physical
security measures.

RECORD ACCESS PROCEDURES:

See § 4.13 of the FTC’s Rules of Practice, 16 CFR 4.13. For additional guidance, see also
Appendix Il (How To Make A Privacy Act Request), available on the FTC’s website at

https://www.ftc.gov/policy-notices/privacy-policy/privacy-act-systems and at 73 FR 33592,

33634 (June 12, 2008).
CONTESTING RECORD PROCEDURES:

See § 4.13 of the FTC’s Rules of Practice, 16 CFR 4.13. For additional guidance, see also
Appendix Il (How To Make A Privacy Act Request), available on the FTC’s website at

https://www.ftc.gov/policy-notices/privacy-policy/privacy-act-systems and at 73 FR 33592,

33634 (June 12, 2008).
NOTIFICATION PROCEDURES:

See § 4.13 of the FTC’s Rules of Practice, 16 CFR 4.13. For additional guidance, see also
Appendix Il (How To Make A Privacy Act Request), available on the FTC’s website at

https://www.ftc.gov/policy-notices/privacy-policy/privacy-act-systems and at 73 FR 33592,

33634 (June 12, 2008).
EXEMPTIONS PROMULGATED FOR THE SYSTEM:
Pursuant to 5 U.S.C. 552a(j)(2), records in this system are exempt from the provisions of 5

U.S.C.
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