


1. Respondent TRENDnet, Inc. (“TRENDnet”)asCalifornia corporation with its principal
office or place of business at 20675mMattan Place, Torrance, California 90501.

2. The Federal Trade Commission has jurisdictbthe subject matter of this proceeding
and of the respondent, and the g®ding is in the public interest.

ORDER
DEFINITIONS
For purposes of this Order, thdlfaving definitions shall apply:

1. “Affected Consumers” shall mean persoviso purchased and installed one of the
following Cameras with software lagpdated prior to February 7, 2012: TV-IP110
(Version AL.xR); TV-IP110W (Version A1 XRTV-IP110WN (Version A1.xR); TV-
IP110WN (Version V2.0R); TV-IP121W @&fsion A1.xR); TV-IP121WN (Version
V1.0R); TV-IP121WN (Version V2.0R)I'V-IP212 (Version A1.xR); TV-IP212W
(Version AL.XR); TV-IP252FVersion B1.xR); TV-IP312 (¥rsion A1.xR); TV-IP312W
(Version Al.xr); TV-IP312WN (Version AxR); TV-IP322P (Version V1.0R); TV-
IP410 (Version A1.XR); TV-IP410W (Versn A1.XR); TV-IP410WN (Version V1.0R);
TV-1P422 (Versions A1.XR/A2.xR); TV-I#22W (Versions A1.xR/A2.xR); TV-
IP422WN (Version V1.0R); TV-VS1 (Versh V1.0R); and TV-VS1P (Version V1.0R).

2. “App” or “Apps” shall mean any softwamplication or related code developed,
branded, or provided by respondent for a motbdeice, including, but not limited to, any
iPhone, iPod touch, iPad, BlackBerry, Aadl, Amazon Kindle, or Microsoft Windows
device.

3. “Cameras” shall mean any Internet Pratio¢IP”) camera, cloud camera, or other
Internet-accessible camera adiged, developed, branded, or sold by respondent, or on
behalf of respondent, or any corporatiamhsdiary, division or affiliate owned or
controlled by respondent that transmitsatbows for the transission of Live Feed
Information over the Internet.



10.

C. In communications disseminated through video meaugs {elevision or
streaming video), the required disclosuses in writing in a form consistent with
subparagraph (A) of this definition andairappear on the screen for a duration
sufficient for an ordinary consumer tead and comprehend them, and in the
same language as the predominant langtizaes used in the communication;
and

D. In all instances, the reqen disclosures (1) are presented in an understandable
language and syntax; and (2) include nottluagtrary to, inconsistent with, or in
mitigation of any other statemerdsdisclosures provided by respondent.

“Commerce” shall mean commerce among the red\&tates or with foreign nations, or
in any Territory of the United States or iretDistrict of Columbia, or between any such
Territory and another, or between any stiefritory and any Stater foreign nation, or
between the District of Columbia and any 8tat Territory or foreign nation, as defined
in Section 4 of the Federal Trade Commission Act, 15 U.S.C. § 44.

“Covered Device” shall mean: (1) any InteHaetessible electronic product or device,
including but not limited to “Cameras,taertised, developed, branded, or sold by
respondent, or on behalf of respondengmy corporation, subsidiary, division or

affiliate owned or controlled by respondent that transmits or allows for the transmission
of Covered Information ovehe Internet; and (2) anypp or software advertised,
developed, branded, or provideg respondent or any corpoiati subsidiary, division or
affiliate owned or controlled by respondenédgo operate, manage, access, or view the
product or device.

“Covered Device Functionality” shall meany capability of a Covered Device to
capture, access, store, or transmit Covered Information.

“Covered Information” shall mean individuallgentifiable information from or about an
individual consumer input into, stored @aptured with, accessed, or transmitted through
a Covered Device, including bobt limited to: (a) a first or last name; (b) a home or
other physical address, including street name name of city or town; (c) an emalil
address or other online contact information, saela user identifiesr screen name; (d)
photos; (e) videos; (f) pre-recad and live-streaming audio;)(gn IP address, User ID

or other persistent identifieor (h) an authentication credential, such as a username or
password.

“Live Feed Information” shall mean video, audio, or audiovisual data.

Unless otherwise specified, “respondent” shatan TRENDnet, Inc., and its successors
and assigns.



IT IS ORDERED that respondent and its officeegyents, representatives, and
employees, directly or througimycorporation, subsidiary, divan, website, other device, or an
affiliate owned or controlled by respondent, iraffiecting commerce, shall not misrepresent in
any manner, expressly or by implication:






Trade Commission, Washington, D.C. 20580. féporting period for the Assessments shall
cover: (1) the first one hundredghty (180) days after sereiof the Order for the initial
Assessment; and (2) each two (2) year period therdaf twenty (20) yearafter service of the
Order for the biennial Assessments. Each Assessment shall:

A. Set forth the specific administrative,



1. On or before ten (10) days after tete of service of this Order and for
two (2) years after the date of servafehis Order, posting of a notice on
its website;

2. On or before ten (10) days after tete of service of this Order and for

three (3) years after the date of service of this Order, informing Affected
Consumers who complain or inquire about a Camera; and

3. On or before ten (10) days after tete of service of this Order and for
three (3) years after the date of service of this Order, informing Affected
Consumers who register, or who have registered, their Camera with
respondent; and

Provide prompt and free support with clead prominent contact information to
help consumers update and/or uninstall m@a. For two (2) yes after the date
of service of this Order, this suppahall include toll-free, telephonic and
electronic mail support.

V.

IT IS FURTHER ORDERED that respondent shall maintain and upon request make
available to the Federal Trade Commissionifispection and copying, a print or electronic copy

of:

A.

For a period of five (5) years aftertidate of preparation of each Assessment
required under Part Il of this Ordexl] materials relied upon to prepare the
Assessment, whether prepared by or dmabieof the respondent, including but
not limited to all plans, reports, studiesyiews, audits, autiirails, policies,
training materials, and assessmeats] any other materials relating to
respondent’s compliance with Part Il this Order, for the compliance period
covered by such Assessment;

Unless covered by V.A, for a period of fi®) years from the date of preparation
or dissemination, whichever is latell, @her documents relating to compliance
with this Order, including but not limited to:

1. All advertisements, promotional magds, installation and user guides,
and packaging containing any repraséions covered by this Order, as
well as all materials used or reliagon in making or disseminating the
representation; and



2. Any documents, whether prepared by or on behalf of respondent, that
contradict, qualify, or call into quisn respondent’s confipnce with this
Order.

VI.

IT IS FURTHER ORDERED that respondent shall delivarcopy of this Order to all
(1) current and future subsidiaries, (2) curamd future principals, officers, directors, and
managers, (3) current and future employees,tagand representatives having responsibilities
relating to the subject matter of this Order, é)dcurrent and future marfacturers and service
providers of the Covered Products. Respondieall deliver this Order to such current
subsidiaries, personnel, manufactaremd service providers withihirty (30) days after service
of this Order, and to such future subsidiargrsonnel, manufacturees)d service providers
within thirty (30) days aftethe person assumes such position or responsibilities. For any
business entity resulting from any change in stmacset forth in Part VII, delivery shall be at
least ten (10) days prior to tbange in structure. Respondemist secure a signed and dated
statement acknowledging receipt of this Ordethwv thirty (30) days of delivery, from all
persons receiving a copy of thed@er pursuant to th section.

VIl

IT IS FURTHER ORDERED that respondent shall ngtithe Commission at least
thirty (30) days prior to any change in the argiion(s) that may affect compliance obligations
arising under this Order, including, but not lindit®: a dissolution, assignment, sale, merger, or
other action that would result in the emerggenf a successor corporation; the creation or
dissolution of a subsidiary, parent, or affiliate teagages in any acts or practices subject to this
Order; the proposed filing of a hlaruptcy petition; or a change tihe corporate name or address.
Provided, however, that, with respect to any psgglochange in the corporation(s) about which
respondent learns fewer than thi(80) days prior to the dageich action is to take place,
respondent shall notify the Conssion as soon as is practicaafeer obtainingsuch knowledge.
Unless otherwise directed by a repentative of the Commission, atitices required by this Part
shall be sent by overnight courier (not the UP8stal Service) to thessociate Director of
Enforcement, Bureau of Consumer Prtitat, Federal Trade Comnission, 600 Pennsylvania
Avenue NW, Washington, D.Q0580, with the subject line the Matter of TRENDnet, Inc.
FTC File No. 1223090 ocket No. C-4426 Provided, however, that lieu of overnight
courier, notices may be sent by first-class nmit,only if an electronic version of any such
notice is contemporaneousgnt to the Commission Bebrief@ftc.gov




VIII.

IT IS FURTHER ORDERED that respondent within six{$p0) days after the date of
service of this Order, shall file with the Conssion a true and accurate report, in writing, setting
forth in detail the manner and form of its comptiawith this Order. \ithin ten (10) days of
receipt of written notice from a representatdfeghe Commission, it shall submit an additional
true and accurate written report.

IX.

This Order will terminate on January 16, 2034, or twenty (20) years from the most recent
date that the United States or the Comroisdiles a complaint (with or without an
accompanying consent decree) in federal coletjigg any violation of the Order, whichever
comes later; provided, however, that the filingo€h a complaint will not affect the duration of:

A. Any Part in this Order that terminates in fewer than twenty (20) years;

B. This Order’s application to any respontiéat is not named as a defendant in
such complaint; and

C. This Order if such complaint is filed after the Order has terminated pursuant to
this Part.

Provided, further, that if such complaint is disegd or a federal court rules that respondent did
not violate any provision of the Order, and themissal or ruling is gier not appealed or

upheld on appeal, then the Order as to suctonelgmt will terminate according to this Part as
though the complaint had never bdied, except that the Order Mvnot terminate between the
date such complaint is filed and the later & dreadline for appealing dudismissal or ruling

and the date such dismissalruling is upheld on appeal.

By the Commission.

Donald S. Clark
Secretary

SEAL
ISSUED: January 16, 2014



