UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

AGREEMENT CONTAINING
CONSENT ORDER

In the Matter of

Credit Karma, Inc.,
a corporation.

A

) FILE NO. 132 3091

The Federal Trade Commission (“Comnuss) has conducted an investigation of
certain acts and practices ofedit Karma, Inc. (“Credit Karma” or “proposed respondent”).
Proposed respondent, having been representedumgel, is willing to enter into an agreement
containing a consent order resolyithe allegations contained in the attached draft complaint.
Therefore,

IT IS HEREBY AGREED by and between Credit Karma, Inc., by its duly authorized
officers, and counsel for tHeederal Trade Commission that:

1. Proposed respondent Credit Karma, Inc.Betaware corporation with its principal
office or place of business at 115 Sans@treet, Suite 400, S&francisco, CA 94104.

2. Proposed respondent admits all jurisdictidiaats set forth in the draft complaint.
3. Proposed respondent waives:
A. any further procedural steps;
B. the requirement that the Commissiotéision contain a seent of findings of

fact and conclusions of law; and

C. all rights to seek judicial review otherwise to challenge or contest the validity
of the order entered pursuant to this agreement.

4, This agreement shall not bene part of the public recomf the proceeding unless and
until it is accepted by the Conission. If this agreemeg accepted by the Commission,
it, together with the draft coplaint, will be placed on the public record for a period of
thirty (30) days and information about it pigly released. The Commission thereafter
may either withdraw its acceptance of thigeement and so notify proposed respondent,
in which event it will take such action as it may consider appropriate, or issue and serve
its complaint (in such form as the circumstes may require) and decision in disposition
of the proceeding.



This agreement is for settlement purposes only and does not constitute an admission by
proposed respondent that the law has been gk alleged in the draft complaint, or
the facts as alleged in the draft complainteotthan the jurisdictional facts, are true.

This agreement contemplates thatt i§ accepted by the Commission, and if such
acceptance is not subsequently withdrawmhegyCommission pursuant to the provisions
of Section 2.34 of the Commission’s Ruldge Commission may, without further notice
to proposed respondent, (1) issue its compl@nresponding in formand substance with
the attached draft complaint and its decistontaining the following order in disposition
of the proceeding, and (2) make informataiout it public. When so entered, the order
shall have the same force and effect angl bealtered, modified, or set aside in the
same manner and within the same time praViole statute for other orders. The order
shall become final upon service. Deliverytioé complaint and the decision and order to
proposed respondent’s address as statddsrmgreement by any means specified in
Section 4.4(a) of the Commission’s Rules bbahstitute service. Proposed respondent
waives any right it may have to any other manner of service. The complaint may be used
in construing the terms of the ordéMo agreement, undersi@ding, representation, or
interpretation not contained in the ordettloe agreement may be used to vary or
contradict the terms of the order.

Proposed respondent has read the draft co



2. “Computer” shall mean any desktop, laptopnpuiter, tablet, handheltkvice, telephone,
or other electronic product device that has a platform on which to download, install, or
run any software program, code, script, dreotcontent and to play any digital audio,
visual, or audiovisual content.

3. “Client software” shall mean any programapplication developed by respondent or any
corporation, subsidiary, division, or affiliabevned or controlled by respondent, that is
installed locally on a consueris computer and that communicates with a server.

4, Unless otherwise specified, “respondentilsmean Credit Karma, Inc. and its
successors and assigns.

5. “Commerce” shall mean as defined in &a&t 4 of the Federal Trade Commission Act,
15 U.S.C. § 44,

IT IS ORDERED that respondent and its officeegyents, representatives, and
employees, directly or througimycorporation, subsidiary, divan, website, or other device or
affiliate owned or controlled by respondent,lshat misrepresent in any manner, expressly or
by implication, the extent to which respondenit®iproducts or servicagaintain and protect
the privacy, security, comfentiality, or integrity of any covered information.

IT IS FURTHER ORDERED that respondent shall, no latean the date of service of
this order, establish and implement, and théeeahaintain, a comprehensive security program
that is reasonably designed to (1) addeessurity risks related to the development and
management of new and existing products sergices for consumers, and (2) protect the
security, integrity, and confidéality of covered information, whether collected by respondent
or input into, stored on, captured with,amcessed through a computer using respondent’s
products or services. Such program, the cdrated implementation of which must be fully
documented in writing, shall contain adnsimative, technical, and physical safeguards
appropriate to respondent’s sizedacomplexity, the nature andoge of respondent’s activities,
and the sensitivity of the covered information, including:

A. the designation of an employee or



C. at a minimum, the risk assessmeaquired by Subpart B should include
consideration of risks in each arear@ievant operation, including, but not
limited to, (1) employee training amdanagement, including in secure
engineering and defensiyprogramming; (2) product design, development and
research; (3) secure software desdpyelopment, and testing; (4) review,
assessment, and response to third-mertyrity vulnerability reports, and (5)
prevention, detection, and pEs1se to attacks, intrusigra systems failures;

D. the design and implementation of readdaaafeguards to control the risks
identified through risk assessment, aedular testing or monitoring of the
effectiveness of the safeguards’ lantrols, systems, and procedures,
including through reasonable and agmpiate software security testing



B. explain how such safeguards ar@@priate to respondent’s size and
complexity, the nature and scope ofp@sdent’s activitiesand the sensitivity
of the covered information;

C. explain how the safeguards that haeemimplemented meet or exceed the
protections required by Partdf this order; and

D. certify that respondent’s securjyogram is operating with sufficient
effectiveness to provide reasonable assedhat the security, confidentiality,
and integrity of covered informatias protected and has so operated
throughout the reporting period.

Each Assessment shall be prepared and condplathin sixty (60) days after the end of the
reporting period to which the Assessmentligsp Respondent shalrovide the initial
Assessment to the Associate Director for Ecdanent, Bureau of Consumer Protection, Federal
Trade Commission, Washington, D.C. 20580, withm(te0) days after thAssessment has been
prepared. All subsequent biennial Assessmerati Isé retained by respondent until the order is
terminated and provided to the Associate Doeof Enforcement within ten (10) days of
request. Unless otherwise directed bymesentative of the @amission, the initial

Assessment, and any subsequent Assessmentstedyughall be sent lmwernight courier (not
the U.S. Postal Service) to the AssociateeBtior of Enforcement, Bureau of Consumer
Protection, Federal Trade mnission, 600 Pennsylvania Auge NW, Washington, D.C.

20580, with the subject linka the matter of Credit Karma, Inc., FTC File No. 1323091.

Provided, however, that in lieu ofrernight courier, notices mége sent by first-class mail, but
only if an electronic version of any such notiseontemporaneously sent to the Commission at
Debrief@ftc.gov

V.

IT IS FURTHER ORDERED that respondent shall maintain and upon request make
available to the Federal Trade Commissioniispection and copying, a print or electronic copy
of:

A. for a period of three (3) yemafter the date of predion of each Assessment
required under Part Il of this ordexl] materials relied upon to prepare the
Assessment, whether prepared by obehalf of the respondent, including
but not limited to all plans, reportstudies, reviews, audits, audit trails,
policies, training materials, and assaests, and any other materials relating
to respondent’s compliance with Pditand Il of this order, for the
compliance period covered by such Assessment;

B. unless covered by IV.A, for a periodfofe (5) years from the date of

preparation or dissemination, whichevelaier, all other documents relating
to compliance with this ordeincluding but not limited to:

5



i. all advertisements and promotional materials containing any
representations covered by thigler, as well as all materials
used or relied upon in making or disseminating the
representation; and

ii. any documents, whether prepared by or on behalf of
respondent, that contradict, djfig or call into question
respondent’s compliance with this order.

V.

IT IS FURTHER ORDERED that respondent shall delivarcopy of this order to all
current and future subsidiaries, current and fupuiecipals, officers, directors, and managers
having responsibilities relating to the subject maitehis order. Respondent shall deliver this
order to such current subsidiareesd personnel within thir (30) days after service of this order,
and to such future subsidiaries and personiteimthirty (30) daysafter the person assumes
such position or responsibilities. For any busfentity resulting from any change in structure
set forth in Part VI, delivery sHdle at least ten (10) days prim the change in structure.
Respondent must secure a sigaad dated statement acknowledgingeipt of this order, within
thirty (30) days of delivery, from all persoreceiving a copy of therder pursuant to this
section.

VI.

IT IS FURTHER ORDERED that respondent shall ngtithe Commission at least
thirty (30) days prior to any change in the argiion(s) that may affect compliance obligations
arising under this order, including, but not linditeo: a dissolution, assignment, sale, merger, or
other action that would result in the emergef a successor corporation; the creation or
dissolution of a subsidiary, parent, or affiliate taagages in any acts or practices subject to this
order; the proposed filing of a bankruptcy petitionaahange in the corporate name or address.
Provided, however, that, with respect to any psgglochange in the corporation(s) about which




writing, setting forth in detail the manner and faofrits compliance with tis order. Within ten
(10) days of receipt of writtenotice from a representative thle Commission, it shall submit an
additional true and accurate written report.

VIII.

This order will terminate twenty (20) yearsiin the date of its issuance, or twenty (20)
years from the most recent date that the Uriitiadles or the Commissidiles a complaint (with
or without an accompanying consent decree) inrldd®urt alleging any wiation of the order,
whichever comes later; provided viiever, that the filing of such a complaint will not affect the
duration of:

A. any Part in this order that terminates in fewer than twenty (20) years;

B. this order’s application to any respond#rat is not named as a defendant in such
complaint; and

C. this order if such complaint is filed after the order has terminated pursuant to this
Part.

Provided, further, that if such complaint is diseed or a federal court rules that respondent did

not violate any provision of the order, and the désal or ruling is eithenot appealed or upheld

on appeal, then the order as to such respondénérminate according to this Part as though the
complaint had never been filed, except thatadttker will not terminate between the date such
complaint is filed and the later of the deadline for appealing such dismissal or ruling and the date
such dismissal or ruling is upheld on appeal.

Signed this day of , 2013.

CREDIT KARMA, Inc.

Dated: By:
KENNETH LIN, Chief Executive Officer
Credit Karma, Inc.

Dated: By:
D. REED FREEMAN JR., Esq.
Morrison & Foerster, LLP
2000 Pennsylvania Ave., N.W., Suite 6000
Washington, DC 20006
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