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UNITED STATES OF AMERICA  
FEDERAL TRADE COMMISSION 

 
COMMISSIONERS:            Edith Ramirez, Chairwoman 

Julie Brill  
Maureen K. Ohlhausen 

    Joshua D. Wright 
    Terrell McSweeny 
 
____________________________________ 
In the Matter of                 )  
                                                ) 
Level 3 Communications, LLC,  ) DOCKET NO. C-4470 
a limited liability company.   )  
      ) 

                                    )                  
___________________________________  ) 
 

COMPLAINT  
 
  The Fed er al Trad e Comm i s s i on, havi ng reason to beli eve that Lev el 3 Communi cat i on s , 
LLC , a limi t ed liabi l i t y compan y , ha s  viol at ed the Fede ral Tr ade Comm i s s i on Act (“FTC Act”), 
and it appeari n g to the Comm i s s i on that this proceedi n g is in the publ i c interes t, alle ges: 
 
1. R es pondent Level 3 Communi cat i ons, LLC (“ Lev el 3 ”) is a Delawa re limi t ed liabi l i t y 

compan y  with its princi p al offi ce o r plac e of busi nes s at  1025 Eldorado Boulevard, 
Broomfield, Colorado 80021.   
 

2. R es pondent is an internat i onal comm uni cat i ons provi der and one o f the six  larges t internet 
servi ce provi d ers in the worl d.  

 
3. The acts and p ract i c es of respondent as alleged in this compl ai nt have been i n or aff ect i n g 

comm erce, as “com m erc e” is defi ned in Se ct i on 4 of the FTC Act.  

 

4. 
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The Framework s 

 
5. The U.S.- EU Safe Harbo r Fr am ework p rovi des a method for U.S. compani es to trans fer 

personal data outsi de o f Europe that is consi s t ent with the requi rem ent s of the European 
Union Direct i ve on Data Prot ect i on (“Dire ct i ve”).  Enacted in 1995, the Dir ect ive sets fort h 
European Union (“EU”) requirement s fo r priva c y and the prot ect i on of pers onal data.  
Among othe r things, it re qui res EU Member States to impl em ent legi s l at i on that prohi bi t s the 
trans fer o f person al data outsi de the EU, with except i ons, unless the European Commiss i on 
(“EC”) has made a deter m i nat i on that the reci pi e nt juri s di ct i on’s laws ensure the prot e ct i on 
of such person al data .  This determ i nat i on is refe r red to  comm onl y  as

http://www.export.gov/safeharbor


P age 3 of 3  
 

12. From  at least J une 2001 until Novem ber 2013, res pondent  dissem i nat ed or caused t o be 
dissem i nat ed privac y pol i ci es and stat em ent s on t he www.lev el3.com  web si t e, incl udi ng but 
not limi t ed to, the foll owi ng stat em ent s:  
 

Transfe rs of pe rsonal l y ident i fi abl e inform at i on made b y Level 3 
are mad e in compl i ance with the Safe Ha rbor prin ci pl es to which 
Lev el 3 has self -cert i fi ed its adherenc e to as can be viewed  on the 
Safe Ha rbor  web site at http://ex port.gov/safeh arb or/ . 

 
13. Through th e means des cr i bed in Para graph 12, res ponde nt  repr es ent ed, ex pres s l y o r b y 

impl i cat i on, that it was  a “ curr ent ”  pa rt i ci pant in the U.S.- EU Safe Harbo r and U.S.- Swiss 
Safe Ha rbor Fram e work s . 
 

14. In trut h and in fact, from  J une 2012 until Novem ber 2013, respond ent was not  a “ cur rent ”  
part i ci pant in the U.S.- EU Safe Harbor Fram ewor k  or the U.S.- Swiss Safe Harbor 
Fram e work .  Th ere fore, the repr es ent at i on  set fo rt h in Para graph 13 is  false and misl eadi ng.  

 
15. The acts and p ract i c es of respondent as alleged in this compl ai nt const i t ut e decept i ve acts or 

pract i ces, in or aff ect i n g comm erce, in viol at i on o f Sect i on 5(a) of the Fede ral Trad e 
Comm i s s i on Act.  

 
    THEREFORE, the Fed e ral Trad e Com m i s s i on this  ninet eent h da y of  J une, 2014, has 
issued this compl ai nt aga i ns t respondent . 
 
            By the Commission, Commi s s i oner McS ween y not part i ci pat i n g.  
 
 
 

Donal d S. Clark 
Secret a r y  

SEAL:   
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