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This Court has supplemental jurisdiction over the state of Florida's claims

pursuant to 28 U.S.C. j 1367.

Venue is proper in this district under 28 U.S.C. j l 39l (b)(1-3), (c)(1-2), and (d),

and 15 U.S.C. j 53(b).

PLAINTIFFS

The FTC is an independent agency of the United States Government created by

statute. 15 U.S.C. jj 41-58. The FTC enforces Section 5(a) of the FTC Act, 15 U.S.C. j 45(a),

which prohibits unfair or deceptive acts or practices in or affecting com merce. The FTC also

enforces the Telemarketing Act, l 5 U.S.C. jj 6101-61 08, as amended. Pursuant to the

Telemarketing Act, the FTC promulgated and enforces the TSR, 16 C.F.R. Part 310, which

prohibits deceptive and abusive telemarketing acts or practices.

The FTC is authorized to initiate federal district 



DEFENDANTS

Defendant lnbound Call Experts, LLC d/b/a Advanced Tech Support (t1lCE''), is a

Florida limited liability company with its principal place of business at 4800 TRex Avenue, Suite

350, Boca Raton, Florida. lCE transacts or has transacted business in this district and throughout

the United States. At all times material to this Complaint, acting alone or in concert with others,

ICE has advertised, marketed, distributed, or sold computer security or technical support services

to consumers throughout the United States.

Defendant Advanced Tech Supportco, LLC ($$ATS'') is a Florida limited liability

company with its principal place of business

Florida. ATS transacts or has transacted business

at 700 Banyan Trail, Suite 200, Boca Raton,

in this district and throughout the United

States. At all times material to this Complaint, acting alone or in concert with others, ATS has

advertised, marketed,distributed, or sold computer security or technical support services to

consumers throughout the United States.

Defendant PC Vitalware, LLC (EEPC Vitalware''), is a Florida limited liability

company with its principal place of business at 700 Banyan Trail, Suite 200, Boca Raton,

Florida. PC Vitalware transacts or has transacted business in this district and throughout the

United States. At a1l times material to this Complaint, acting alone or in concert with others, PC

Vitalware has advertised, marketed, distributed, or sold computer security or technical support

services to consumers throughout the United States.

Defendant Super PC Support, LLC (eisuper PC Suppolf), is a Florida limited

liability company with its principal place of business at 4800 TRex Avenue, Suite 350, Boca

Raton, Florida. Super PC Support transacts or has transacted business in this district and

throughout the United States. At all times material to this Complaint, acting alone or in concert
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with others, Super PC Support has advertised, marketed, distributed, or sold computer security or

technical support services to consumers throughout the United States.

l3. Defendant Robert D. Deignan (lllleignan'') is the CEO of lCE and Super PC

Support, and the M anager of ATS and PC Vitalware. At al1 times material to this Complaint,

acting alone or in concert with others, he has formulated, directed, controlled, had the authority

to control, or participated in the acts and practices of ICE, ATS, PC Vitalware, and Super PC

Support set forth in this Complaint. Defendant Deignan resides in Lighthouse Point, Florida and,

in connection with the m atters alleged herein, transacts or has transacted business in this district

and throughout the United States.

14. Defendant Paul M. Herdsman ('illerdsman'') is the Chief Operating Officer of

lCE and Super PC Support and a manager of PC Vitalware. At all times material to this

Complaint, acting alone or in concert with others, he has fonnulated, directed, controlled, had the

authority to control, or participated in the acts and practices of ICE, ATS, Super PC Support and

PC Vitalware set forth in this Complaint. Defendant Herdsman resides in Deerfield Beach,

Florida and, in connection with the matters alleged herein, transacts or has transacted business in

this district and throughout the United States.

l 5. Defendant Justin M. Wright (ûûWrighf') is the President of lCE and Super PC

Support and is a manager of PC Vitalware. At all times material to this Complaint, acting alone

or in concert with others, he has formulated, directed, controlled, had the authority to control, or

participated in the acts and practices of ICE, ATS, PC Vitalware and Super PC Support set forth

in this Complaint. Defendant W right resides in Boynton Beach, Florida and, in connection with

the matters alleged herein, transacts or has transacted business in this district and throughout the

United States.
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16. Defendant PC Cleaner, lnc. (EûPC Cleaner'') is a California corporation with its

principal place of business at 220 N. Center Drive, Suite 197, Newport Beach, California. PC

Cleaner transacts or has transacted business in this district and throughout the United States. At

all times material to this Complaint, acting alone or in concert with others, PC Cleaner has

advertised, marketed, distributed, or sold computer security services to consumers throughout the

United States.

l7. Defendant Netcom3 Global, lnc. (ûûNetcom3 Global'') is a California corporation

with its principal place of business at 30025 Alicia Parkway, Suite 106, Laguna Niguel,







the domain netcom3global.com . This website is identical to the website netcom3.com and the

domain information for netcom3.com lists netcom3global.com as the website title. PC Cleaner

Pro, a product offered by PC Cleaner, is available for download on the netcom 3.com website.

Defendants have operated as a com mon

enterprise, each individual entity is jointly and s



The ICE Defendants Lure Consumers to Call Their Inbound Call Center

Since at least 2012, the lCE Defendants have employed a variety of methods to

lure consumers to call their inbound call center known as ATS, such as: (l) posting Internet-

based advertisements; (2) advertising in connection with web search results', (3) partnering with

developers of computer security products; and (4) purportedly assisting with technical support

for computer security software companies.

ln some instances, consumers see lnternet advertisements for computer repair or

computer updates. lf they click on these

number that leads to the lCE Defendants.

advertisements, they are directed to call a phone

The lCE Defendants also lure consumers through web searches. For example, the

lCE Defendants pay for Google Adwords accounts. Google Adwords is a paid service used to

link consum ers to particular websites based on key search terms. ln some instances, consumers

have called the lCE Defendants using numbers they found through Google searches related to

computer technical issues. The lCE Defendants also registered and paid for approximately 150

domains, most of which appear to relate to common problems and anti-virus software, including

freetechsupport.com,

pcmriforlife.com , superpcsupport.com , and pcvitalware.com.

36. The lCE Defendants partner with computer security software companies to

advancedtechsupport.com , malwareexperts.com, cmri.com ,P

purportedly provide technical support for particular software. ln those instances, unbeknownst to

the consumer, the ICE Defendants pay for the phone number that appears on the software

partner's website. W hen consumers call the software company for assistance with a particular

product, rather than reaching that software developer, they reach ICE/ATS, at which point they

are subjected to the lCE Defendants' sales pitch. ln some instances, the 1CE Defendants'
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designed to falsely identify problem s on consumers' computers, exaggerate minor issues and

otherwise deceive consumers into thinking that their computers are significantly compromised.

40. For example, PC Cleaner Pro scans consumers' computers to identify whether

they block 926 specitk pieces of m alware. PC Cleaner Pro will then separately count as a

ûûproblem'' each specimen that is not blocked. These particular 926 pieces of malware, however
,

date back to at least 2004 and have not been active threats in many years. Because these

malware specimens have been inactive for so long, M icrosoft does not even include them as



43. The PC Cleaner Defendants' website then extends to consumers the opportunity

to rid their computers of these fake or exaggerated problems by offering the paid version of its

software program , PC Cleaner Pro. M any consumers exposed to the PC Cleaner Defendants'

false scan results pay $29.99 or more for the software program. Once consumers pay for the

software, the order confirmation page instructs them to call a toll-free telephone number to

activate the software. A screenshot of the confirmation page appears below.
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in some instances, the toll-free number displayed on the confirmation page is owned by the lCE

Defendants and routes consumers to the ICE/ATS call center.

45. Between 201 1 and 2013, consumers downloaded PC Cleaner Pro (free and/or paid

versions) more than 450,000 times.

The ICE Defendants Scare Consumers into Buying Unnecessary

Technical Support and Security Sof- are Products

46. After consumers call the 1CE Defendants' call center, telemarketers walk the

consumer through a scripted sales pitch designed to convince consumers that their computers are

in immediate need of repair, regardless of whether the computer has a problem.

47. ln many instances, the telemarketers direct the consumers to a remote access

website in order to gain remote access to their computers. The lCE Defendants use a website
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they have registered, such as t5x22.com and fsxmel .com, or a third-party remote access software

company, like LogM eln. The telemarketers then instruct consumers to enter a code or download

a software application to allow the telemarketers remote access to the consumers' computers
.



m islead consumers who do not understand these messages' technical significance into believing

that their computers are compromised.

lCE Defendants' telemarketers open the start up

menu to look at the programs that are set to load when the computer starts. The 1CE Defendants

tell consumers the more programs that are installed
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and errors is not an indication of the severity of any computer issues. The lCE Defendants

m islead consumers who do not understand these messages' technical significance into believing

that their computers are compromised.

Having convinced consumers that their computers are in danger, and that they

must be fixed manually by a certified technician, the lCE Defendants' telemarketers tell

consumers that they have two options: (1) they can have their computer repaired by a well-

known retailer that will be very costly and cause them to be without a computer for several days;

or (2) they can purchase technical support directly from the ICE Defendants and have their

computer repaired the same day while they sit in the comfort of their own home.

56. lf consumers do not agree to pay for the services, the



$82.00, the lCE Defendants tell consumers they can 



The Role of Robert D. Deignan

62. Deignan is the CEO of lCE and Super PC Support, and the manager of ATS and

PC Vitalware. Deignan is one of the named subscribers for the hundreds of phone num bers

owned by the lCE Defendants. ln addition, he used his business credit card to pay for telephone

numbers and corporate domains, including advancedtechsupport.com, inboundcallexperts.com,

pcmri.com , and t5x22.com . The lCE Defendants use these domains to lure consumers to call the

lCE /ATS call center and to gain remote access to consumers' computers. Deignan also has used

his business credit card to pay LogM eln, a third party remote access software company the ICE

Defendants use to connect to consumers' computers, and anti-virus vendors whose products the

lCE Defendants upsell to consumers.

Deignan is the registrant and paid for nearly 1 50 tech-related domains, one-third

of which were set up using a privacy protection service. These privacy services can be used by

registrants attempting to hide their identities because publicly-available tools for searches related

to a particular domain will show only the name of t
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W right also contacted ThreatTrack Security, an anti-virus company whose

product, VIPRE, blocks içbad domains.'' ThreatTrack Security blocked the lCE Defendants'

domain, advancedtechsupport.com, due to a significa



VIOLATIONS OF SECTION 5 OF THE FTC ACT

73. Section 5(a) of the FTC Act, l 5 U.S.C. j 45(a), prohibits ûûunfair or deceptive acts

or practices in or affecting commerce.''

74. M isrepresentations or deceptive omissions of material fact constitute deceptive

acts or practices prohibited by Section 5(a) of the FTC Act.

COUNT l - THE 1CE DEFENDANTS
Deceptive Representations

(By Plaintiff FTC)

75. In numerous instances, in the course of marketing, offering for sale, and selling

Computer Security Or technical

represented, expressly Or by

telephone calls and Internet communications, that they have identified problems on consumers'

computers, including viruses, spyware, system errors and/or damage, that will affect the

performance or security of consumers' computers.



COUNT 11 - THE PC CLEANER DEFENDANTS

Deceptive Representations

(By Plaintiff FTC)

78. ln numerous instances, in the course of marketing, offering for sale, and selling

computer security software or services, the PC Cleaner Defendants represent or have

represented, expressly or by implication, through a variety of means, including through lnternet

advertisements and software-generated reports, that they have identified problems on consumers'

computers, including malware, system problems and privacy concerns, that will affect the

performance or security of consumers' computers.

79. In truth and in fact, in numerous instances in which the PC Cleaner Defendants

have made the representations set forth in Paragrap



The TSR prohibits any seller or telemarketer from making a false or misleading

statement to induce any person to pay for goods or services or to induce a charitable

contribution. 16 C.F.R. j 310.3(a)(4).

84. The TSR'S prohibition against making false or misleading statements applies to

a1l statements regarding upsells, whether the statements were made during an outbound call

initiated by the telemarketer or an inbound call initiated by a consumer. 16 C.F.R. j 31 0.6(4).

85. Pursuant to Section 3(c) of the Telemarketing Act, 1 5 U.S.C. j 6102(c) and

Section l 8(d)(3) of the FTC Act, 15 U.S.C. j 57a(d)(3), a violation of the TSR constitutes an



VIOLATIONS OF THE FLORIDA DECEPTIVE AND

UNFAIR TM DE PRACTICES ACT

88. Section 50l .204 of FDUTPA, Chapter 501, Part ll, Florida Statutes, prohibits

ûtunfair or deceptive acts or practices in the conduct of any trade or commerce.''

COUNT IV - lCE DEFENDANTS

Florida Deceptive and Unfair Trade Practices Act Violation

(By Plaintiff State of Florida)

As set forth in Paragraphs 1 through 72 above, which allegations are incorporated

as if set forth herein, in numerous instances, in the course of marketing, offering for sale, and

selling computer security or technical support serv
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restitution, the refund of monies paid, and the disgorgement of ill-gotten monies, to prevent and



records, an asset freeze, the appointment

telephone services',

of a receiver, and the disruption of domain and

Enter a permanent injunction to prevent future violations of the FTC Act, the TSR

and FDUTPA by the Defendants;

Award such relief as the Court finds necessary to redress injury to consumers

resulting from the Defendants' violations of the FTC Act, the TSR and FDUTPA, including but

not limited to, rescission or reformation of contracts, restitution, the refund of monies paid, and

the disgorgement of ill-gotten monies; and

D. Award Plaintiff FTC the costs of bringing this action, and Plaintiff State of

Florida its attorneys' fees and costs in bringing this action, as well as such other and additional



Dated: lxlwwv/v ï(), ptzit

PAM ELA JO BONDI


