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1.

The Federal Trade Commission (tiFTC'') and the State of Florida, Office of the Attorney

INTRODUCTION

General (ûûstate of Florida'') respectfully request that the Court halt a technical support scam that

has bilked thousands of consumers out of millions of dollars by exploiting their fears about

1 D fendants lnbound Callviruses
, malware and other security threats on their computers. e

Experts, LLC also doing business as Advanced Tech Support (tt1CE'') and Advanced Tech

Supportco, LLC (tûATS'') operate enormous call centers that sell technical support services to

consumers. Through a variety of ploys to induce consumers to call them, the ICE/ATSZ inbound

telem arketers gain rem ote access to consumers' computers and then offer to perform a free

ttdiagnostic'' check. After showing show consumers a series of screens, Defendants falsely claim

that the screens show evidence of infections, past infections, or Eûtrace damages'' to consumers'

com puters. The telemarketers also falsely assert that the purported problems they have identified

represent an immediate threat to the computers that can only be resolved manually by a

technician.

Once they have duped consumers, many of whom are seniors, into believing that their

computers are riddled with problem s and in imminent danger of crashing, the ICE/ATS

telemarketers pitch the services of the company's technicians. ICE/ATS charges consumers

hundreds of dollars for what are often unnecessary repairs, Iong-term maintenance program s, and

installations of free or outdated programs. The company's sales have likely exceeded $100

million since 2013.

1 Plantiffs submit three volumes of exhibits in sup



As noted above, ICE/ATS relies on a variety of marketing ploys to lure consumers to call

its telemarketers. One technique is to partner with multiple computer soflware developers that

3



measures are necessary to prevent continued consumer injury, dissipation of assets, and

destruction of evidence, thereby preserving this Court's ability to provide effective final relief to

the victims of Defendants' scheme.

II. STATEM ENT OF FACTS

Since at least 201 1, Defendants have relied on an escalating series of deceptive scare

tactics to sell their computer products and services. Defendants' deceptive and misleading sales

pitches prey on consumers' fears and inexperience, and Defendants have successfully convinced

thousands of consumers to purchase unnecessary, and



1 A described below
, the scan is designedCleaner Pro, which costs between $29.97 and $39.97. s

to identify hundreds, or even thousands of problems on nearly any computer, even a computer

8that is in perfect operating condition and perform ing at its ideal capacity.

According to the Plaintiffs' expert, the scan deceptively categorizes many common and

innocuous items - including every temporary file and web browsing cookie and even some

ûû blems'' that require repair.g M any applications use temporaryW indows default settings - as pro

files as part of their normal operations, and these files do not imperil the security or perfonnance

10 sim ilarly
, web browsing cookies are commonly used for many benignof a computer.

purposes, such as keeping a user logged into an e-mail account, and typically are not a cause for

1 1 h less the PC Cleaner Pro scan counts each individual temp file and cookie asconcern. Nonet e ,

a problem, thus guaranteeing that the scan results will always show a significant number of

ddproblems'' in need of attention.

Additionally, the scan is programmed to identify whether the computer being scanned

12 I ts as a çdproblem '' eachblocks 926 specific pieces of malware
. The scan then separate y coun

13 h rticular 926 pieces of malware
, however, date back to atspecimen that is not blocked. T ese pa

least 2004 and have not been active threats in many years. Because these malware specimens

have been inactive for so long, M icrosoft does not include them as specific blocks in default

W indows installations that come pre-installed with W indows Defender, a comprehensive anti-

1 PX 30 (Kraemer Dec.) ! 14 ! 40 & Att. M p.877* PX 28 (Vera Dec.) ! 12 Att. L p. 365. PX 2 (Declaration of5 7 5 > > 5
Greg Beltran (ûûi3eltran Dec.'')) ! 6; PX 6 (Daniel Dec.) !! 3, 7,' PX 13 tprytko Dec.) !! 3, 6.
B PC Cleaner recently settled a class action suit alleging deceptive marketing of PC Cleaner Pro. PX 29 (Declaration
of John Aiken (ûlAiken Dec.'')) ! 61 & Att. AA.
9 Px 18 (Declaration of Edward F. Skoudis (ttskoudis Dec.'')) Att. A, pp. 72-73.
10 Id at p. 72.
' ' Id at p. 73.
1 2 Id

l 3 Id
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14 h t almost every computer currently in operation will fail tom alware program
. The result is t a

block these 926 malware specimens, and accordingly, PC Cleaner Pro's scan will always find at

least 926 additional dtproblems'' on nearly any computer, even though these specimens are not

15active and blocking them provides no defense against modern malware
.

As part of its investigation into the PC Cleaner Corporate Defendants, the FTC
#

downloaded the free version of PC Cleaner Pro onto completely clean computers with newly-

16 E h scan identified thousands of privacy and system ddproblems''installed operating system s. ac

17 A hot of one of the scan results
,
l'and indicated it had found malware on the computer. screens

showing 8,056 purported security or performance problems (including four instances of

malware), on a pristine FTC computer, is below:

l 4 gd
1 5 gd

16 PX 23 (Declaration of Tina Del Beccaro (çEDeI Beccaro Dec.'')) ! 6; PX 28 (Declaration of Martha W. Vera
(4çvera Dec.'')) !J 8) PX 30 (Kraemer Dec.) !! 1 1 &14.
17 PX 30 (Kraemer Dec.) ! 14 Att. A p. 693; PX 28 (Vera Dec.) !g 9 Att. L p. 364.> 7 F 5
18 Px 28 (vera Dec.) Att. L, p. 364.

6

Case 9:14-cv-81395-KAM   Document 6   Entered on FLSD Docket 11/10/2014   Page 14 of 53



(lmage 1)

After the scan identifies numerous itproblems that may decrease your computer's

performance or compromise its security,'' consumers are prompted to iigcjlick dFix All' to take

''19 h lick the ûûFix All'' button they learn that theycare of gthe problemsl now. W en consumers c ,

must ttregister'' (not purchase) the already-downloaded software. Only then does the website

finally disclose that registering the software will cost between $29.97 and $39.97.20

Although many consumers are induced to purchase PC Cleaner Pro primarily because the

11 blems '521 the PC Cleaner Corporate Defendants alsoscan overstates and m ischaracterizes pro 
,

misrepresent that the PC Cleaner Pro registry cleaner can fix those problems and othelw ise

19 See Image 1. See also PX 2 (Beltran Dec.) !g 5; PX 6 (Daniel Dec.) ! 3; PX 13 (Prytko Dec.) ! 3.
20 Px 28 (vera Dec.) !! 10-12 & Att. L, pp. 364-65. See also Footnote 7 supra regarding range of prices.
21 See

, e.g., PX 13 (Prytko Dec.) ! 3 (çtrf'he scan told me that l had thousands of errors on my computer. Even
though l had only had my computer for about one year and l had Norton (antivirus software) on my computer, the
scan results made me nervous that something was wrong with my computer. I decided to pay for the product and tix

the errors.'').
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increase computers' speed and performance.ln reality, registry cleaners like PC Cleaner Pro are

at best unnecessary and at worst can cause slower start-up times, poor application functionality,

22and random crashes - the very problems that PC Cleaner Pro claims to solve. M ore

importantly, most consumers download the program to fix the (dproblems'' identified in the scan,

23 ffect the performance or security of theand those problems either do not exist or do not a

24 h PC cleaner Corporate Defendants use the scan's deceptive results tocomputer
. ln short, t e

scare consumers into purchasing a largely unnecessa



ICE/ATS leases at least 240 toll-free telephone numbers, and the company displays these

11 M f the ICE/ATS phone numbers appear on activationnumbers in a variety of contexts
. any o

28 jpages
, like the one shown above, for particular software products, but consumers a so may

encounter ICE/ATS telephone numbers through Internet advertisements, Google search results,

her sources.29 w hen consumers call any of these phone numbers
, they are connectedor ot

directly to an ICE/ATS telemarketer, who offers to register software or otherwise assist them.

27 PX 29 (Aiken Dec.) ! 39.
28 A list of other software products known to serve as lead generators for ICE/ATS is included as Attachment EE to

PX 29 (Aiken Dec.) !! 73-74. See also PX l (Declaration of James Barnes (Etisanzes Dec.'')) 55 1-2; PX 3
(Declaration of Judy Marie Callahan Ccallahan Dec.'')) ! 4; PX s (Declaration of Robert Ernst (ççErnst Dec.'')) ! 3;
PX 1 1 (Declaration of Richard Heupel Cûl-leupel Dec.'')) ! 2; PX 12 (Declaration of Donald Holmes (lll-lolmes
Dec.'')) !(!r 3 & 49 PX 13 (Prytko Dec.) ! 3; PX 14 (Declaration of Donna Reddin (GGReddin Dec.'')) ! 4; PX 15
(Declaration of Debbie lkhodes (ttlthodes Dec.'')) ! 4.
29 See Px 29 (Aiken Dec.) !! 63-69; PX 4 (Declaration of Susan Carr (ç4carr Dec.'')) ! 2; PX 5 (Declaration of
Barbara Cheatham (ûûcheatham Dec.'') !! 1-2; PX 7 (Declaration of Ophelia Dees (çtDees Dec.'')) ! 29 PX 9
(Declaration of Gary Green (btfireen Dec.'')) ! 1; PX 10 (Declaration of Barbara Harris (çûl-larris Dec.'')) ! 3. The
FTC'S investigation revealed that the lCE Corporate Defendants also generated leads for the ICE/ATS call center by
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Before doing so, the telemarketers walk consum ers through a process that allows the

, 30telemarketers to remotely access consumers computers. Remote access gives telemarketers

control over the computers - they can move cursors, enter comm ands, run applications, and

access stored infonnation. This control amplifies the sales pitch by adding a visual element -

consumers might be more likely to trust representations that appear to be supported by something

they can see on their own computer screens.

Soon after gaining access, the ICE/ATS telemarketers offer to tkperform a quick diagnosis

''31 Then they launch into a lengthy tidiagnostic''to make sure everything is working properly.

32that includes
, among other things, evaluating the Microsoft System Configuration (msconfig)

33 I lity however
, this process is not a diagnostic testwindow and the Event Viewer. n rea ,

designed to identify the source of computer problems. Rather, it is a scripted sales pitch that

inevitably leads to the conclusion that consumers' computers are severely compromised and in

34need of immediate repair
.

partnering with well-known security companies like Panda Security to purportedly provide customer support for
specific products. For example, the telephone number that appears on Panda Security's website for çtFree US Based
telephone support'' is a number owned by the ICE Corporate Defendants. During an undercover call to that number,
an FTC investigator said that her Panda sohware was not opening. A telemarketer remotely connected to her

computer, but did not tjy to open the Panda software, let alone fix it. Rather, he launched into the scripted sales
pitch described below ln this Section. See PX 22 (Vera Dec.) !! 24-35.
30 IcE/vast telemarketers originally directed consumers to the website of LogMeln

, a third-pao  remote access
soAware program, at which point consumers would be directed to enter a code to cede control to the telemarketers.



1. M isrepresentations Regarding RRunning Services'' and dirfrace

Elements'' in the Microsoft System Configuration (msconfig)

Early on in the purported diagnosis process, the ICE/ATS telemarketers open msconfig
,

$6 i services'' and çdtrace elements-''3sand tell consumers that most software leaves behind runn ng

They then assert that these purported tltrace elements'' can build up over time and cause the

((d ded blue screen.'oti According to the FTC'S expert
, 
thesecomputer to crash, leading to the rea

içfl tl false.''37 ln reality
, the vast majority of uninstallation packages fullystatements are agran y

remove the associated software without leaving anything behind - exactly the opposite of the

' i 38 M oreover
, çdrunning services'' and ûûtrace elements'' (which istelemarketers representat ons.

not an industry term) typically have no correlation with the speed or performance of a

39 I if anything had been left behind the computer 



alleged that catastrophic consequences would result if these were not cleaned up by a tûcertified

, ,43technician
.

M isrepresentations Reearding KDamage'' and Sfrfrace Dam age'' in the
=44W indows Event Viewer

For the final step of the diagnosis, the ICE/ATS telemarketers direct consumers to the

45 A ding to the telemarketers
, this islast and most important step'' isW indow Event Viewer. ccor





and warnings on the computer. lt looked very scary. l believe there were red x's and yellow

5550 A ther consumer stated: Gtlslhe pulled up a screen that showedtriangles and a list of errors. no

a list of errors. W hen she pulled up that screen she said ûwow ' and told me I had a lot of errors

on my computer. That made me very scared because l did not realize l had errors on my

!, ,5 1
computer.

After opening the Event Viewer log, the ICE/ATS telem arketers explain that ûtthe way

that this Lthe errors and warnings in log! occurs in most cases is infections or past infections on

' ' kn trace damage.''52 They then ask whether consumersthe computer
, it s called what s own as

have security protection software. lf consumers say they do not have security software, the

telemarketers say that the purported 'ûdamage'' shown in the Event Viewer is a result of ttnot

5'53 If- consumers say they J..g. have security software, thehaving quality protection software.

telemarketers say that the security software itself is leaving behind tçtrace damage'' that builds up

ime 54 Either way
, the script Ieads to the inevitable conclusion that every computer isover t .

damaged and in need of repair.

ln reality, there is no correlation between what appears in the Event Viewer and the

55overall health of a computer. The Event Viewer is a W indows utility that logs and displays





62 if consumers already had security software on their computers
, the



None of this work was necessary, since the undercover computer was already in pristine

67condition. M oreover, the FTC expert concluded that although the cleanup utilities m ight

slightly improve the performance of the computer, the remote support utility left behind might

, f. 68



2. PC Cleaner lndividual Defendant

Cashier M yricks, Jr. aka Cashier M yrick is the principal of PC Cleaner
, Netcom3 Global

74 i tered the domains pc-cleaners
.com and netcom 3global.com and is listedand Netcom3. He reg s

75 j ks openedas the President of Netcom3 on a related website
, netcom3-pccleaner.com . M yr c

two of the three rented postal boxes that he uses as business addresses for the PC Cleaner

f dants and he likely controls the third as we11.?6 He is also aware that consum ersCorporate De en ,

are unhappy with his deceptive sales tactics for PC Cleaner Pro. In M ay 2012
, consum ers

brought a class action lawsuit against PC Cleaner alleging that the PC Cleaner Pro free trial

77version and scan misrepresented that there were errors and problems on consumers computers.

?S b t he was involved in the litigation
,

M yricks was not nam ed personally in the class action, u

hich the company recently sett1ed.79W



a day, seven days week, and sells millions of dollars of products and services each month using

82the deceptive tactics described in detail below .

ATS is a Florida Iimited liability company with its principal place of business in Boca

83 Although separately incorporated
, ATS appears to operate entirely as a dba forRaton, Florida.

ICE. lCE registered the fictitious name ûûAdvanced Tech Supporq'' and there is no indication

84that that ATS has any business operations separate from ICE. M oreover, lCE and ATS share

85the same office space
, officers and employees.

PC Vitalware, LLC (SSPC Vitalware'') is a Florida limited liability company with its

86 It is managed by the same individualprincipal place of business in Lighthouse Point
, Florida.

d fendants behind lCE and ATS and it operates out of the same location as ATS.S? PCC ,

Vitalware produces PCM RI software, which is one of 



computers through remote technical services. The website directs consumers to call a phone

92number owned by 1CE that connects consumers to the ICE/ATS telemarketers.

lCE Individual Defendants

Robert D. Deignan (ûdDeignan'') is the co-founder and CEO of ICE, the CEO of Super PC

93 H is actively involved in the operations ofSupport
, and a manager of ATS and PC Vitalware. e

these entities. For example, Deignan is a named subscriber for the hundreds of phone numbers

owned by ICE, and he used his business credit card to pay for phone numbers and domains used

94by the lCE Corporate Defendants. 





107 The researcher informed W right about complaints against the company andblocked list
.

108 ifically the researcher informed W rightsupplied him with links to these complaints. Spec ,

tûthat your company's representatives used baseless scaremongering tactics @.g., remotely

connecting to user's PCs and showing them routine errors in the W indows Event Viewer) in

order to pressure them into buying unnecessary and outrageously expensive (most quoted prices

fall in the $200-$500 range) remediation services and products.'' The researcher concluded:

(d-rhese kinds of tactics are indefensible, and we are well within our rights to provide protection

, , 1 09to our custom ers
.

D. Consumer lnjury

Defendants have used their scare tactics to bilk consumers for more than $100 million

since 201 l . According to ICE'S bank records, the 



111. ARGUM ENT

The Plaintiffs seek an exparte TRO halting Defendants' ongoing violations of the FTC

Act, the TSR, and the FDUTPA.The Plaintiffs request that the Court enjoin Defendants from

these ongoing violations, freeze Defendants' assets to preserve them for restitution to victims,

appoint a Temporary Receiver over the lCE Corporate Defendants, allow the Plaintiffs

immediate access to the ICE Corporate Defendants' business premises and expedited access to

the PC Cleaner Defendants' records, and permit limited expedited discovery. As set forth below,

and supported by the Plaintiffs' exhibits, the evidence overwhelmingly supports entry of the

proposed TRO.

A. This Court H as the Authority to Grant the Requested Relief

Section 13(b) of the FTC Act, 15 U.S.C. j 53(b), authorizes the Plaintiffs to seek, and

this Court to grant, preliminary and permanent injunctive relief enjoining violations of Section 5

of the FTC Act and tûany ancillary relief necessary to accomplish complete justice.'' FTC v. USA

Fin., L L C, 415 Fed. Appx. 970, 976 (1 lth Cir. 201 1); Al&l-Broadband v. Tech Commc 'ns, Inc.,

381 F.3d 1309, 1316 (1 1th Cir. 2004); FFC v. 1AB Af/c/g. Assocs., L #, 972 F. Supp. 2d 1307,

13l 3 (S.D. Fla. 20l 3). The Court may also enter a temporary restraining order or other

preliminary relief to preserve the possibility of providing effective final relief. FFC v. Gem

Merch. Corp., 87 F.3d 466, 468-69 (1 lth Cir. l 996); FFC v. US. Oil (f Gas Corp., 748 F.2d

1431, 1434 (1 lth Cir. 1984). Such ancillary relief is broad and may include an asset freeze to

preserve assets for restitution to victims, the appointment of a receiver, immediate access to

business premises, and expedited discovery - alI fo



B. The Evidence Justifies Entry of a Tem porary Restraining Order and a

Preliminary Injunction

ln considering a TRO or preliminary injunction under Section 13(b), this Court must:

determine the likelihood that the Plaintiffs will ultimately succeed on the merits; and (2) balance

the equities. FFC v. M B Af/c/g. Assocs., L P, 746 F.3d 1228, 1232 (1 1th Cir. 2014),. FFC v. Univ.

Health, lnc., 938 F.2d 1206, 12 l 7 (1 1th Cir. 1 9







have identified problems on consumers' computers, including viruses, spyware, system errors

and/or damage. ln particular, using Simsconfig'' and the ûûEvent Viewer'' screen as demonstrable

aids, the lCE Defendants tell consumers that their computers are likely to crash due to ddrunning

'' d ûûtrace elements'' that build up over time causing errors and computer crashes.ll6services an

As discussed in Section II.B.I & 2 above, these representations are false. ln fact, the tools

selected by the lCE Defendants and the manner in which they were used, makes it very unlikely

that the ICE/ATS telemarketers could diagnose any actual security or performance issues on

, 117
most consumers computers.

M oreover, these representations are likely to mislead consumers acting reasonably under

the circumstances. Both the PC Cleaner Defendants and the lCE Defendants go to great lengths

to trick consumers into believing that their computers are in immediate need of repair. The PC

Cleaner Defendants use a convincing ûûsystem scan'' that displays thousands of non-existent

118 h IcE Defendants not onlyproblems to induce consumers into purchasing PC Cleaner Pro
. T e

state affirm atively that consumers' computers are damaged, but they also show consumers the

errors and warnings in the Event Viewer, and misrepresent that the innocuous messages are

1 19 i this level of trickery and the number of consumers who haveactually cause for alarm . G ven

purchased their products, the Defendants' claims are likely to mislead reasonable consumers.

Finally, the Defendants' representations are material.lndeed, both the PC Cleaner

Defendants and the lCE Defendants' false representations have induced consumers to pay

'16 PX 4 (Can' Dec.) ! 3; PX 9 (Green Dec.) ! 2; PX 10 (Hanis Dec.) ! 4; PX 12 (Holmes Dec.) ! 7; PX 29
(Kraemer Dec.) !! 16-17; PX 14 (Reddin Dec.) ! 6; PX 15 (Rhodes Dec.) ! 6; PX ls (Skoudis Dec.) Att. A, pp. 75-
77; PX 28 (Vera Dec.) !( 16 & Att. A, p. 196.
117 Px ls (Skoudis Dec.), Att. A, p. 62.
118 PX 2 (Beltran Dec.) ! 5; PX 6 (Daniel Dec.) ! 3; PX 30 (Kraemer Dec.) Att. A, p. 693; PX 13 (Plytko Dec.) $ 3;
PX 18 (Skoudis Dec.) Att. A, p. 72; PX 28 (Vera Dec.) Att. L, p. 362.
119 px 4 tCarr Dec.) ! 3; PX 9 (Green Dec.) ! 2; PX 10 (Harris Dec.) ! 4; PX l l (Heupel Dec.) ! 3; PX 12 (Holmes
Dec.) ! 7; PX 30 (Kraemer Dec.) ! l7; PX 13 (Prytko Dec.) ! 4; PX 14 (Reddin Dec.) !( 6; PX 15 (Rhodes Dec.) ! 6;
PX 22 (Vera Dec.) ! 17 & Att. A, pp. 197-99.
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upwards of $750 for unnecessary computer repair services and computer security products they
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that they have idtntified problems on consumers' co



the public interest should receive greater weight.'' World Wide Factors, 882 F.2d at 347,*

World Travel Vacation Brokers, Inc., 86l F.2d at 1029. The public has a compelling interest

in halting the Defendants' unlawful and injurious conduct and preserving assets that may be

used for restitution to their victims. This interest is particularly strong because the Defendants'

conduct has caused consumer loss exceeding a hundred m illion dollars. lt is not an

unreasonable burden to require the Defendants to cease their illegal conduct and comply with

the law . The Defendants ddcan have no vested interest in a business activity found to be

illegal.'' United States v. Diapulse Corp. ofzqm., 457 F.2d 25, 29 (2d Cir. 1972) (internal

quotations and citations omitted). ln addition, it is likely that only the entry of the requested

temporary and preliminary injunctive relief will prevent the Defendants from continuing to

deceive and hann the public during the pendency of this litigation. Therefore, because the

voluminous evidence atlached to the Plaintiffs' M otion demonstrates that the Plaintiffs are
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' i domain advancedtechsuppod.com.rlz8 and (5) ICE instructs itsCorporate Defendants pr mal'y ,

129employees to tell consumers that they work for Advanced Tech Support.

In addition, PC Vitalware and Super PC Support are also interrelated with the other lCE

Corporate Defendants. Deignan and Herdsman are signatories on corporate bank accounts for

130 c vitalware produces PCM RI software
, one ofPC Vitalware, Super PC Support and ICE. P

131the products that the lCE Corporate Defendants upsell to consumers
. Super PC Support

advertises remote technical assistance on its websites and directs consumers to the ICE/ATS call

132 din ly these entities Operate as a common enterprise
, and each entity is jointlycenter. Accor g ,

and severally liable for the acts and practices of ICE, ATS, PC Vitalware or Super PC Support.

Similarly, the PC Cleaner Corporate Defendants also operate as a common enterprise.

Each of the PC Cleaner Corporate Defendants is owned and operated solely by M yricks, most

likely out of his home. He is the President of Netcom3 Global and PC Cleaner, and the CEO of

'33 i tered the domain pc-cleaners.com, a website that refers to theNetcom3. He also reg s

GIPC Cleaner Inc.m etcom3 Global lnc.''134 M  ricks also registeredcorporate entities together as 
, y

135 his website links to pc-cleaners
.com , and the domainthe domain netcom 3global.com. T

information for netcom3.com, although it is privacy protected, lists netcom3global.com as the

136 yinally
, PC Cleaner Pro, a product offered by PC Cleaner, is also available forwebsite title.

137 A dingly
, these entities operate as a commondownload on the netcom3.com website. ccor

128 PX 30 (Kraemer Dec.) Att. R. p. 935.
l29 16 (Tomich Dec.) ! 5.PX
I30 px 29 (Aiken Dec.) ! 57.
131 PX 30 (Kraemer Dec.) ! 36; PX l (Barnes Dec.) ! 6; PX 6 (Ernst Dec.) ! 5.
132 px 30 (Kraemer Dec.) !! 30-31 .
133 px 29 (Aiken Dec.) ! 30.
l34 Px 30 (Kraemer Dec.) ! 45 & Att. J, p. 843.
l35 gd at ! #g.
'36 I6l at !! 48 & 52.
'37 Px 30 (Kraemer Dec.) Att. J, p. 842.
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enterprise and each member of the enterprise is jointly and severally liable for the ads and

practices of PC Cleaner, Netcom3 Global, or Netcom3.

The Individual Defendants are Liable

The lndividual Defendants are liable for their own violations of the FTC Act, the TSR,

and the FDUTPA, as well as the Corporate Defendants



138 id for operating and business expenses
,
l3gacted as signatories on corporate accounts

, pa

140 , d jns 141responded to consumer complaints
, or registered the Corporate Defendants oma .

Plaintiffs can prove the requisite level of knowledge by showing that the individual: (1)

had actual knowledge of material misrepresentations; (2) was recklessly indifferent to the truth

or falsity of such misrepresentations', or (3) had an awareness of a high probability of fraud

along with intentional avoidance of the truth. FFC v. FlN promotions, Inc., No. 8:07-CV-

l279-T-30TGW, 2008 WL 821937, at *2 (M.D. Fla. March 26, 2008) (quotations and citation



143 i ks recently settled a large class action in thedeceptive tactics his company was using. M yr c

United States District Court for the Central District of California concerning the very deceptive

144 h the BBB forwarded consumer complaints to M yricks
.acts alleged in the Complaint. Fu14 er,

Although many of the consumers' complaints went unanswered, when the company did respond,

145 Finally Herdsman has actively participated in ICE'SM yricks provided the response
. ,

corporate affairs by being a corporate officer, a signatory on corporate bank accounts, the

LogM eln account holder, and the credit card holder who paid for numerous business expenses.lo

ln light of his extensive involvement in the business operations, he either knew about consumer



to deceptively market security software despite settling a class action lawsuit filed against

them. This conduct alone supports the inference that the Defendants will continue their illegal

conduct absent a court order. See SEC v. Management Dynamics, Inc. , 51 5 F. 2d 80l , 807 (2d

Cir. 1975) (tithe commission of past illegal conduct is highly suggestive of the Iikelihood of

future violations'').

In order to stop Defendants' unlawful activities and to preserve the Court's abilit'y to

grant the final relief sought, the Court should enter an exparte TRO that: (1) prohibits

Defendants from engaging in conduct that violates the FTC Act, the TSR and the FDUTPA', (2)

freezes Defendants' assets; (3) appoints a temporary receiver over the lCE Corporate

Defendants; (4) grants the Plaintiffs and the temporary receiver immediate access to the ICE

Defendants' business premises; and (5) authorizes limited expedited discovery.

The Court Should Stop the Defendants' Ongoing Scam

To prevent ongoing consumer injury, the Court should enter a TRO that immediately



As discussed above, this Coul't has broad equitable authority under Section 13(b) of

the FTC Act to grant ancillary relief necessary to accomplish complete justice. Amy Travel,

875 F.2d at 57l -72; FFC v. HN Singer, Inc., 668 F.2d l 107, l 1 13 (9th Cir. 1982). See also

FTC v. Five-star Auto Club, 97 F. Supp. 2d 502, 532-39 (S.D.N.Y. 2000). These requested

prohibitions do no more than order that Defendants comply with the law. M oreover, because

Defendants have continued their unlawful business practices unabated despite having notice

from hundreds of consum er complaints, an anti-virus vendor blocking a corporate domain,

and a class action lawsuit, immediate injunctive relief is necessary to protect additional



û(A part'y seeking an asset freeze must show a likelihood of dissipation of the claimed

assets, or other inability to recover monetary damages, if relief is not granted.'' Johnson v.

Couturier, 572 F.3d 1067, 1085 (9th Cir. 2009)', SEC v. First Fin. Group ofTer, 645 F.2d 429,

438 (5th Cir. 1981). In Johnson, the Ninth Circuit upheld an asset freeze because plaintiffs had

established they were ûûlikely to succeed in proving that gthe defendantl impermissibly awarded

himself tens of m illions of dollars.'' 572 F.3d at 1085. Courts have also concluded that an asset

freeze is justified where a defendant's business is permeated with fraud. See, e.g., SEC v. Manor



have, in the past two years, transferred collectively $1 0.1 million to three corporate entities

owned and controlled by the lCE lndividual Defendants, but with no obvious corporate presence

152
or purpose. ln addition, the lCE Defendants have transferred approximately $1 l .3 million to

ffshore bank account in Canada in the name of lCE Venture Capital Corporation.ls3 Thesean o

transfers indicate a serious risk that the Defendants' funds may disappear quickly and that

corporate assets in the US might already be insuffi
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4. The Court Should Grant Expedited Discovery, Turnover of Business

Records, and lmm ediate Access to the 1CE Corporate Defendants'

Business Prem ises

ln order to locate documents and assets related to the Defendants' scam, the TRO should

authorize the Plaintiffs to engage in expedited discovery, order the turnover of the PC Cleaner

Defendants' business records, and allow the Plaintiffs and the temporary receiver immediate

h lCE Corporate Defendants' business premises and records.155 This relief is criticalaccess to t e

to the Plaintiffs', the receiver's, and the Court's ability to understand fully: (a) the scope of

Defendants' business operations, their tinancial status, the participants involved, and their roles

in the scheme; (b) the full range and extent of the Defendants' 1aw violations; (c) the identities

of injured consumers; (d) the total amount of consumer injury; and (e) the nature, extent, and

location of the Defendants' assets.

M oreover, this relief is also necessary to protect against evidence destruction. As

explained more fully in the Rule 65(b) Declaration of Counsel Colleen B. Robbins (ttRobbins

Certification''), in the FTC'S experience, it is likely that the Defendants will take steps to destroy

documents that relate to their scams. The proposed order includes provisions designed to grant

' documents before they can be destroyed.ls6 courts in this District haveaccess to Defendants

157 A dingly
, the Court should enter agranted exparte TROs that include these provisions. ccor

temporary restraining order granting the Plaintiffs and the receiver immediate access and

authorizing a turnover of business records and limited expedited discovery.

155 The Plaintiffs are seeking a turnover of business records provision for the PC Cleaner Defendants because

M yricks does not appear to have a business premise, and likely operates his business out of his home.
156 District courts have broad and flexible authority in equity to depart from routine discovery procedures and

applicable time frames, particularly in cases involving the public interest. See Fed. R. Civ. P. 26(d), 33(a), 34(b);
Porter v. Warner Holding Co., 328 U.S. 395, 398 (1946).
ls7 s te 1 lgee 3'N#rJ no .

41
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The Court Should Issue the TRO Ex Parte

The substantial risk of asset dissipation and document destruction in this case, coupled

with Defendants' ongoing and deliberate statutory violations, justifies exparte relief without

notice. Federal Rule of Civil Procedure 65(b) permits this Court to enter exparte orders upon a

clear showing that ddimmediate and irreparable inju



160 I ddition he has failed to implement changes to the PCprior FTC order with this conduct
. n a ,

161 h ICE DefendantsCleaner Pro software scan required by a recent class action settlement
. T e

continue to operate in the same deceptive manner despite numerous complaints from the BBB, a

revocation of their BBB accreditation due to excessive complaints, and a security company

162blocking their primary domain due to complaints.

M oreover, both the PC Cleaner Defendants and the ICE Defendants have used numerous

techniques to hide their identities from consumers. For example, the PC Cleaner Defendants list

three different çdcorporate'' addresses on their publicly-available websites and corporate

163 The ICE Defendantsdocuments but
, in reality, those addresses are merely post office boxes.

ftware and security companies to direct consumers unknowingly to their call center.'64 AsPay SO
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169Defendants
. Under these circumstances, there is a strong likelihood that Defendants would

conceal or dissipate assets absent exparte relief. As such, it is in the interest of justice to

provide the requested exparte relief to prevent the dissipation of assets or the destruction of

evidence, which in turn will maintain the status quo and preserve this Court's ability to award

full and effective final relief.

1V. CONCLUSION

The Defendants do not operate a legitimate business. The Defendants team up to dupe

consum ers into believing that their computers are in immediate need of repair in order to sell

them expensive and unnecessary computer repair services. ln order to put an end to these

unlawful practices, the Plaintiffs request that this Court grant the Plaintiffs' motion for an ex

parte TRO and ancillary equitable relief.

Respectfully submitted,

JONATHAN NEUCHTERLEEQ

General Counsel
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