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l. INTRODUCTION

Plaintiff Federal Trade Commission (“FT@F “Commission”) respectfully requests that
the Court halt a technical suppscam that has bilked tensthousands of consumers
throughout the United States out of milliawfsdollars by creating and then exploiting
consumers’ fears about vulnbitities in their computers. Defendants trick consumers into
calling their telemarketing boiler rooms usimisleading internet search engine-based
advertising (“internet ads”) and popup warnimgssages (“popups”). Once they get consumers
on the telephone, Defendants misrepresent #fidiation with well-known U.S. technology
companies. Next, they convince consumers to allow them to remotely access consumers’
computers. Once they have control over thematers, they scare consumers into believing that
the computers are infected withiuses, spyware, or other malware, are being hacked, or are
otherwise compromised. Then, thesddle their computer security technical spport services
(collectively, “technical suppogervices”) and charge consuméundreds or even thousands of
dollars for these unnecessary services.

Because Defendants operate a pernicioussetirat has inflicted and continues to
inflict significant harm on unsuspecting consuméhe FTC seeks a temporary restraining order
that halts Defendants’ unscrupulous busineastfmes, freezes assets, and preserves evidence,

among other things. Defendants’ widespreat @arsistent patterof lies and deception,

! The FTC submits 70 exhibits in supportitsfMotion, includingsworn declarations
from consumer victims, an FTC investigatano conducted and recad undercover calls to
Defendants while posing as a consumer, a esen@and informatiosecurity expert who
analyzed the data generated from the underamlés, and representatives of U.S. technology
companies. The exhibits also include busimkssiments obtained from third-party entities.
Exhibits are marked with and cited as “f¥Ximber]” and, where appropriate, followed by a
unique document identifier and/or the page numpei@®clarations are cited as “PX [number],
[name] Decl., T [number], Attacfetter].” Transcripts of ta undercover calls conducted by the
FTC are cited as “PX [number], [Call One T@all Two Tr., or Call Three Tr.], pp:In1-In2,”
where “pp” is the page number, “In1” is the ficsted line, and “In2” is the last cited line.
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coupled with their efforts to hide themselvesndastrate their willingnegs violate the law and
to disregard such a temporary restraining ordinr. this reason, the FT€geks this preliminary
relief ex parte. Granting the FTC’s Motion would previeiurther harm to consumers and would
preserve the Court’s ability to grant effective final relief.



operated by Defendant George SaaB4S-CT usesww.click4support.net

www.ubertechsupport.cofrandwww.tekdex.com as its business websites. As detailed below,

C4S-CT deceptively markets and sells techrscglport services to consumers throughout the
United States.

DefendaniSourceUSA LLC (“iSourceUSA") is a Pennsylvania limited liability
company formed on September 3, 2013, with itisggpal place of business at 12 Penns Trall,
Suite 12200, Newtown, Pennsylvania, and itdlas been doing business as “Click4Support”
since at least October 27, 2014, and as “BBECHSUPPORT” (or “Uber Tech Support”)
since at least May 13, 20#5iSourceUSA is owned and operated by individual Defendants
George Saab, Chetan Bhikhubhai Patel, amdjfatel and by corpate Defendants Innovazion
Inc. and Spanning Source LLI*CiSourceUSA uses or has usssleral other addresses in
Pennsylvania and New Jersey, all of which Defnt Spanning Source LLC also uses or has

used™® iSourceUSA usesww.click4support.cort andwww.ubertechsupport.coras its

business websites. As detailed below, i8eWSA deceptively markets and sells technical
support services to consuménsoughout the United States.
Defendaninnovazion Inc. (“Innovazion”) is a Connecticut cporation organized on

June 28, 2011, with its principal place of busiresk2 Main Street, Suite 1, Essex, Connecticut,

* See, infra, Section II1.C.2.

® PX 18 (copy ofvww.click4support.netaptured on Apr. 20, 2015).

® PX 20 (copy ofvww.ubertechsupport.cocaptured on June 9, 2015). C4S-CT directs
consumers to this website to complete purchase transaciemBX 1, Vega Decl., 11 55, 66.

" Within www.click4support.neandwww.ubertechsupport.cgneonsumers can click on
“Log a Ticket,” which directs consumerswavw.tekdex.com See PX 21 (copy of
www.tekdex.conmas captured on Apr. 21, 2015).

® PX 25.

% 1d.

191d.; see also PX 6, p. 6.

1 PX 17 (copy ofvww.click4support.contaptured on Apr. 20, 2015).

12px 20. Like C4S-CT, iSourceUSA direaisnsumers to this website to complete
purchase transactionSee PX 1, 11 87-88.







DefendanBruce Bartolotta, also known as “Bruce Bart,"24



This Section details: (A) how the Defendalut®e consumers into their scheme; (B) the

Defendants’ false representations; (C) the ealeh Individual Defendant has played in the



appeared while consumers visitedtdkparty websites on the interrfétand some displayed the
logo of a legitimate U.S. technology compdhyThe popups remained on consumers’ computer
screens, advised them about a purported pmokigh their computers—such as a virus,
malware, or some other vulnerhityi—and instructed tém to call the telephone number listed in
order to resolve the probleth.When consumers dialed théefghone number listed, they were
connected to Defendants’ telemarkeférsn some instances, Defendants’ popups made
consumers believe that their cpaters were truly infected andatithey were calling a legitimate
U.S. technology company to address the probffem.

B. Defendants Make False Representations to Trick Consumers into Purchasing
Their Technical Support Services.
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Logs myself, | found no issu@s concern on the system. 2" Indeed, the FTC undercover
computer used during all three undercover calls fnee of viruses, spyware, malware, or other
security or performance issuasthe time of the calfS. Defendants’ representations about the
“Error” and “Warning” messages are fafSe.

b. Defendants use the computer’s System Configuration to scare consumers
into believing that “Stopped” services are evidence of computer viruses or
other problems.

Another trick that Defendants use is tmw the computer’s System Configuration and
claim that problems in the computer havesalia number of Windows services to stop
working®® For instance, during Call Two, Defendarédemarketer claimed that the “critical
errors and warnings” he found in the Event VieWad caused the “Stopgeskrvices in System
Configuration®® He explained, “[B]ecause you are gettthgse errors and warnings, there are a
lot of Microsoft services whitare getting stuck day by da{f’and added, “I'll have to remove
all of these critical errorsnal warnings, along with that, 1 Y@ to activate these Microsoft
services.*! In Call Three, Defendants’ telemar&eprompted System Configuration, which

showed several “Stopped” services, and he claitimaid‘a small glitch irthe registry and some

junk files” were causing thcomputer to run slowlf.

®1d., 1 31.

°®1d., 11 10, 13, 22, 30, 44¢e also PX 28, 1 8.

7 pPX 35, Exh. A, 1 31¢f. PX 44, Attach. A (“[After Defadants’ ‘repairs,’] [t|he event
viewer still has warnings [] whichresearched and they are harmless.”).

%8 See PX 40, Attach A.; PX 42, 1 4; PX 44, Attach. A; PX 55, Attachsek;also PX 1,
1 60.

®9pPX 1, 1 61 & Attach. G (screenshot of 88ped” services in System Configuration).

OPX 1, 1 61see generally PX 31, Call Two Tr., 15:19-16:24.

TpX 1, 162.

21d., 186;see generally PX 32, Call Three Tr., 17:14-18:17.
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In fact, information about the Microsoftrsees displayed in System Configuration—

including the “Stopped” serviceswould not indicate a securitgsue or a computer problefh.
As Mr. Pomeranz explains, “It is normal for sees that are not needed to be in the ‘Stopped’
state and [this] in no way indicatesatiihere is a problem on the systeth.Defendants’ claims
about the “Stopped” services are fai3e.
c. Defendants use the computer’s InterneProperties to scare consumers
into believing that “Untrusted” and “Fraudulent” certificates are
evidence of computer hackes or security breaches.

Defendants also frighten consumers bynegllihem that there are hackers in their
computers® One trick that Defendants use issttow a number of “Untrusted” and
“Fraudulent” certificates in the computer’s IntetProperties and claim that these are evidence
of hacking or security breaches. For examipl€all Two, Defendants’ telemarketer opened
Internet Properties, highlighted a numbéthese seemingly problematic certificatéand told
the FTC investigator, “Thes®e the security breache€an you see that? Fraudulent,
untrusted...[you] have a lot of fraud® Then, when the FTC investigator told the telemarketer
that he has a Google email account, the telketer highlighted on the computer screen a

certificate identified as “www.google.od and labeled as “Fraudulent” While doing this, the

telemarketer said that “[G]mail [was] gettindraudulent [activity] as well because there is no

3 PX 35, Exh. A, 1 29.

"1d. (“Indeed, if all of the listed services wamgning at the same time, that would be a
probler7n5 because the system would run very slowly!”).

Id.

"®See, e.g., PX 40, Attach. A; PX 41, Attach. BX 43, Attach. A; PX 46, Attachs. A-B;
PX 47, Attach. A; PX 48, 1 3; PX 49, 1 4; PX §15; PX 52, Attach. A; PX 57, Attach. A; PX
58, 1 4; PX 59, Attach. A; PX 60, Attach. A; B4, 1 5; PX 62, 1 5; PX 63, Attach. A; PX 64,
Attach. A; PX 65, Attach A; PX 70, Attach. C.

""PX 1, 1 63 & Attach. H (screenshot of “bmsted” and “Fraudulent” certificates in
Internet Propertiesyee generally PX 31, Call Two Tr., 17:5-18:8.

8pPX 1, 163.

d.
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securities.... So, we have tafi.all these things from the bottomong with that, we have to
get the security, as welf®

Despite their alarming labels, the certificalisged in Internet Properties in no way
indicate the presence of hackers or security e the computer; iatt, the certificates are
a form of consumer protection designeghtevent computer users from sending their
information to untrusted web locatioffs Defendants’ representations about the “Untrusted” and
“Fraudulent” certificates are fal$&.

d. Defendants show other areas of the computer to scare consumers into
believing that they have computer virses, spyware, malware, or hackers.

Apart from the Event Viewer and Systemr@iguration, Defendants show other areas of
the computer to scare consumers about viresether unwanted fitein their computer®® For
example, in Call One, Defendants’ telemarkepemsnpted the computer’s Prefetch folder and
told the FTC investigator that there wapam” causing the computer to run slowtyThis was

false®® In Call Two, another telemarketer promgthe computer's Temp folder, clicked on a

804,

81 pX 35, Exh. A, 1 33.

81d. (“When the investigator admitted aving a Gmail account, the representative
used the untrusted www.google.com certificatpecsonalize the teat further. The
representative’s statamnts are false.”).

83 See PX 44, Attach A; PX 45, 11 6, 8; PX 4&ttach. A; PX 50, Attach. A; PX 53,
Attach. A; PX 54, Attach. A; PX 58, { 4; PX 60, Attach. A.

8 pX 1, 152. A similar exchange occurred in Call Thrige. 1 86.

8 see PX 35, Exh. A, 1 30 (“Spam’ is generally defined as unwanted email messages,
and this directory has nothing to do with éimaessages. The Prefetch directory contains
cached information designed to help the operating system load programs more quickly. The
representative’s implication that the filestims directory are somelomaking the system run
more slowly is clearly false.”).

13



text file, and told the FTC investigator, 84 see that these are the viruses, malw&Pe3tiis,
too, was falsé&’

Similarly, Defendants show consumers othgpects of the computer, apart from the
certificates in Internet Properties, to convitltem that there are haais in their computefs.

To heighten consumers’ despwa, Defendants told them that the hackers in their systems are
stealing their personal information and identiffedn some instances, Defendants also showed
consumers purported news artgckbout public figures and fams celebrities, who had been
hacked, to drive home their poiit.

In fact, Defendants’ represiions about detecting virusespyware, malware, and
hackers in consumers’ computers are simpllawful misrepresentations. Nevertheless,
Defendants engaged in these scare tacticeetite a sense of urgency in consumers and
ultimately to convince consumers that they neddef@ndants’ services. In numerous instances,

Defendants succeed&d.

%px 1, 164.
875ee PX 35, Exh. A, 1 34 (“Ironically, thislé was an installation log from the
Symantec Endpoint Protection Suit8o rather than showiraqy viruses or malware on the
system, the representative was actually disptaproof that software was installed on the
system to help protect against these thre@ke representative’sagements are false.”).
8 see, supra, Footnote 76.
89 See, e.g., PX 46, Attach. B (“He informed me that numerous hackers had access to all
our...credit card numbers, passwoadsl other information whicheuld allow them to steal our
financial accounts.”); PX 52, Attach. A (“They...shesvme | had a foreign IP address and my
identity could be s Tc-.t[(a...PX 52, Attdch. A (“T.47 0 T11-.0001 Tc .0001 Tw ( PX 3[(hey...s[H]e fore

14



One consumer recalled becoming suspiciodssitand told the telemarketer, “[M]aybe |
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rendering these actions unnecess3hiNext, the technician remogehe security suite already
installed on the FTC computer and replaced thwi different security program, which is
functionally equivalent and prides “no improvement in the security of the syst&m=yet
another unnecessary action.

Even worse, some of Defendants’ actidnsing the “repair process” had a negative
impact on the FTC computer’s performance agxligty. For example, Defendants’ technician
deleted the files in the Prefetch folder, whigould cause computapplications to launch
“slightly slower.™®? Next, the technician uninstalléfle computer’'s Mozilla Maintenance
Service program, which prevents automatic tpsta-including securitfixes—to the Firefox
web browser®® Finally, the technician disabled seaktypes of important operating system
warnings, including warninggaut virus protection and autotraupdates to the computer’s
operating systert?* This “hurts the overalleurity of the operating systerf®

Based on Mr. Pomeranz’s analysis of Defertslarepresentatiorsnd actions during the
undercover calls, he opines, “Despite the represeagi claims to theontrary, there were no
security issues with ghinvestigator’'s PC at the time tbie undercover calls. Given this fact,

none of these actions were necessaty.Regarding Defendants’ spic actions in Call Two,

10px 35, Exh. A, 11 41-42, 44,

1911d., 1 47 (“The customer paid for a produaitthe did not need and which does not
make his system any more sectlran it was prior to the call.”if. PX 51, 1 6; PX 52, Attach.
A; PX 63, Attach A; PX 69, p. 3.

192px 35, Exh. A, 1 45. In some instances, Defendants deleted consumers’ important
programs and filesSee, e.g., PX 44, Attach. A (“My Wondershe software was completely
deleted w/all my projects!!!); PX 63, Attach.(ALater | found out that they deleted my entire
list of business phone numbers.”).

193px 35, Exh. A, 1 46 (“[Dlisabling the autmtic update feature for Firefox hurts the
overall security of the systemther than enhancing it.”).

1945ee Compl., Attachs. E-F (screenshotg@thnician disabling the important
warnings).

195px 35, Exh. A, 1 48.

%14, 7 13.
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least one foreign entity associateith Innovazion’s vice presideft® Further, the statements
show that this account has been used to palgusiness expenses related to, among other things,
website serviced.¢., GoDaddy.com), remote-access servites (ogMeln.com ), as well as
payments to third parties made by Bartolotta hinsélf.

Bartolotta has applied for and obtainedeatst one merchant payment processing account
(“merchant account”) for Innovazion, evparsonally guaranteeing the accotiitA merchant
account is essential to any business that svianaccept and process card payments; indeed,
without it, Defendants could not have chargedsumers’ credit or debit cards. The bank
opened the merchant account on November 19, Xut4erminated it shortly thereafter, on
December 10, 2014, because Innovazion wasagl on MasterCard’s MATCH Systéf.

Bartolotta is also involved in Defendantslephone services. Either personally or

19
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least 2013 These complaints describe in det@ihsumers’ experiences with Defendants’
scheme. Throughout the complaint process,dBath remains the main contact with the BBB
and receives all related mespondence, including communications from consuffirs.

2. Defendant George Saab is personallgnd extensively involved in the
scheme.

Defendant Saab is an owner and officeiSourceUSA and Spanning Source and is a
business manager of C4S-&#F.In addition to the authority drresponsibilitiesnherent in his
positions, Saab’s broad involvement inclad®efendants’ (1) banking and finances,

(2) consumer complaint handgj, and (3) and office leasing.

Saab is involved in Defendants’ banking diméinces. He is an authorized signer for
multiple Spanning Source bank accounts, at times signing his name as the company’s
“President,” “Founding Partnerdnd “Managing Member/Partnel®* He is also an authorized
signer for a number of iISourc84 bank accounts, at times signing his name as a “Managing
Member/Partner™®? As an authorized signer, Saab hamiicant control over the movement of
Defendants’ funds in and out of these accotfits.

Either on his own or with others, Saab haglied for and obtained merchant accounts
for Spanning Source. In June 2012, Saab oldarmaerchant account for Spanning Source that
eventually allowed Defendants to process millions of dollars in consumer paytielnts.

February 2014, Saab applied for another mercaerdunt for Spanning Source with a different

21



bank, designating himself as the authorizegher for the account and using an iSourceUSA
account as the payment soutte.

In addition to controlling the money, Saab has handled and resolved consumer

22
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D. Corporate Defendants Operate as a Common Enterprise.

Defendants C4S-CT, iSourceUSA, Innovaziamg &panning Source have operated as a
common enterprise while engagingtie illegal acts and practicdescribed above. As detailed
above, Defendants have condudieeir business practices througih interrelated network of
companies that have common or shgf8cdwners, officers, and employe8%(2) office

locations and business addres$ésnd (3) business websitéslephone numbers, and

25



paying for unnecessary technicapport services. For exampleefendants have also operated

as “Click4Fix” and “CleanAndFastP&® using the websitesww.click4fix.net® and

www.cleanandfastpc.caM® Defendants own and operate these two webSiteBoth list the

same telephone number listedamvw.click4support.conandwww.c4sts.comthus funneling

consumers to the same group of Defenislatelemarketers and “techniciar€® Financial
statements show that Click4Fix generatgdr $20.3 million in gross revenues during 2012
through 201473

Defendants have also taken steps to minimifgrimation about them that is available to

the public. For example, theygistered their newest websiteww.ubertechsupport.comwith a

privacy protection service, making it impossible éonsumers to learn who is responsible for
the websité/* On at least two separate occasj@eab falsely denied to the BBB the
connection between C4S-CT and iSourceUSABBB records show that, beginning in February
2015, Defendants stopped responding to consaomaplaints and ignored refund requests; in
fact, Defendants have never responded toptaints filed against Uber Tech SuppBft.On
September 22, 2015, a representative of CF#3egged into the BBB business portal and

removed the publicly-viewablegal name of the compamyd two business contacts.

188 Spanning Source has also used the fictitimarse “Live Tech Help,” and iSourceUSA
has also used “Security Square” and “Support Square.” PX 7, pp. 14-18, 25-26.

199 px 33 (copy ofvww.click4fix.netcaptured on June 18, 2015).

10px 34 (copy ofvww.cleanandfastpc.cowaptured on June 18, 2015).

71px 11, GD 000140, 142.

172 Compare PX 33, PX 34with PX 17, PX 19.

3px1,909.

174 px 23;see also PX 1, 1 22.

15px 13: PX 14, pp. 25-26.

178 gee, e.g., PX 68, 1 12. Based on the FTC's revigiicomplaint files produced by the
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F. The Consumer Injury Inflicted by Defendants is Significant and Ongoing.

During 2013 and 2014, Defendants trickeshsumers into paying them $17,900,3%4.
This resulted from 55,966 sal&ansactions completed within only a 23-month petfddrhese
figures were derived from only two of Defendsimherchant accounts, and the FTC believes that
Defendants have used other merchant accountstefidne, the total consumer injury inflicted by
Defendants is likely greater than $17.9 millih.

Further, Defendants have a demonstrated lyigtbiransferring at last part of their ill-
gotten gains oversed¥. For example, the FTC'’s forensic accounting analysis shows that,
during January 2013 to August 2014, Defendants aiguhat least 73 wireansfers totaling
over $4.6 million to financial institutions in Indt& The beneficiary of these wire transfers was
an Indian entity named Innovazion Research Private Limited.

The FTC has received approximately 444 corssucomplaints filed against Defendants,

and it continues to receive complaifit. The complaints with sufficient details confirm the

178 Defendants processed payments totaling $9,207,167 using one merchant account and
$8,693,157 using another merchant accoSe¢.PX 1, 11 9-10.

179 Defendants processed 33,104 sales tramsactising one merchaaccount (during
January 2013 to February 2014) and antamtil 22,862 sales transactions using another
merchant account (during February to November 203¢8.PX 1, 11 9-10.

180 fact, the FTC knows of at least onenkahat Defendants have used to process
payments, and the FTC believes that Deferslhate processed over $11.7 million (39,986 sales
transactions) through this badkring April 2014 to July 2015See PX 1, 1 8. The FTC did not
request information from this bank because its pakgjuires the disclosu such requests to
its customers. Such disclosure would halezted Defendants of¢H=TC'’s investigation.

181gee PX 16, George Decl., 9. Defendants iSourceUSA, Innovazion, and Spanning
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pattern of deceptive and unlawfulactices that Defendants engage in to induce consumers to
pay for Defendants’ services.

IV.  ARGUMENT

In the interest of immediately protectingrsumers, the FTC seeks a TRO, which would
temporarily accomplish, among other things, tHe¥ang: (1) enjoin Defendants from making
misrepresentations to consumers; (2) freeze Dafestassets; (3) appoint a temporary receiver

over the Corporate Defendants);(@llow the temporary receivand the FTC immediate access
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the power to grant ancillary refisecessary to preserve the possibility of effective final ré&fief.
Indeed, “a court’s equitable poveesissume an even broader amate flexible character when
the public interest is involved® Such ancillary relief coulihclude a temporary restraining
order and a preliminary injunci that enjoins decépge and unfair busirss practices, freezes
assets for consumer restitution, appoints gtaary receiver, and alless immediate access to
business premises, among other thifigs.

This Court and others in thenird Circuit and throughout theation have issued the type
of preliminary relief the FTC seeks héré. This includes courts that have entered TROs in
numerous “tech support scam” casegifiy the FTC and its state partn&tssimilar to this

action—while helpful to the Court,
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B. The FTC Meets the Requirements t@btain the Requested Relief.
To obtain a temporary restraining order, th&CHMust demonstrate that (1) it is likely to
succeed on the merits of its case and (2) thitiesjfiavor the granting of preliminary relief
In balancing the equities, the public interiesaddressing law viotaons commands greater
weight!®* Further, unlike private litigants, the FHBes not need to show irreparable injtiy.
Here, the FTC meets both requirertseto obtain the Proposed TRO.
1. The FTC demonstrates an overwhelming kelihood of success on the merits,

showing that Defendants have violate&ection 5(a) of the FTC Act, CUTPA,
and Pa UTPCPL (Counts I-Il and V-X).

An act or practice is “decep8V where a material representation, practice, or omission is

likely to mislead consumers actingasonably under the circumstant®sA representation is
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fact that they had no idea whether the consunearsputer had viruses, spyware, malware, or
hackers.

Finally, these representatioare likely to mislead consungeacting reasonably under the
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their assets from dissipation or concealméfit.Indeed, “a court of equity is under no duty to
protect illegitimate profits or advance lnmsss which is conducted [illegallyf?

On one hand, the public interest inogbing Defendants’ unlawful conduct and
preserving assets to enable this Court to enter effective final relief carries great weight. The
evidence demonstrates that Defendants have takkons of dollars from tens of thousands of
consumers through sheer decepfidnit also shows that Defendants are continuing to do this
with deliberate guilé® causing ongoing consumer harm, while also shielding their ill-gotten

gains offshoré?* On the other hand, Defendants have gditeate interest in continuing their
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employees, (4) shared offices, (5) shared dveg and marketing, (6) commingling of funds,
and (7) evidence which reveals that no real distinction existed between the corffanies.
“Inasmuch as no one factor is controlling, counisst consider ‘the pattern and frame-work of
the whole enterprise... 2%

As detailed above, Defendants C4S-CueUSA, Innovazion, and Spanning Source
have conducted their businessotigh a network of interrelatedmpanies that have common or
shared (1) owners, officers, and employeesoffice locations anthusiness addresses,

(3) business websites, telephone numbers, antaeketers used to solicit consumers, and
(4) bank accounts and commingled fuAsTherefore, these Corporate Defendants are jointly

and severally liable for eadther’s law violations.

5. The Individual Defendants are personallyliable for injunctive and monetary
relief.

Individual Defendants Bartolott&aab, C. Patel, and N. Patel are liable for their own
violations of the FTC Act as well asaiCorporate Defendantshlawful practices.

An individual defendant is personally liabte injunctive and monetary relief based on
corporate violations of the FTC Act if “(1) hergiaipated directly in te deceptive acts or had
the authority to control them and (2) he had kisalge of the misrepresentations, was recklessly

indifferent to the truth or falsity of the mismgsentation, or was awané a high probability of

227 5ee NHS Sys., 936 F. Supp. 2d at 53BTC v. Wash. Data Res., 856 F. Supp. 2d 1247,
1271 (M.D. Fla. 2012) (“If the structure, organipa, and pattern of a business venture reveal a
‘common enterprise’ or a ‘maze’ of integrateadsiness entities, the Federal Trade Commission
Act disregards corporateness.”).

228 ETC v. Consumer Health Benefits Assoc., 10-CV-3551 (ILG), 2011 U.S. Dist. LEXIS
92389, at *15-16 (E.D.N.YAug. 2, 2010) (quotin®el. Watch Co. v. FTC, 332 F.2d 745, 746
(2d Cir. 1964) (per curiam)).

229gee, supra, Section 11.D.
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fraud along with an intentiohavoidance of the trutt?® Authority to control the deceptive acts

can be demonstrated by the individual’'s active invol
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C. The Scope of the ProposeBx Parte
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2. The Court should freeze Defendants’ assets and order their transfer to the
United States to preserve the possibility of providing restitution to
Defendants’ victims.

Second, the FTC seeks preliminary relief gesd to help ensutbee possibility of
providing restitution to the victims of Defendanécam. As explained above, and in the
Certification of Plaintiff FTC Counsel PursuadontFederal Rule of Civil Procedure 65(b) in
Support ofEx Parte Motion for a Temporary Restraining Order ddParte Motion to Seal
Entire File (“Rule 65(b) Certi€ation of Plaintiff FTC Couns8)l, Defendants’ unlawful business
practices and deliberate attemptsomceal their identitiead the FTC to believe that Defendants
will dissipate or conceal their ass@nce they learn of this aati. Further, Defendants’ have a

demonstrated history of traferring at least paof their ill-gotten gains overse¥.
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steps that would preclude thepatriation of those assété. Moreover, the Proposed TRO
includes several provisions governing the duties @uthority of a cottappointed temporary

receiverr™?
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