
 

Page 1 of 2 
Notice of Lodging  

 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

  

  

  

BENJAMEN C. MIZER 
Principal Deputy Assistant Attorney General 
Civil Division 
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Judgment.  As evidenced by the signatures thereon, all parties have agreed to the terms of 

the proposed Stipulated Order. 

Dated:  December 17, 2015 

      Respectfully submitted, 

FOR THE FEDERAL TRADE  FOR PLAINTIFF 
COMMISSION:    THE UNITED STATES OF AMERICA: 
 
MANEESHA MITHAL   BENJAMEN C. MIZER 
Associate Director    Principal Deputy Assistant Attorney General 
Division of Privacy and Identity  Civil Division 
Protection      
      JOHNATHAN F. OLIN 
MARK EICHORN    Deputy Assistant Attorney General 
Assistant Director     
Division of Privacy and Identity  MICHAEL S. BLUME 
Protection     Director 
      Consumer Protection Branch 
MEGAN COX     
Attorney     ANDREW E. CLARK 
Division of Privacy and Identity  Assistant Director 
Protection      
Federal Trade Commission      /s/ Jacqueline Blaesi-Freed               
600 Pennsylvania Avenue, N.W.  Jacqueline Blaesi-Freed 
(202) 326-2282    Trial Attorney, Kansas Bar No. 25455
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3. Defendant neither admits nor denies any of the allegations in the Complaint, 

except as specifically stated in this Order.  Only for purposes of this action, 

Defendant admits the facts necessary to establish jurisdiction.   
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1. �5�H�F�H�L�Y�H�V���Q�R�W�L�F�H���R�I���W�K�H���R�S�H�U�D�W�R�U�¶�V���S�H�U�V�R�Q�D�O���L�Q�I�R�U�P�D�W�L�R�Q���F�R�O�O�H�F�W�L�R�Q�����X�V�H����

and disclosure practices; and  

2. Authorizes any collection, use, and/or disclosure of the personal 

information. 

G. �³�2�Q�O�L�Q�H���F�R�Q�W�D�F�W���L�Q�I�R�U�P�D�W�L�R�Q�´���P�H�D�Q�V���D�Q���H-mail address or any other 

substantially similar identifier that permits direct contact with a person 

online, including but not limited to, an instant messaging user identifier, a 

voice over internet protocol (VOIP) identifier, or a video chat user identifier. 

H. �³�2�S�H�U�D�W�R�U�´���P�H�D�Q�V���D�Q�\���S�H�U�V�R�Q���Z�Ko operates a website located on the Internet 

or an online service and who collects or maintains personal information from 

or about the users of or visitors to such website or online service, or on 

whose behalf such information is collected or maintained, or offers products 

or services for sale through that website or online service, where such 

website or online service is operated for commercial purposes involving 

commerce among the several States or with one (1) or more foreign nations; 

in any territory of the United States or in the District of Columbia, or 

between any such territory and another such territory or any State or foreign 

nation; or between the District of Columbia and any State, territory, or 

foreign nation.  Personal information is collected or maintained on behalf of 

an operator when: 
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cookie, an Internet Protocol (IP) address, a processor or device serial 

number, or unique device identifier; 

8. 
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IV. COMPLIANCE REPORTING  

IT IS FURTHER ORDERED that Defendant make timely submissions to 

the Commission: 

A. One year after entry of this Order, Defendant must submit a compliance 

report, sworn under penalty of perjury.  In such report, Defendant must: 

 1. identify the primary physical, postal, and email address and telephone 

number, as designated points of contact, which representatives of the Commission 

and Plaintiff may use to communicate with Defendant;  

 2. identify all of Defendant�¶s businesses by all of their names, telephone 

numbers, and physical, postal, email, and Internet addresses;  

 3. describe the activities of each business, including the goods and 
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7. provide a statement setting forth in detail the means provided for 

parents to review the personal information collected from their children and to 
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_____�´ and supplying the date, signatory�¶s full name, title (if applicable), and 

signature. 

E. Unless otherwise directed by a Commission representative in writing, all 

submissions to the Commission pursuant to this Order must be emailed to 

DEbrief@ftc.gov or sent by overnight courier (not the U.S. Postal Service) to:  

Associate Director for Enforcement, Bureau of Consumer Protection, Federal 

Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC  20580.  The 

subject line must begin:  United States v. LAI Systems, LLC. 

V. RECORDKEEPING  
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representation made directly or indirectly by Defendant regarding collection, use, 

and disclosure practices pertaining to personal information.  Each webpage copy 
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SO STIPULATED AND AGREED:  
 
FOR PLAINTIFF 
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FOR DEFENDANT:  
 
 
 
 
_____________________________________ Date:  __________ 
DAVID ANDERSON 
EDWARD GLYNN JR. 
Locke Lord LLP 
300 South Grand Avenue, Suite 2600 
Los Angeles, CA 90071 
Tel: (310) 860-8710  
Fax: (310) 860-3800 
David.anderson@lockelord.com 
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profile on a specific individual, or for 
any other purpose. 

Third party means any person who is 
not: 

(1) An operator with respect to the 
collection or maintenance of personal 
information on the Web site or online 
service; or 

(2) A person who provides support for 
the internal operations of the Web site 
or online service and who does not use 
or disclose information protected under 
this part for any other purpose. 

Web site or online service directed to 
children means a commercial Web site 
or online service, or portion thereof, that 
is targeted to children. 

(1) In determining whether a Web site 
or online service, or a portion thereof, 
is directed to children, the Commission 
will consider its subject matter, visual 
content, use of animated characters or 
child-oriented activities and incentives, 
music or other audio content, age of 
models, presence of child celebrities or 
celebrities who appeal to children, 
language or other characteristics of the 
Web site or online service, as well as 
whether advertising promoting or 
appearing on the Web site or online 
service is directed to children. The 
Commission will also consider 
competent and reliable empirical 
evidence regarding audience 
composition, and evidence regarding 
the intended audience. 

(2) A Web site or online service shall 
be deemed directed to children when it 
has actual knowledge that it is 
collecting personal information directly 
from users of another Web site or online 
service directed to children. 

(3) A Web site or online service that 
is directed to children under the criteria 
set forth in paragraph (1) of this 
definition, but that does not target 
children as its primary audience, shall 
not be deemed directed to children if it: 

(i) Does not collect personal 
information from any visitor prior to 
collecting age information; and 

(ii) Prevents the collection, use, or 
disclosure of personal information from 
visitors who identify themselves as 
under age 13 without first complying 
with the notice and parental consent 
provisions of this part. 

(4) A Web site or online service shall 
not be deemed directed to children 
solely because it refers or links to a 
commercial Web site or online service 
directed to children by using 
information location tools, including a 
directory, index, reference, pointer, or 
hypertext link. 

§ 312.3 Regulation of unfair or deceptive 
acts or practices in connection with the 
collection, use, and/or disclosure of 
personal information from and about 
children on the Internet. 

General requirements. It shall be 
unlawful for any operator of a Web site 
or online service directed to children, or 
any operator that has actual knowledge 
that it is collecting or maintaining 
personal information from a child, to 
collect personal information from a 
child in a manner that violates the 
regulations prescribed under this part. 
Generally, under this part, an operator 
must: 

(a) Provide notice on the Web site or 
online service of what information it 
collects from children, how it uses such 
information, and its disclosure practices 
for such information (§ 312.4(b)); 

(b) Obtain verifiable parental consent 
prior to any collection, use, and/or 
disclosure of personal information from 
children (§ 312.5); 

(c) Provide a reasonable means for a 
parent to review the personal 
information collected from a child and 
to refuse to permit its further use or 
maintenance (§ 312.6); 

(d) Not condition a child•s 
participation in a game, the offering of 
a prize, or another activity on the child 
disclosing more personal information 
than is reasonably necessary to 
participate in such activity (§ 312.7); 
and 

(e) Establish and maintain reasonable 
procedures to protect the 
confidentiality, security, and integrity of 
personal information collected from 
children (§ 312.8). 

§ 312.4 Notice. 

(a) General principles of notice. It 
shall be the obligation of the operator to 
provide notice and obtain verifiable 
parental consent prior to collecting, 
using, or disclosing personal 
information from children. Such notice 
must be clearly and understandably 
written, complete, and must contain no 
unrelated, confusing, or contradictory 
materials. 

(b) Direct notice to the parent. An 
operator must make reasonable efforts, 
taking into account available 
technology, to ensure that a parent of a 
child receives direct notice of the 
operator•s practices with regard to the 
collection, use, or disclosure of personal 
information from children, including 
notice of any material change in the 
collection, use, or disclosure practices 
to which the parent has previously 
consented. 

(c) Content of the direct notice to the 
parent„(1) Content of the direct notice 
to the parent under § 312.5(c)(1) (Notice 

to Obtain Parent•s Affirmativenotic9aorba07bildren, u.Tj
-0.0042(Tj
-0.0042( use, or discfering of Cdition a cPosure ofI2 Tw T*
(i)parent„)Tj
/T. Ty, ufering ont of the dire1.111 setableth:consented.133j
1 -1.i.5To engation of thehe pformation change in the )Tj
-for a )Tj
-1 -1.111 on a c1.111 T and ctf personal information from 
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practices required under paragraph (d) 
of this section. 

(3) Content of the direct notice to the 
parent under § 312.5(c)(4) (Notice to a 
Parent of Operator•s Intent to 
Communicate with the Child Multiple 
Times). This direct notice shall set forth: 

(i) That the operator has collected the 
child•s online contact information from 
the child in order to provide multiple 
online communications to the child; 

(ii) That the operator has collected the 
parent•s online contact information from 
the child in order to notify the parent 
that the child has registered to receive 
multiple online communications from 
the operator; 

(iii) That the online contact 
information collected from the child 
will not be used for any other purpose, 
disclosed, or combined with any other 
information collected from the child; 

(iv) That the parent may refuse to 
permit further contact with the child 
and require the deletion of the parent•s 
and child•s online contact information, 
and how the parent can do so; 

(v) That if the parent fails to respond 
to this direct notice, the operator may 
use the online contact information 
collected from the child for the purpose 
stated in the direct notice; and 

(vi) A hyperlink to the operator•s 
online notice of its information 
practices required under paragraph (d) 
of this section. 

(4) Content of the direct notice to the 
parent required under § 312.5(c)(5) 
(Notice to a Parent In Order to Protect 
a Child•s Safety). This direct notice shall 
set forth: 

(i) That the operator has collected the 
name and the online contact 
information of the child and the parent 
in order to protect the safety of a child; 

(ii) That the information will not be 
used or disclosed for any purpose 
unrelated to the child•s safety; 

(iii) That the parent may refuse to 
permit the use, and require the deletion, 
of the information collected, and how 
the parent can do so; 

(iv) That if the parent fails to respond 
to this direct notice, the operator may 
use the information for the purpose 
stated in the direct notice; and 

(v) A hyperlink to the operator•s 
online notice of its information 
practices required under paragraph (d) 
of this section. 

(d) Notice on the Web site or online 
service. In addition to the direct notice 
to the parent, an operator must post a 
prominent and clearly labeled link to an 
online notice of its information 
practices with regard to children on the 
home or landing page or screen of its 
Web site or online service, and, at each 
area of the Web site or online service 

where personal information is collected 
from children. The link must be in close 
proximity to the requests for 
information in each such area. An 
operator of a general audience Web site 
or online service that has a separate 
children•s area must post a link to a 
notice of its information practices with 
regard to children on the home or 
landing page or screen of the children•s 
area. To be complete, the online notice 
of the Web site or online service•s 
information practices must state the 
following: 

(1) The name, address, telephone 
number, and email address of all 
operators collecting or maintaining 
personal information from children 
through the Web site or online service. 
Provided that: The operators of a Web 
site or online service may list the name, 
address, phone number, and email 
address of one operator who will 
respond to all inquiries from parents 
concerning the operators• privacy 
policies and use of children•s 
information, as long as the names of all 
the operators collecting or maintaining 
personal information from children 
through the Web site or online service 
are also listed in the notice; 

(2) A description of what information 
the operator collects from children, 
including whether the Web site or 
online service enables a child to make 
personal information publicly available; 
how the operator uses such information; 
and, the operator•s disclosure practices 
for such information; and 

(3) That the parent can review or have 
deleted the child•s personal 
information, and refuse to permit 
further collection or use of the child•s 
information, and state the procedures 
for doing so. 

§ 312.5 Parental consent. 
(a) General requirements. (1) An 

operator is required to obtain verifiable 
parental consent before any collection, 
use, or disclosure of personal 
information from children, including 
consent to any material change in the 
collection, use, or disclosure practices 
to which the parent has previously 
consented. 

(2) An operator must give the parent 
the option to consent to the collection 
and use of the child•s personal 
information without consenting to 
disclosure of his or her personal 
information to third parties. 

(b) Methods for verifiable parental 
consent. (1) An operator must make 
reasonable efforts to obtain verifiable 
parental consent, taking into 
consideration available technology. Any 
method to obtain verifiable parental 
consent must be reasonably calculated, 

in light of available technology, to 
ensure that the person providing 
consent is the child•s parent. (2) 
Existing methods to obtain verifiable 
parental consent that satisfy the 
requirements of this paragraph include: 

(i) Providing a consent form to be 
signed by the parent and returned to the 
operator by postal mail, facsimile, or 
electronic scan; 

(ii) Requiring a parent, in connection 
with a monetary transaction, to use a 
credit card, debit card, or other online 
payment system that provides 
notification of each discrete transaction 
to the primary account holder; 

(iii) Having a parent call a toll-free 
telephone number staffed by trained 
personnel; 

(iv) Having a parent connect to 
trained personnel via video-conference; 

(v) Verifying a parent•s identity by 
checking a form of government-issued 
identification against databases of such 
information, where the parent•s 
identification is deleted by the operator 
from its records promptly after such 
verification is complete; or 

(vi) Provided that, an operator that 
does not ••disclose•• (as defined by 
§ 312.2) children•s personal information, 
may use an email coupled with 
additional steps to provide assurances 
that the person providing the consent is 
the parent. Such additional steps 
include: Sending a confirmatory email 
to the parent following receipt of 
consent, or obtaining a postal address or 
telephone number from the parent and 
confirming the parent•s consent by letter 
or telephone call. An operator that uses 
this method must provide notice that 
the parent can revoke any consent given 
in response to the earlier email. 

(3) Safe harbor approval of parental 
consent methods. A safe harbor program 
approved by the Commission under 
§ 312.11 may approve its member 
operators• use of a parental consent 
method not currently enumerated in 
paragraph (b)(2) of this section where 
the safe harbor program determines that 
such parental consent method meets the 
requirements of paragraph (b)(1) of this 
section. 

(c) Exceptions to prior parental 
consent. Verifiable parental consent is 
required prior to any collection, use, or 
disclosure of personal information from 
a child except as set forth in this 
paragraph: 

(1) Where the sole purpose of 
collecting the name or online contact 
information of the parent or child is to 
provide notice and obtain parental 
consent under § 312.4(c)(1). If the 
operator has not obtained parental 
consent after a reasonable time from the 
date of the information collection, the 
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operator must delete such information 
from its records; 

(2) Where the purpose of collecting a 
parent•s online contact information is to 
provide voluntary notice to, and 
subsequently update the parent about, 
the child•s participation in a Web site or 
online service that does not otherwise 
collect, use, or disclose children•s 
personal information. In such cases, the 
parent•s online contact information may 
not be used or disclosed for any other 
purpose. In such cases, the operator 
must make reasonable efforts, taking 
into consideration available technology, 
to ensure that the parent receives notice 
as described in § 312.4(c)(2); 

(3) Where the sole purpose of 
collecting online contact information 
from a child is to respond directly on a 
one-time basis to a specific request from 
the child, and where such information 
is not used to re-contact the child or for 
any other purpose, is not disclosed, and 
is deleted by the operator from its 
records promptly after responding to the 
child•s request; 

(4) Where the purpose of collecting a 
child•s and a parent•s online contact 
information is to respond directly more 
than once to the child•s specific request, 
and where such information is not used 
for any other purpose, disclosed, or 
combined with any other information 
collected from the child. In such cases, 
the operator must make reasonable 
efforts, taking into consideration 
available technology, to ensure that the 
parent receives notice as described in 
§ 312.4(c)(3). An operator will not be 
deemed to have made reasonable efforts 
to ensure that a parent receives notice 
where the notice to the parent was 
unable to be delivered; 

(5) Where the purpose of collecting a 
child•s and a parent•s name and online 
contact information, is to protect the 
safety of a child, and where such 
information is not used or disclosed for 
any purpose unrelated to the child•s 
safety. In such cases, the operator must 
make reasonable efforts, taking into 
consideration available technology, to 
provide a parent with notice as 
described in § 312.4(c)(4); 

(6) Where the purpose of collecting a 
child•s name and online contact 
information is to: 

(i) Protect the security or integrity of 
its Web site or online service; 

(ii) Take precautions against liability; 
(iii) Respond to judicial process; or 
(iv) To the extent permitted under 

other provisions of law, to provide 
information to law enforcement 
agencies or for an investigation on a 
matter related to public safety; and 
where such information is not be used 
for any other purpose; 

(7) Where an operator collects a 
persistent identifier and no other 
personal information and such identifier 
is used for the sole purpose of providing 
support for the internal operations of 
the Web site or online service. In such 
case, there also shall be no obligation to 
provide notice under § 312.4; or 

(8) Where an operator covered under 
paragraph (2) of the definition of Web 
site or online service directed to 
children in § 312.2 collects a persistent 
identifier and no other personal 
information from a user who 
affirmatively interacts with the operator 
and whose previous registration with 
that operator indicates that such user is 
not a child. In such case, there also shall 
be no obligation to provide notice under 
§ 312.4. 

§ 312.6 Right of parent to review personal 
information provided by a child. 

(a) Upon request of a parent whose 
child has provided personal information 
to a Web site or online service, the 
operator of that Web site or online 
service is required to provide to that 
parent the following: 

(1) A description of the specific types 
or categories of personal information 
collected from children by the operator, 
such as name, address, telephone 
number, email address, hobbies, and 
extracurricular activities; 

(2) The opportunity at any time to 
refuse to permit the operator•s further 
use or future online collection of 
personal information from that child, 
and to direct the operator to delete the 
child•s personal information; and 

(3) Notwithstanding any other 
provision of law, a means of reviewing 
any personal information collected from 
the child. The means employed by the 
operator to carry out this provision 
must: 

(i) Ensure that the requestor is a 
parent of that child, taking into account 
available technology; and 

(ii) Not be unduly burdensome to the 
parent. 

(b) Neither an operator nor the 
operator•s agent shall be held liable 
under any Federal or State law for any 
disclosure made in good faith and 
following reasonable procedures in 
responding to a request for disclosure of 
personal information under this section. 

(c) Subject to the limitations set forth 
in § 312.7, an operator may terminate 
any service provided to a child whose 
parent has refused, under paragraph 
(a)(2) of this section, to permit the 
operator•s further use or collection of 
personal information from his or her 
child or has directed the operator to 
delete the child•s personal information. 

§ 312.7 Prohibition against conditioning a 
child•s participation on collection of 
personal information. 

An operator is prohibited from 
conditioning a child•s participation in a 
game, the offering of a prize, or another 
activity on the child•s disclosing more 
personal information than is reasonably 
necessary to participate in such activity. 

§ 312.8 Confidentiality, security, and 
integrity of personal information collected 
from children. 

The operator must establish and 
maintain reasonable procedures to 
protect the confidentiality, security, and 
integrity of personal information 
collected from children. The operator 
must also take reasonable steps to 
release children•s personal information 
only to service providers and third 
parties who are capable of maintaining 
the confidentiality, security and 
integrity of such information, and who 
provide assurances that they will 
maintain the information in such a 
manner. 

§ 312.9 Enforcement. 
1.111 Td
(maininfoCren•s persOe collPrivacylPrt the)Tj
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that they meet the following 
performance standards: 

(1) Program requirements that ensure 
operators subject to the self-regulatory 
program guidelines (••subject 
operators••) provide substantially the 
same or greater protections for children 
as those contained in §§ 312.2 through 
312.8, and 312.10. 

(2) An effective, mandatory 
mechanism for the independent 
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401 15 U.S.C. 6501…6506. 
402 COPPA, 15 U.S.C. 6501(2), defines the term 

••operator•• as ••any person who operates a Web site 
located on the Internet or an online service and who 
collects or maintains personal information from or 
about users of or visitors to such Web site or online 
service, or on whose behalf such information is 
collected and maintained * * *•• As stated in the 
Statement of Basis and Purpose for the original 
COPPA Rule, ••The definition of •operator• is of 
central importance because it determines who is 
covered by the Act and the Rule.•• Children•s 
Online Privacy Protection Rule 64 FR 59888, 59891 
(Nov. 3, 1999) (final rule). 

403 15 U.S.C. 6502(a)(1). 
404 If the third-party plugs-ins are child-directed 

or have actual knowledge that they are collecting 
children•s personal information they are already 
expressly covered by the COPPA statute. Thus, as 
the SBP notes, a behavioral advertising network that 
targets children under the age of 13 is already 
deemed an operator. The amendment must 
therefore be aimed at reaching third-party plug-ins 
that are either not child-directed or do not have 
actual knowledge that they are collecting children•s 
personal information, which raises a question about 
what harm this amendment will address. For 
example, it appears that this same type of harm 
could occur through general audience Web sites 
and online services collecting and using visitors• 
personal information without knowing whether 
some of the data is children•s personal information, 
which is a practice that COPPA and the 
amendments do not prohibit. 

405 16 CFR 312.2 (Definitions). 

406 This expanded definition of operator reverses 
the Commission•s previous conclusion that the 
appropriate test for determining an entity•s status as 
an operator is to ••look at the entity•s relationship 
to the data collected,•• using factors such as ••who 
owns and/or controls the information, who pays for 
its collection and maintenance, the pre-existing 
contractual relationships regarding collection and 
maintenance of the information, and the role of the 
Web site or online service in collecting and/or 
maintaining the information (i.e., whether the site 
participates in collection or is merely a conduit 
through which the information flows to another 
entity.)•• Children•s Online Privacy Protection Rule 
64 FR 59888, 59893, 59891 (Nov. 3, 1999) (final 
rule). 

407 Chevron v. Natural Resources Defense 
Council, Inc., 467 U.S. 837, 842…43 (1984) (••When 
a court reviews an agency•s construction of the 
statute which it administers, it is confronted with 
two questions. First, always, is the question 
whether Congress has directly spoken to the precise 
question at issue. If the intent of Congress is clear, 
that is the end of the matter; for the court, as well 
as the agency, must give effect to the 
unambiguously expressed intent of Congress.••). 

By direction of the Commission, 
Commissioner Rosch abstaining, and 
Commissioner Ohlhausen dissenting. 
Donald S. Clark, 
Secretary. 

Dissenting Statement of Commissioner 
Maureen K. Ohlhausen 

I voted against adopting the amendments 
to the Children•s Online Privacy Protection 
Act (COPPA) Rule because I believe a core 
provision of the amendments exceeds the 
scope of the authority granted us by Congress 
in COPPA, the statute that underlies and 
authorizes the Rule. 401 Before I explain maommissionestatfffor the i core fu 
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