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UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 

COMMISSIONERS: Joseph J. Simons, Chairman  
 Noah Joshua Phillips 
 Rohit Chopra 
 Rebecca Kelly Slaughter 
 Christine S. Wilson 
 

In the Matter of 

Uber Technologies, Inc., 
a corporation. 

 

DECISION AND ORDER 

DOCKET NO. C-4662 

DECISION 

The Federal Trade Commission (“Commission”) initiated an investigation of certain acts and 
practices of the Respondent named in the caption.  The Commission’s Bureau of Consumer 
Protection (“BCP”) prepared and furnished to Respondent a draft Complaint.  Respondent and 
BCP thereafter executed an Agreement Containing Consent Order (“Consent Agreement”). 

The Commission determined that it had reason to believe that Respondent had violated the 
Federal Trade Commission Act, and that a Complaint should issue stating its charges in that 
respect.  The Commission accepted the executed Consent Agreement and placed it on the public 
record for a period of 30 days for the receipt and consideration of public comments.  The 
Commission duly considered the allegations in the Complaint, except as specifically stated in this Decision and 

Order, and that only for purposes of this action, it admits the facts necessary to establish 
jurisdiction; and (2) waivers and other provisions as required by the Commission’s Rules. 

The Commission thereafter reconsidered the matter and again determined that it had reason nts.  The Commission duly considered the  
comments received from interested persons pursuant to Commission Rule 2.34, 16 C.F.R. § 2.34, 
and the recommendations of its staff.  Now, in further conformity with the procedures prescribed 
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in Commission Rule 2.34, the Commission issues its Complaint, makes the following Findings, 
and issues the following Order: 

Findings 

1. Respondent, Uber Technologies, Inc., is a Delaware corporation with its principal office 
or place of business at 1455 Market St. #400, San Francisco, California 94103. 

2. The Commission has jurisdiction over the subject matter of this proceeding and over 
Respondent, and the proceeding is in the public interest. 

ORDER 

Definitions 

For purposes of this Order, the following definitions apply: 

A. “Covered Incident” means any instance in which any United States federal, state, or local 
law or regulation requires Respondent to notify any U.S. federal, state, or local 
government entity that information collected or received, directly or indirectly, by 
Respondent from or about an individual consumer was, or is reasonably believed to have 
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II. Mandated Privacy Program  

IT IS FURTHER ORDERED that Respondent must, no later than the effective date of this 
Order, establish and implement, and thereafter maintain, a comprehensive privacy program that 
is reasonably designed to (1) address privacy risks related to the development and management 
of new and existing products and services for consumers, and (2) protect the privacy and 
confidentiality of Personal Information.  Such program, the content and implementation of which 
must be documented in writing, must contain controls and procedures appropriate to 
Respondent’s size and complexity, the nature and scope of Respondent’s activities, and the 
sensitivity of the Personal Information, including: 

A.
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experience in the field of privacy and data protection.  All individuals selected to 
complete such Assessments must be approved by the Associate Director for Enforcement, 
Bureau of Consumer Protection, Federal Trade Commission, in his or her sole discretion.  
Any decision not to approve an individual selected to conduct such Assessments must be 
accompanied by a writing setting forth in detail the reasons for denying such approval. 

B. The reporting period for the Assessments must cover:  (1) the first 180 days after the 
issuance date of the Order for the initial Assessment, and (2) each 2-year period 
thereafter for 20 years after the issuance date of the Order for the biennial Assessments. 

C. Each Assessment must: 

1. set forth the specific privacy controls that Respondent has implemented and 
maintained during the reporting period;
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A. The report must include, to the extent possible:  

1. the date, estimated date, or estimated date range when the Covered Incident 
occurred;   

2. a description of the facts relating to the Covered Incident, including the causes 
and scope of the Covered Incident, if known;  

3. a description of each type of information that triggered the notification obligation 
to the U.S. federal, state, or local government entity; 

4. the number of consumers whose information triggered the notification obligation 
to the U.S. federal, state, or local government entity; 

5. the acts that Respondent has taken to date to remediate the Covered Incident and 
protect Personal Information from further exposure or access; and 

6. a representative copy of each materially different notice required by U.S. federal, 
state, or local law or regulation and sent by Respondent to consumers or to any 
U.S. federal, state, or local government entity. 

B. Unless otherwise directed by a Commission representative in writing, all Covered 
Incident reports to the Commission pursuant to this Order must be emailed to 
DEbrief@ftc.gov or sent by overnight courier (not the U.S. Postal Service) to Associate 
Director for Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 
600 Pennsylvania Avenue NW, Washington, DC  20580.  The subject line must begin, 
“In re: Uber Technologies, Inc., File No. 1523054.” 

V. Acknowledgments of the Order  

IT IS FURTHER ORDERED that Respondent obtain acknowledgments of receipt of this 
Order: 

A. Respondent, within 10 days after the effective date of this Order, must submit to the 
Commission an acknowledgment of receipt of this Order sworn under penalty of perjury. 

B. For 20 years after the issuance date of this Order, Respondent must deliver, or for 
contingent workers, cause to be delivered, a copy of this Order to (1) all principals, 
officers, directors, and LLC managers and members; (2) all employees, agents, and 
representatives who participate in conduct related to the subject matter of the Order, 
including all employees, agents, and representatives who regularly access Personal 
Information; and (3) any business entity resulting from any change in structure as set 
forth in the Provision of this Order titled Compliance Report and Notices.  Delivery must 
occur within 10 days after the effective date of this Order for current personnel.  For all 
others, delivery must occur before they assume their responsibilities. 

C. From each individual or entity to which Respondent delivered, or caused to be delivered, 
a copy of this Order, Respondent must obtain, within 30 days, a signed and dated 
acknowledgment of receipt of this Order. 
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VIII. Compliance Monitoring  

IT IS FURTHER ORDERED that, for the purpose of monitoring Respondent’s compliance 
with this Order: 

A. Within 10 days of receipt of a written request from a representative of the Commission, 
Respondent must: submit additional compliance reports or other requested information, 
which must be sworn under penalty of perjury, and produce records for inspection and 
copying. 

B. For matters concerning this Order, representatives of the Commission are authorized to 
communicate directly with Respondent.  Respondent must permit representatives of the 
Commission to interview anyone affiliated with Respondent who has agreed to such an 
interview.  The interviewee may have counsel present. 

C. The Commission may use all other lawful means, including posing through its 
representatives as consumers, suppliers, or other individuals or entities, to Respondent or 
any individual or entity affiliated with Respondent, without the necessity of identification 
or prior notice.  Nothing in this Order limits the Commission’s lawful use of compulsory 
process, pursuant to Sections 9 and 20 of the FTC Act, 15 U.S.C. §§ 49, 57b-1. 

IX. Order Effective Dates  

IT IS FURTHER ORDERED that this Order is final and effective upon the date of its 
publication on the Commission’s website (ftc.gov) as a final order.  This Order will terminate on 
October 25, 2038, or 20 years from the most recent date that the United States or the 
Commission files a complaint (with or without an accompanying settlement) in federal court 
alleging any violation of this Order, whichever comes later; provided, however, that the filing of 
such a complaint will not affect the duration of: 

A. Any Provision in this Order that terminates in less than 20 years; 

B. This Order’s application to a Respondent that is not named as a defendant in such 
complaint; and 

C. This Order if such complaint is filed after the Order has terminated pursuant to this 
Provision. 
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Provided, further, that if such complaint is dismissed or a federal court rules that the Respondent 
did not violate any Provision of the Order, and the dismissal or ruling is either not appealed or 
upheld on appeal, then the Order will terminate according to this Provision as though the 
complaint had never been filed, except that the Order will not terminate between the date such 
complaint is filed and the later of the deadline for appealing such dismissal or ruling and the date 
such dismissal or ruling is upheld on appeal. 

By the Commission, Commissioner Wilson not participating. 
 
 
     Donald S. Clark 
     Secretary 

SEAL: 
ISSUED:  October 25, 2018 


