UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF ILLINOIS

FEDERAL TRADE COMMISSION,
Plaintiff,
V.

PAYBASICS, INC., a corporation, also d/b/a
Livewire Commerce,
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FINDINGS
1. This Court has jurisdiction over this matter.
2. The Complaint charges that Defendants pa#dteg in unfair or deceptive acts or practices
in violation of Section 5 athe FTC Act, 15 U.S.C. § 45, and the FTC’s Trade Regulation Rule
entitled Telemarketing Sales RYl@SR” or “Rule”), 16 C.F.R. Part 310, by its involvement in a
credit card laundering scheme where theyéekpet up merchant accounts linked to shell
companies that were used to proce$ssstaansactions for other entities.
3. Defendants neither admit nor deny any efdhegations in the Complaint, except as
specifically stated in this Orde Only for purposes of this action, Defendants admit the facts

necessary to estidh jurisdiction.
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business organization or financial institution that &athority from an organization that operate:s or
licenses a credit card systeerg( Visa, MasterCard, American Exqss, and Discover) to authorize
merchants to accept, transmit, or process payhyeatedit card through the credit card system for
money, goods or services, or anything else of value.

3. “ChargebacK means a procedure wherebyiasuing bank or other financial
institution charges all grart of an amount of a Person’s creditlebit card transaction back to the
acquiring or merchant bank.

4, “Chargeback Rate” means the proportion (expsed as a percentage) of
chargebacks out of the total number of credit dmtd=ard sales transactions, calculated separately
for each payment card association (e.g., Ameriogiress, Discover CartYasterCard, or Visa).

5. “Client” means any Person (a) who obtaidisectly or indirectly, from any
Defendant a Merchant Account; or (b) for whany Defendant acts as a Sales Agent, either
directly or indirectly.

6. “Corporate Defendant means PayBasics, Inc., also doing business as Livewire
Commerce, and its successors and assigns.

7. “Credit Card Laundering” means:

(@) Presenting or depositing into, or causing or allowing another to present or
deposit into, the credit cardstgm for payment, a Credit Card Sales Draft generated by a

transaction that is not the rdtsof a credit card transact
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14.  "Money Making Opportunities” means any good or secd represented to enable
or to assist consumers in: (a) earning meahrough a work-from-home business opportunity;

(b) obtaining training or education on howestablish a business or earn money or other
consideration through a business; (c) obtaining employment fgpfaont fee; or (d) obtaining
government grants or other such government income, benefits, or scholarships.

The term “Money Making Opportunities” does matlude services provided by accredited
colleges, universities, and vocational schools.

15. “Negative Option Feature” means, in an offer or agreement to sell or provide any
product or service, a provision under which the coresigsilence or failure to take an affirmative
action to reject products or serviaaso cancel the agreement ieirpreted by the Client, seller, or
merchant as an acceptance of the offer. Otieeggreements witNegative Option Features
include, but are not limited to: (&ee or introductory price triaffers in which the consumer
receives a product or service for free or at a nahonintroductory pricéor an initial period and
will incur an obligation to pay or pay a greatercamt for the product or service if he or she does
not take affirmative action to cancegject, or return the product service before the end of that
period; (b) continuity plans in which, subsequerthe®consumer’s agreement to the plan, the seller
or provider automatically ships products to a consumer unless the consumer notifies the seller or
provider within a certain time not to ship the products; and (c) automatic renewal plans in which the
seller or provider automatically renews #greement and charges the consumer unless the
consumer cancels before the renewal.

The term “Negative Option Feature” doeot include gym, health club, or spa
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memberships, newspaper or periodical subsonptiradio, television, or cable subscriptions, or
food (other than dietary supplementg)irit, or flower delivery clubs.

16. “Outbound Telemarketing” means a plan, program, or campaign which is
conducted to induce the purchase of goods oraEs\ar a charitable ntribution in which the
telephone calls are initiated by tRerson engaged in telemarketingppposed to the customer or
donor.

17. “Payment Processdrmeans any Person providingyPaent Processing services in
connection with another Person’sesaf goods or services or aonnection with any charitable
contribution.

18. “Payment Processingmeans providing a Person, ditlycor indirectly, with the
means used to charge or debit accounts thrthghse of any paymentechanism, including, but
not limited to, Remotely Created Payment OrdBemotely Created Checks, ACH Debits, or

debit, credit, prepaid, or stored value cards. eWer accomplished through the use of software or

Page 6 of21



20. “Remotely Created Check

Page 7 of21



attempted ACH Debit, RCC or RCPQ@uisactions that areturned for any reas, whether before
or after payment, out of the total number of sattkmpted transactions, calculated separately for
each transaction type.

l.

PROHIBITION ON PAYMENT PROCESSING
OR ACTING AS AN ISO

IT IS ORDERED that Defendants, whether agtetirectly or through an intermediary, are
hereby permanently restrained and enjoined fRayment Processing or acting as an ISO.
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list themselves or through an ISBPayment Processor, acquiring bankothier financial institution.
II.
PROHIBITION AGAINST CREDIT CARD LAUNDERING
IT IS FURTHER ORDERED that DefendanBefendants’ officers, agents, employees,
and attorneys, and all other persanactive concert or participation with any of them, who receive
actual notice of this Order, whner acting directly or indiregt] in connection with a Merchant
Account are permanentlyseained and enjoined from Credit Card Laundering.
V.
REASONABLE SCREENING OF PROSPECTIVE CLIENTS
IT IS FURTHER ORDERED that DefendanDefendants’ officers, agents, and
employees, and all other persons in active comerguérticipation with ay of them, who receive
actual notice of this Order, whner acting directly or indiregt] are permanently restrained and
enjoined from acting as a Sales Agentdoy prospective Client wibut first engaging in a
reasonable screening of the prospective Ctiedietermine whether ¢éhprospective Client’s
business practices are, or are likely to be, deceptivafair within the meaning of Section 5 of the
FTC Act. Such reasonable screenshall include, but not be limited to:
A. Obtaining from each prospective Client:
1. A description of the rtare of the prospective Clienttsisiness, including describing
the nature of the goods and services $smidvhich the prospective Client seeks

Payment Processing services;
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b.the subject of a complaint filed llye Commission orrgy other state or
federal law enforcement agency;
B. Taking reasonable steps to assess the accuracy of the information provided pursuant to
Section IV.A of this Order, including reviewing the Iritet websites used by the prospective Client

to market its goods or services, and obtaining and
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C. Individual Defendant Hatch shall promptlkeaall necessary stepsdell the Range Rover

SUV identified on his Financial Statement signed on July 15, 2015, and amended on September 30,
2015 (“Hatch Personal Property”) for fair market wata a third-party buyer, and shall transfer any

net proceeds of that sale in exces$®DOO0, after the payment of all Hatch Personal

Property-related priority liensd encumbrances, to the Commisdigrelectronic funds transfer in
accordance with the instructions pided by counsel for the Commission.

D. Upon completion of the requirements in SubisestV.B. and V.C. above, the remainder of
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5. the additional documentation submitted by email from Defendants’ counsel Beth
Fancsali to Commission counskdted September 30, 2015, attaching PayBasics, Inc. 2014 Tax
Return and K-1s.

F. The suspension of the judgment will béelif as to any Defendant if, upon motion by the
Commission, the Court finds that f2adant failed to discloseng material asset, materially
misstated the value of any asset, or madeo#imgr material misstatement or omission in the
Financial Representation identified above.

G. If the suspension diie judgment is liftedhe judgment becomes immediately due as to that
Defendant in the amount specified in Subsectioh &bove (which the parties stipulate only for
purposes of this Section represehtsconsumer injury allegedtine Complaint), less any payment
previously made pursuant to this Section, plus@stecomputed from the date of entry of this
Order.

H. Defendants relinquish domini@md all legal and equitable righitle, and interest in all
assets transferred pursuant to this Order and masee&tthe return of any assets.

l. The facts alleged in the Complaint will teken as true, without further proof, in any
subsequent civil litigation by or drehalf of the Commission in aqmeeding to enforce its rights to
any payment or monetary judgment pursuant to@inder, such as a nondischargeability complaint
in any bankruptcy case.

J. The facts alleged in the Complaint estakdiblelements necessary to sustain an action

by the Commission pursuant to Section 523(&XRof the Bankruptcy Code, 11 U.S.C.

§ 523(a)(2)(A), and this Order will have ckral estoppel effect for such purposes.
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K. Defendants acknowledge that their Taxpdgentification Numbes (Social Security
Numbers or Employer Identification Numbers), which Defendants previously submitted to the
Commission, may be used for collecting and repgréin any delinquent amount arising out of this
Order, in accordance with 31 U.S.C. §7701.
L. All money paid to the Commission puasii to this Order may be deposited into a fund
administered by the Commission or its designee tasked for equitable relief, including consumer
redress and any attendant expenses for the adratiustof any redress fund. If a representative
of the Commission decides that direedress to consumers is whatlypartially impracticable or
money remains after redress is completed, thighCourt’s approval, thCommission may apply
any remaining money for such other equitable r¢irefluding consumer information remedies) as
it determines to be reasonably related to Defendants’ practices alleged in the Complaint, or deposit
funds not used for such equitable relief to the U.S. Treasury as disgorgement. Defendants have no
right to challenge any actiotise Commission or its representatives may take pursuant to this
Subsection.
VI.
PROHIBITION ON USE OF CUSTOMER INFORMATION
IT IS FURTHER ORDERED that DefendanDefendants’ officers, agents, and

employees, and all other persons in active concert5g/TJ Tc 0.9te3.305 0 cip003.5 239.0401 Tm [(ITT1
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that enables access to a customaetount (including a credit card, bank account, or other financial
account), that any Defendant obtained prior toyeof this Order inconnection with providing
Payment Processing services for JC Emigep, LLC and Marble Base, Inc.; and

B. failing to destroy such customer infortea in all forms in their possession, custody, cr
control within 30 days afteentry of this Order.

Provided, however, that customer informatneed not be disposed of, and may be
disclosed, to the extent requested by a governagaricy or required by law, regulation, or court
order.

VII.
ORDER ACKNOWLEDGMENTS

IT IS FURTHER ORDERED that Defendantstain acknowledgments of receipt of this
Order:

A. Each Defendant, within 7 days of entrytloiis Order, must submit to the Commission an
acknowledgment of receipt of this dr sworn under penalty of perjury.

B. For 10 years after entry of this Order, ebddividual Defendant for any business that
such Defendant, individually or collectively wigmy other Defendant, tee majority owner or
controls directly or indirecyl, and Corporate Defendant, must deliver a copy of this Order to:
(2) all principals, officers, directors, and Luiftanagers and members; (2) all employees, agents,
and representatives who part@ip in conduct related to theltgect matter of the Order; and

(3) any business entity resulting from any chainggructure as set forth in the Section titled

Compliance Reporting. Delivery must occur witiidays of entry of this Order for current
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personnel. For all others, delivery must odoeiore they assume their responsibilities.
C. From each individual or entity to which a Defendant delivered a copy of this Order, that

Defendant must obtain, within 30 days, a sigaed dated acknowledgment of receipt of this

Order.
VIII.
COMPLIANCE REPORTING
IT IS FURTHER ORDERED that Defendantskadimely submissions to the Commission:
A. One year after entry of this Order, edxfendant must submit a compliance report, sworn

under penalty of perjury:

1. Each Defendant must: (a) identify the primary physical, postal, and email eddress
and telephone number, as destgdgpoints of contact, which reggentatives of the Commission
may use to communicate with Defendant; (b) idgrdlf of that Defendant’s businesses by all of
their names, telephone numbers, and physical, postail, @md Internet addresses; (c) describe the
activities of each business, including the goodksarvices offered, the means of advertising,
marketing, and sales, and the involvement of any other Defefwdaich Individual Defendants
must describe if they know or should know dudhigir own involvement)(d) describe in detalil
whether and how that Defendant is in complianith each Section of this Order; and (e) provide a
copy of each Order Acknowledgment obtained pursuant to this Order, unless previously submitted
to the Commission.

2. Additionally, each Individual Defendamiust: (a) identify all telephone numbers

and all physical, postal, email and Internet adsresincluding all residences; (b) identify all
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business activities, including any business for wkieth Defendant performs services whether as

an employee or otherwise and any entity in which such Defendant has any ownership interest; and
(c) describe in detail such Defgant’s involvement in each sublisiness, including title, role,
responsibilities, partipation, authority, contlpand any ownership.

B. For 10 years after entry of this Order, each Defendant must submit a compliance

notice, sworn under penalty of perjury, witlid days of any change in the following:

1. Each Defendant must report any change (a) any designated point of contact; or
(b) the structure of Corporate Defendant or any entity that Defendant has any ownership interest in
or controls directly or indirgly that may affect compliance ob&gons arising under this Order,
including: creation, merger, sale, or dissolutiothef entity or any subsidiary, parent, or affiliate
that engages in any acts oagtices subject to this Order.

2. Additionally, each Individual Defendant must report any change in: (a) name,
including aliases or fictitious namer residence address; or (b) titierole in any business activity,
including any business for which such Defendaerforms services whether as an employee or
otherwise and any entity in which such Defamdaas any ownershipterest, and identify the
name, physical address, and any Inteatglress of the business or entity.

C. Each Defendant must submit to the Cassion notice of theiling of any bankruptcy

petition, insolvency proceeding, or similar procegdby or against such Defendant within 14 days
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declare under penalty of perjury under the lawthefUnited States of America that the foregoing is

true and correct. Executed on: " and supply
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D. all records necessary to demonstratecthpliance with each provision of this Order,
including all submissions to the Commission.
X.
COMPLIANCE MONITORING

IT IS FURTHER ORDERED that, for the puigsmof monitoring Defendants’ compliance
with this Order, including any failure tcatmsfer any assets sejuired by this Order:
A. Within 14 days of receipt of a written requésim a representative of the Commission, each
Defendant must: submit additional compliance reports or other requested information, which
must be sworn under penalty of perjury; agper depositions; and produce documents for
inspection and copying. The Commission is alsthorized to obtain scovery, without further
leave of court, using any of the proceduresspribed by Federal Rules of Civil Procedure 29, 30
(including telephonic depositions), 31, 33, 34, 36, 45, and 69.
B. For matters concerning this Order, the Commission is authadzssnmunicate directly
with each Defendant. Defendant must permitesentatives of the Commission to interview any
employee or other person affiliated with any Defendant who has agreed to such an interview. The
person interviewed may have counsel present.

C. The Commission may use all other lalwheans, including posing, through its
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XI.
RETENTION OF JURISDICTION
IT IS FURTHER ORDERED that this Court reta jurisdiction of this matter for purposes

of construction, modification, arehforcement of this Order.

SO ORDERED this 19th day of January, 2016.

HON. MATTHEW F. KENNELLY
UNITED STATES DISTRICT JUDGE

SO STIPULATED AND AGREED:
FOR PLAINTIFF:

FEDERAL TRADE COMMISSION

Darren H. Lubetzky

Savvas S. Diacosavvas

Brian N. Lasky

Federal Trade Commission
Northeast Region

One Bowling Green, Suite 318
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New York, NY 10004

Tel: (212) 607-2829

Fax: (212) 607-2822

Email: dlubetzky@ftc.gov
Email: sdiacosavvas@ftc.gov
Email: blasky@ftc.gov

FOR DEFENDANTS:
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