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UNITED STATES OF AMERICA  

BEFORE THE FEDERAL TRADE COMMISSION 

COMMISSIONERS:  Edith Ramirez, Chairwoman 
    Maureen K. Ohlhausen 
    Terrell McSweeny 
 
 

In the Matter of  

GENERAL WORKINGS INC., a corporation, 
also d/b/a VULCUN, and 

ALI MOIZ and MURTAZA HUSSAIN,  
individually and as officers of 
GENERAL  WORKINGS, INC . 

                                   

  
 
 
 
DOCKET NO. C-4573 

 
COMPLAINT  

The Feder al Trad e Commiss i on, havi ng re ason to beli eve that Gener al Worki ngs Inc. , a 
corporat i on, and Ali Moiz  and Murtaz a Hussai n , indi vi dual l y and as offi c e rs  of the corpo rat i on 
(collect i vel y “ R espond en t s ” ), have viol at ed th e pr ovi s i ons of the Federal Tr ade Commiss i on Act, 
and it appea ri ng to the Commiss i on that this proceedi n g is in the publ i c interes t, alle ges: 

1. Respondent General Worki ngs Inc., also doing  bus i nes s  as Vulcun (“Vulcu n”) , is a 
Delawa re corpor at i on with its princi pal offi ce o r place o f busi nes s at  424 Clay Str eet, San 
Fran ci s co, C aliforni a  94111. 

2. Respondent Ali Moiz  is a  founder and o ffi c er of Vulcun.  Indivi dual l y or i n conce rt with 
others, he cont rol l ed o r had the authori t y to cont ro l, or part i ci pat ed in, the acts and pra ct i ces of 
Vulcun, incl udi ng the act s and  pract i c es alle ged in this compl ai nt.   His princi pal offi c e or pla ce 
of busi nes s is the same as that of Vulcun . 

3. Respondent Murtaz a Hussai n is a  founder and offi cer of Vulcun.  Indivi du al l y or in 
conce rt with others, he cont rol l ed or  had the auth ori t y to cont rol, or part i ci pat ed in, the acts and 
pract i c es of the Vulcun, incl udi ng the acts and  pr a ct i ces alle ged in this compl ai nt.   His princi pal 
offi ce o r plac e of busi nes s is  the same as that of Vulcun . 

4. As descri bed b elow, Res pondent s inst al l ed  soft wa re, incl udi n g Chrome bro ws er 
ex tens i ons and mobi l e apps , onto users ’ deskt ops and mobi l e devi ces  with out adequat el y 
discl os i ng to users that th e soft war e woul d be inst a l l ed .  Respondent s ’ con duct  had  two part s .  
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First, Respondent s acqui r ed a popul ar  b rows er -bas ed game call ed Running Fred and repl ac ed it 
enti rel y with  thei r own s oft ware p ro gram, call ed  Weekly Android Apps, on user s ’ deskt ops .  
Users of Running Fred were not inform ed that the gam e had be en repl ac e d.  Second, Weekly 
Android Apps contai ned code that woul d inst al l, agai n without ad equat e di scl os ure to users , apps 
on user’s mobi l e devi c es.  

5. T he acts and p ra ct i ces of R espondent s alle ged in t his compl ai nt  have been i n or aff ect i n g 
comm erc e, as “ com m erc e”  is defi ned in Se ct i on 4 of the Feder al Trad e Commiss i on Act.  

Desktop Computer Browser Extensions 

6. Google , Inc. (“Google ”)  offers a web brows er, Chrome , as a fre e downl oad  for deskt op 
comput er  and mobi l e ope rat i ng s yst em s.  Th e des kt op- comput er  ve rsi on of Chrome allows 
users to inst al l “ ex t ens i ons ,”  which ar e soft wa re p rogram s that can modi f y and ex tend Chrome’s  
funct i onal i t y.  Extensi ons  are cre at ed using web technol ogi es like HTML, JavaS cri pt, and 
Cascadi n g St yl e She et s.   Extensi ons can perform mini m al fu nct i ons in the brows er, like 
displ a yi n g the number o f unread emai l s in a user’s account.  But the y also can ope rat e as 
compl et e, independ ent pr ogr am s.  Among th e av ai l abl e Chrome brows er ex tens i ons are games, 
news re aders, video -stre a m i ng client s, proj e ct- managem ent appl i c at i ons, and man y othe rs.  
Chrome brows er ex tens i ons current l y run onl y in the deskt op- comput er  v er si on of Chrome; the 
versi on of Chrome fo r mobi l e operat i n g s yst em s does  not allow  the use of ex tens i ons.  

7. The Chrome Web Store is Google ’s por t al for con sum ers to find and inst al l ex tens i ons in  
thei r Chrome  web bro ws er .  Simil ar to a mobi l e -app store like the Google Pla y Store, the 
Chrome Web Store allows users to view inform at i on about  ex tens i ons that are of fer ed b y 
devel opers and also  to inst al l those ex tens i ons.  T he Chrome Web Store displ a ys , for ex am pl e,  
user revi ews and rati ngs of avai l abl e Chrom e bro ws er ex tens i ons.  The Chrome Web Store also 
displ a ys the numbe r of users who hav e inst al l ed each ex tens i on.  When users comm ent or 
revi ew  an ex tens i on, it is possi bl e for the devel op e r of the ex tens i on to writ e a respons e to the 
revi ew.  Th ese  revi ews , and an y respons es , are th en visi bl e to consum ers  b rows i ng the Chrom e 
Web Store.  

Installation of Mobile Apps 

8. The Google Pla y Store is Google ’ s port al fo r cons um ers to find and inst al l apps on 
devi ces runni n g the Android mobi l e 
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photos with the devi ce’s camer a) , an app ma y acc es s .  The inst al l at i on pr oces s allows users to 
decl i ne to inst al l an app i f the y do not wish to gr a nt the app’s requ es t ed pe rm i s s i ons . 

The Takeover of Running Fred 

11. Chrome brows er ex tens i ons are asso ci at ed in the Chrome Web Store with part i cul ar 
devel opers o r other enti t i es.  Dedalord, LLC, a game devel op er, offer ed a  brows er  ex tens i on, 
Running Fred, i n the Chrome Web Store .  Running Fred bec am e a popul a r Chrome -ex tens i on 
gam e  with a lar ge numbe r of users.  Running Fred had more than 200,000 users and an aver a ge 
star rati n g of 4.5 stars  (out of 5 possi bl e stars)  with approx i m at el y 2,300 reviews . 

12. On or around Sept em b er 9, 2014, Respondent s ac qui red cont rol  of  Running Fred.  
S hort l y there aft e r, Respo ndent s repl ac ed Running Fred on these use rs ’ bro ws ers with anot her 
Chrome  brows er  ex tens i on call ed Weekly Android Apps.  The users of Running Fred wer e not 
noti fi ed that Running Fred had been repl a ced.  

Respondents’ Advertising of Weekly Android Apps 

13. After repl aci n g Running Fred with Weekly Android Apps, R espondent s con t i nued to 
advert i s e and dist ri but e  Chrome Extensi ons call ed Weekly Android Apps and Apps by Cindy  to 
consum ers  via the  Chr o me Web Store.  In th e Chrome Web Store, Respondent s stat ed that  
Weekly Android Apps off ered  consum ers  “the hott es t mobi l e apps.”  Moreover , Respondent s 
clai m ed the apps sel ect ed woul d be “hand pick ed” and not infl uenced b y pa ym ent s from 
devel opers.  Exhibi t A  (screen shot from Chrome Web Store ).  In fact, Respondent s did acc ept 
pa ym ent s from at le ast one devel ope r  of an apps t hat was incl uded in Weekly Android Apps.  
Respondent s also clai m e d —i naccur at el y —t hat th ei r ex tens i ons , which incl udes Weekly Android 
Apps, had been feat ur ed on prom i nent tech sites, such as MacRumors, Engadget , and Lifehack er.  
Further, Respondent s  cla i m ed —agai n inac curat el y — t hat Apps by Cindy  had been s elect ed as 
“ one of the best mobi l e blogs of 2013”  b y RunMobile. 

14. Consumers often inst al l ex tens i ons based on the popul ari t y and star rati ng of Chrome 
brows er ex tens i ons in the Chrome Web Store.  After the tak eover o f Running Fred , the 
inform at i on pa ge fo r Weekly Android Apps on the Chrome Web Store stat ed that it had more than  
200,000 users , 2,300 revi ews, and an aver a ge 4.5 -star -rati n g.  Exhibi t B  (scre en shot from 
Chrome Web Store ).  This user count and star ra ti ng, howev er, prim a ri l y refl e ct ed the use r 
count and star rati ng asso ci at ed with Running Fred.  Few, if an y of, thes e users had ev er rated 
or used Weekly Android Apps. 

Disruption of Users’ Experience on Mobile Devices and Desktop Computers 

15. Once inst al l ed on use rs ’ deskt op comput er s , Weekly Android Apps force -in st al l ed apps 
onto those  users ’ mobi l e  devi ces.  Weekly Android Apps accom pl i s hed this b y pr event i n g users 
from revi e wi ng th e Android perm i s s i ons associ at e d with the apps that it inst al l ed onto users ’ 
mobi l e devi ces.  Thes e perm i s s i ons woul d have shown the user wh at inform at i on or devi ce 
funct i onal i t y the apps co ul d acces s .  Code in Weekly Android Apps hid these perm i s s i ons and 
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users’ mobi l e devi c es als o repe at edl y re appea red after us ers attem pt ed to remove them.  These 
acti ons seri ous l y inte rfe r ed with the consum ers ’ u se of thei r deskt op comp ut ers and mobi l e 
devi ces.  In addi t i on, any apps forc e -inst al l ed on users ’ mobi l e devi c es co ul d have provi ded 
Respondent s and the app devel oper with acc es s to privat e, sens i t i ve inform a t i on stored on the 
users ’ mobi l e devi c es, incl udi ng use r’s add res s bo ok, phot os, locat i on, 
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E. Weekly Android Apps did not have more than 2,300 reviews  and an av era ge rati ng o f 
4.5 out of 5 stars.  The vast majori t y of th ese rati ngs were from Running Fred 
users, not Weekly Android Apps users.  

22. There fore, the repr es ent a t i ons set fort h in Para gra ph 20 


