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UNITED STATES DISTRICT COURT 
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EASTERN DIVISION 
ST.LOUIS 

FEDERAL TRADE COMMISSION, 

Plaintiff, 

v. 
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relief, rescission or reformation of contracts, restitution, the refund of monies paid, disgorgement 

of ill-gotten monies, and other equitable relief for Defendants' acts or practices in violation of 

Section 5(a) of the FTC Act, 15 U.S.C. F5f 1 5  
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in concert with others, OATS has advertised, marketed, distributed, or sold computer security or 

technical support services to consumers throughout the United States. 

7. Defendant Global sMind, also d/b/a Global S Connect ("Global sMind"), is a 

Missouri limited liability company with its principal place of business at 7923 Forsyth 

Boulevard, St. Louis, Missouri 63105. Global sMind transacts or has transacted business in this 

district and throughout the United States. At all times material to this Complaint, acting alone or 

in concert with others, Global sMind has advertised, marketed, distributed, or sold computer 

security or technical support services to consumers throughout the United States. 

8. Source Pundit LLC, also d/b/a OneSource Tech Support ("Source Pundit"), is a 

Missouri limited liability company with its principal place of business at 559 Graeser Road, St. 

Louis, Missouri 63141. Source Pundit transacts or has transacted business in this district and 

throughout the United States. At all times material to this Complaint, acting alone or in concert 

with others, Source Pundit has advertised, marketed, distributed, or sold computer security or 

technical support services to consumers throughout the United States. 

9. Helios Digital Media LLC ("Helios") is a Missouri limited liability company with 

its principal place of business at 559 Graeser Road, St. Louis, Missouri 63141. Helios transacts 

or has transacted business in this district and throughout the United States. At all times material 

to this Complaint, acting alone or in concert with others, Helios has advertised, marketed, 

distributed, or sold computer security or technical support services to consumers throughout the 

United States. 

10. Defendant VGlobal ITES Private Limited ("VGlobal") is an Indian corporation 

with its principal place of business at 575, Block C, Sarita Vihar Colony, Delhi, South Delhi, DL

Delhi, 
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United States. At all times material to this Complaint, acting alone or in concert with others, 

VGlobal has advertised, marketed, distributed, or sold computer security or technical support 

services throughout the United States. 

Individual Defendants 

11. Defendant Raj iv Singh Chhatwal is an owner, officer, director, member, or 

manager of corporate defendants GATS, Source Pundit, and Helios. At all times material to this 

Complaint, acting alone or in concert with others, he has formulated, directed, controlled, had the 

authority to control, or participated in the acts and practices set forth in this Complaint. 

Defendant Chhatwal organized and created corporate defendant GATS, contracted with its call 

center located in New Delhi, India, and established and maintains corporate bank and merchant 

processing accounts for the U.S.-based corporate defendants GATS, Global sMind, Source 

Pundit, and Helios. He is the domain registrant for several websites used to facilitate 

Defendants' telemarketing scheme. He responds to consumer complaints and corresponds with 

the Better Business Bureau on behalf of corporate defendants GA TS and Global sMind, and in 

such correspondence refers to himself as their "President." He further has described himself as 

"owner" of GA TS, "owner" and "president" of Source Pundit, "partner" and "member" of 

Global sMind, and "co-owner" and "president" of Helios on various bank documents, including 

signature cards. Defendant Chhatwal resides in this district and, in connection with the matters 

alleged herein, transacts or has transacted business in this district and throughout the United 
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control, or participated in the acts and practices set forth in this Complaint. Among other things, 

Defendant Kaur organized and created defendant Global sMind, and established and maintains 

the corporate bank and merchant processing accounts used by that entity to facilitate Defendants' 

telemarketing scheme. In opening the Global sMind accounts, Kaur listed herself as the sole 

"member" of that LLC. Defendant Kaur resides in this district and, in connection with the 

matters alleged herein, transacts or has transacted business in this district and throughout the 

United States. 

13. Defendant Neeraj Dubey is an owner, officer, director, member, or manager of 

corporate defendants Helios and VGlobal. At all times material to this Complaint, acting alone 

or in concert with others, Defendant Dubey has formulated, directed, controlled, had the 

authority to control, or participated in the acts and practices set forth in this Complaint. 

Defendant Dubey controls the operations of corporate defendant VGlobal, including its call 

center and the collection of payments from its consumer victims. Defendant Dubey established 

and maintains at least one bank account for corporate defendant Helios. In opening that account, 

he represented himself to be a "co-owner" of Helios along with Raj iv Chhatwal. unt c o l l e c t i o n 2
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and employees when 
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Defendants' Pop-up Advertisements 

17. Defendants cause pop-up messages ("pop-ups") to be displayed on consumers' 

computers 
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through a sales pitch designed to convince them that their computers are in urgent need of repair, 

even though Defendants have not detected that an actual problem exists. Defendants' 

telemarketers begin this deception by explaining that consumers receive the pop-up messages 

only if something is wrong with their computers. 

21. To gain consumers' trust, Defendants claim that they are affiliated with Microsoft 

or Apple, or otherwise certified or authorized by those companies to service their products. For 

example, one telemarketer told an FTC investigator that he and the other telemarketers are 

certified by Microsoft and Apple to service their products. In fact, Defendants and their 

telemarketers are not affiliated with, or certified or authorized by, Microsoft or Apple. 

22. After convincing consumers that the pop-ups indicate that there are problems with 

their computers and that Defendants are qualified to diagnose those problems and fix them, 

Defendants' telemarketers tell consumers that they need to remotely access the consumers' 

computers to identify and resolve the specific problems. The telemarketers typically direct 

consumers to go to a website, enter a code, and follow the prompts to begin the remote access 

session. Once Defendants gain remote access, they are able to control the consumers' 

computers. Among other things, Defendants can view the computer screen, move the mouse or 

cursor, enter commands, run applications, and access stored information. At the same time, 

consumers can see what Defendants are seeing and doing on their computers. 

23. Once in control of consumers' computers, Defendants run a series of purported 

diagnostic tests, which, in reality, are nothing more than a high-pressured sales pitch designed to 

scare consumers into believing that their computers are corrupted, hacked, otherwise 

compromised, or generally performing badly. For computers running versions of Microsoft 

Windows, these diagnostic tests often include displaying the computer's Event Viewer, the 

Page 8of14 
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Microsoft 
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Similarly, it is normal for Windows services that are not needed to be designated as "Stopped," 
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At worst, Defendants' services may cause consumers' computers to be more vulnerable to 

security incursions and other technical problems. 

VIOLATIONS OF SECTION 5 OF THE FTC ACT 

32. Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), prohibits "unfair or deceptive acts 

or practices in or affecting commerce." 

33. Misrepresentations or deceptive omissions of material fact constitute deceptive 

acts or practices prohibited by Section S(a) of the FTC Act. 

COUNT I 
Deceptive Misrepresentations 

34. In numerous instances, in connection with the marketing, offering for sale, or 

selling of computer security and technical support services, Defendants represent or have 

represented, directly or indirectly, expressly or by implication, through a variety of means, 

including telephone calls and internet communications, that they are part of or affiliated with 

wellhknown U.S. technology companies, such as Microsoft or Apple, or are certified or 

authorized by these companies to service their products. 

35. In truth and in fact, Defendants are not part of or affiliated with these U.S. 

technology companies, nor are Defendants certified or authorized to service their products. 

36. Therefore, Defendants' representations set forth in Paragraph 34 are false or 

misleading and constitute deceptive acts or practices in violation of Section 5(a) of the FTC Act, 

15 U.S.C. § 45(a). 

COUNT II 
Deceptive Misrepresentations 

37. In numerous instances, in connection with the marketing, offering for sale, or 

selling of computer security and technical support services, Defendants represent or have 

Page 11of14 
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represented, directly or indirectly, expressly 
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PRAYER FOR RELIEF 

Wherefore, Plaintiff, pursuant to Section 13(b) of the FTC Act, 15 U.S.C. § 53(b), and 

the Court's own equitable powers, requests that 
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D. Award Plaintiff the costs of bringing this action, as well as such other and 

additional relief as the Court may determine to be just and proper. 

Dated: October 3, 2016 Respectfully submitted, 

DAVID C. SHONKA 
Acting General 


