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UNITED STATES OF AMERICA  

BEFORE THE FEDERAL TRADE COMMISSION  
 
COMMISSIONERS:  Joseph J. Simons, Chairman 

Maureen K. Ohlhausen 
Noah Joshua Phillips 
Rohit Chopra 
Rebecca Kelly Slaughter 
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Findings 
 

1. The Respondent s ar e:  
 

a.  
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5. The discl os ure must use dict i on and s ynt ax under s t andabl e to ordi nar y con sum ers 
and   must appear in each langu a ge in which the tri gge ri ng repr es ent at i on ap pears.  
 

6. The discl os ure must com pl y with these requi rem e nt s in each medi um throu gh 
which it is recei ved, in cl udi ng all ele ct roni c devi c es and fa c e -to -face 
comm uni cat i ons. 
 

7. The discl os ure must not be cont radi ct ed or miti ga t ed b y, or incons i s t ent with, 
an yt hi n g else in the com m uni cat i on.  
 

8. W hen the repres ent at i on or sales pra ct i ce ta r get s a speci fi c audi ence, su ch as 
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F.  “Respondent s ” means Co rporat e Respond ent and Indi vi dual Respondent, indi vi dual l y, 
coll ect i vel y, or in an y co mbi nat i on.  

 
1. 
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A.  T he desi gnat i on of an empl o ye e or empl o ye es to coordi nat e and be respons i bl e for the 
I n form at i on S ecuri t y P ro gr am ;  
 
 

B.  The ident i fi cat i on of mat eri al internal and ex terna l risks to the securi t y o f Covered 
Devi ces that coul d resul t in unaut hori z ed acces s to or unaut hori z ed modi fi cat i on of a 
Covered Devi ce, and ass es s m ent of the suffi ci enc y of an y saf e guards in pl ace to cont rol 
these risks ;  
 

C.  The ident i fi cat i on of mat eri al internal and ex terna l risks to the securi t y, co nfi dent i al i t y, 
and integri t y o f Personal In form at i on that coul d re sul t in the unint ent i onal ex pos ure of 
such inform at i on or the unaut hori z ed discl os ure, misus e , loss, alterat i on, dest ruct i on, or 
other comprom i s e of suc h inform at i on, and asses s m ent of the suffi ci en c y o f an y 
safe gua rds in place to co nt rol these risks ;   
 

D.  The desi gn and impl em e nt at i on of reasonabl e saf egu ards to cont rol the risks ident i fi ed 
through risk asses s m ent, incl udi ng throu gh reason abl e and app ropri at e so ft ware s ecuri t y 
techni ques ;  
 

E.  R egul a r moni t ori ng of th e eff ect i ven es s of the saf egu ards ’ k e y cont rol s, s yst em s, and 
procedur es ;  

 
F.  The devel opm ent and us e of re asonabl e steps to s elect and reta i n servi ce p rovi ders 

capabl e o f approp ri at el y safe gua rdi ng P ersonal I n form at i on the y re cei ve fr om 
R espondent s , and requi ri ng such s ervi c e provi ders, by cont r act, to impl em e nt and 
maint ai n appropri at e s afe gua rds ; and  
 

G.  The eval uat i on and adjus t m ent of the I nform at i on S ecuri t y P ro gram in light of sub-
provi s i ons  E -F , an y chan ges to R espond ent s ’  oper at i ons or busi nes s arr an gem ent s, or an y 
other circum s t an ces that R espondent s  know or ha ve  reason to know m a y h ave an impa ct 
on the eff ect i venes s of th e I nform at i on S ecu ri t y P r ogr am.  

 
I II. Data Security Assessments by a Third Party 

 
IT IS FURTHER ORDERED that, in connect i on with compl i ance with the Provi s i on of 

this Order titl ed Mandat e d Da ta Securi t y Pro gr am, Respondent s  must obtai n init i al and bienni al 
asses s m ent s (“ Asses s m e nt s ”):  
 
A.  The Asses s m ent s must be obtai ned from a qual i fi ed, object i ve, indep enden t third- part y 

profes s i onal, who uses p r ocedures and standa rds general l y acc ept ed in the profes s i on.  A 
profes s i onal qual i fi ed to prepar e such Ass es s m ent s must be:  a  person qual i fi ed as a 
Cert i fi ed Secur e Soft war e Li fec yc l e Prof es s i onal (CSSLP) with ex peri en ce program m i ng 
secure Intern et -acces s i bl e consum er -grad e devi c e s ; or as a Cert i fi ed In for m at i on S yst em 
Securi t y Pro fes s i onal (CISS P) with profes s i onal ex peri ence i n the Soft war e Devel opm ent 
Securi t y domai n and in program m i ng s ecur e Inte r net -acces s i bl e consum e r -gr ade devi ces ; 
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or a simi l arl y qu al i fi ed p erson or or gani z at i on approved b y the Associ at e Direct or fo r 
Enforcem ent, Bur eau o f Consum er Prot ect i on. 

 
B.  The report i n g pe ri od for t he Asses s m ent s must cover: (1) the first 180 da ys after the 

issuance date o f the Ord e r for the init i al Asses s m e nt, and (2) each 2- year p e ri od 
therea ft er fo r 20 yea rs aft er issuance o f the Order for the bienni al Asses s m e nt s.  

 
C.  Ea ch Asses s m ent must :  
 

1. Set fort h the admi ni s t rat i ve, techni c al, and ph ysi c al safe gu ards  that R espo ndent s  
ha ve  impl em ent ed and m aint ai ned duri n g the repo rt i ng pe ri od;  

 
2. Ex plai n how such safe gu ards ar e approp ri at e to R espondent s ’  siz e and 

compl ex i t y, the nature an d scope of R espondent s ’  acti vi t i es, and the sensi t i vi t y of 
the Covered Devi ce’s fu nct i on or the Personal  Inf orm at i on;  

 
3. Ex pl ai n how the safegu ar ds that have been impl em ent ed meet or ex ceed the 

prot ect i ons requi r ed b y th e Provi s i on of this Orde r titl ed Mandat ed Dat a Securi t y 
Progr am ; and  

 
4. Certi f y that R espond ent s ’  securi t y pro gram is ope rat i ng with suf fi ci ent 

effe ct i venes s to provi de reasonabl e assuran ce that the securi t y of Cover ed 
Devi ces and th e priva c y, securi t y, confi dent i al i t y, and integri t y o f Personal 
In form at i on is prot ect ed and has so oper at ed throu ghout the report i n g peri o d.  

 
D.  
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V. Acknowledgments of the Order 
 

IT IS FURTHER ORDERED that R espondent s  obtai n acknowl ed gm ent s of rec ei pt of this 
Order:  

 
A.  Each Respondent, withi n 10 days after th e  ef fect i v e date  of this Orde r, must subm i t to the 
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2. 
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VII.  Recordkeeping 
 

IT IS FURTHER ORDERED that Respondent s  must creat e cert ai n reco r ds for 20 yea rs 
after the issuan ce d ate of the Order, and ret ai n ea c h such reco rd for 5 ye ars, unles s otherwi s e 
speci fi ed below.  Spe ci fi cal l y, Corpo rat e Respond ent and Indi vi dual Respo ndent for an y 
busi nes s that such Respondent , indi vi dual l y or col l ect i vel y with an y other Respondent s, is a 
majori t y owne r or cont ro l s direct l y or indi r ect l y, must creat e and retai n th e foll owi ng reco rds :  

 
A.   A ccount i n g re cords show i ng the revenues from all goods or s ervi ces sold;  
 
B.  P ersonnel rec ords showi ng, fo r ea ch person p rovi di ng servi ces in rel at i on to an y aspect o f 

the Order, whet he r as an empl o ye e or othe rwi s e, that person’s :  name; addr es s es ; 
telephone numbers ; job titl e or posi t i on; dates of servi ce; and (if appl i c abl e) the re ason 
for term i nat i on; 

 
C.  C opi es or reco rds of all consum er compl ai nt s and refund reques t s, whet h er recei v ed 

direct l y o r indi rect l y, suc h as through a third part y, and an y respons e;  
 
D.  A ll records ne ces s ar y to demons t rat e full compl i a nce with ea ch provi s i on of this Order, 

incl udi ng all subm i s s i ons to the Comm i s s i on;  
 
E.  A  cop y of each wid el y di ssem i nat ed repr es ent at i o n b y R espondent s  that de scri bes the 

ex tent to which it uses or maint ai ns an y Pe rsonal Inform at i on, or prot e ct s the privac y, 
confi dent i al i t y, securi t y, or integri t y of an y Person al In form at i on and the ex tent to which 
consum ers ma y ex erci s e cont rol over the coll ect i on, use, or discl os ure of P ersonal 
In form at i on ; and  

 
F.  F or 5 ye ars from the date recei v ed, copi es of all subpoenas and othe r comm uni cat i ons  

with law enfor cem ent, if such comm uni cat i on rela t e to R espondent s ’  
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Provided, further, that if such compl ai nt is dism i ss ed or a feder al court rul es that the 
R espondent did not viol at e an y provi s i on of the Order, and th e dism i s s al or ruli ng is either not 
appeal ed o r uphel d on ap peal, then the Ord er will term i nat e ac cordi n g to this Provi s i on as though 
the compl ai nt had neve r been filed, ex cept that th e Orde r will not term i nat e betwe en the date 
such compl ai nt is filed and the later of  the deadl i ne for app eal i n g such dis m i s s al or ruli ng and the 
date such dism i s s al or rul i ng is uphel d on appe al.  

 
By the Comm i s s i on.  
 
 
     Donal d S. Clark 
     Secret a r y  

SEA L:  
ISS UED:   Sept em be r 6, 2018 

 


