


 

 

 

 
 



 

 

 

 



 

 
   

 
 

  
 

 
______________________ 

_____________________ 

MOVIEPASS, INC. FEDERAL TRADE COMMISSION 

By:___________________ By: _____________________ 
Alan Nisselson Zachary A. Keller 
Trustee       Thomas B. Carter 

Attorneys, Southwest Region 
Date:________ 

APPROVED: 
HELIOS AND MATHESON 
ANALYTICS, INC. ________________________ 

Dama  J.  Brown  
By:___________________ Regional Director 

Alan Nisselson Southwest Region
 Trustee 

Date:________ ________________________ 
Andrew  M.  Smith  

MITCHELL LOWE Director 
Bureau of Consumer Protection 

By: ___________________ 
Mitchell Lowe, individually and as 
an officer of MoviePass, Inc. 

Date:________ 

THEODORE FARNSWORTH 

By: ___________________ 
Theodore Farnsworth, individually and 

      as an officer of Helios and Matheson Analytics, Inc. 

Date:_________ 

Leslie S. Barr 
Windels Marx Lane & Mittendorf, LLP 
Attorney for Bankruptcy Trustee 

Jason Gonzalez 
Nixon Peabody LLP 
Attorney for Mitchell Lowe and Theodore Farnsworth 
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192 3000 
UNITED STATES OF AMERICA 

BEFORE THE FEDERAL TRADE COMMISSION 

COMMISSIONERS: Rebecca Kelly Slaughter, Acting Chairwoman 
Noah Joshua Phillips 
Rohit Chopra 
Christine S. Wilson 

In the Matter of 

MOVIEPASS, INC., a corporation, 

HELIOS AND MATHESON ANALYTICS, 
INC., a corporation, 

MITCHELL LOWE, individually and as an 



 

 

 

 
   

 
 

 
 

 
 

 
 

 
 

 
 

consideration of public comments. The Commission duly considered any comments received 



 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 
 

 

 
 

the entry of judgment and enforcement of a judgment other than a money judgment, is 
not stayed by 11 U.S.C. § 362(a)(1), (2), (3), or (6) because it is an action brought by the 
Commission to enforce its police and regulatory power as a governmental unit pursuant 
to 11 U.S.C. § 362(b)(4) and thus falls within an exemption to the automatic stay. 

4. The Bankruptcy Trustee is not a Respondent or a party to this Order and is acting solely 
in his fiduciary capacity as Chapter 7 trustee in the Bankruptcy Cases to bind 
Respondents MoviePass, Inc. and Helios and Matheson Analytics, Inc. to this Consent 
Agreement. The Bankruptcy Trustee’s obligations arise, if at all, only if the Bankruptcy 
Trustee obtains authorization from the Bankruptcy Court to operate the business of such 
entity pursuant to 11 U.S.C. § 721, or abandons property of the estate of such entity 
pursuant to 11 U.S.C. § 554, before the Bankruptcy Case is closed. In the event that any 
obligations arise hereunder, the Bankruptcy Trustee shall have no further obligations 
under this Order after the Bankruptcy Case is closed, including with respect to any 
property the Bankruptcy Trustee abandons to effectuate the closing of any such 
Bankruptcy Case. 

5. Notwithstanding the above, no obligations under this Consent Agreement arose by virtue 
of the Bankruptcy Trustee’s limited operation of the MovieFone business pursuant to that 
certain Order of the Bankruptcy Court entered on February 26, 2020, which authorized 
the Bankruptcy Trustee, effective as of January 28, 2020, to continue the operation of the 
MovieFone business for a limited period until March 31, 2020, pursuant to 11 U.S.C.  
§ 721. 

6. The Bankruptcy Trustee has obtained approval from the Bankruptcy Court to enter into 
this Order and take any and all actions necessary to implement the terms and conditions 
of this Order applicable to Respondents MoviePass, Inc. and Helios and Matheson 
Analytics, Inc. 

7. The Commission has jurisdiction over the subject matter of this proceeding and over the 
Respondents, and the proceeding is in the public interest. 

ORDER 

Definitions 

For purposes of this Order, the following definitions apply: 

A. “Covered Business” means (1) Corporate Respondents; (2) any business that 
Corporate Respondents control, directly or indirectly; and (3) any business that Respondent 
Lowe controls, directly or indirectly, that collects or



 

 

 
 

 
 

 
 

  
 

 
 



 

 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 

 
 

 
 

 
 

10. Authentication credentials, such as a username and password. 

I. PROHIBITION AGAINST MISREPRESENTATIONS 

IT IS ORDERED that Respondents, Respondents’ officers, agents, employees, and 
attorneys, and all other persons in active concert or participation with any of them, who receive 
actual notice of this Order, whether acting directly or indirectly, in connection with advertising, 
promotion, offering for sale, or sale of any product or service, are permanently restrained and 
enjoined from misrepresenting or assisting others in misrepresenting, expressly or by 
implication: 

A. That the service will allow consumers to view one movie per day at their local 
movie theaters; 

B. That the service will allow consumers to view any movie, in any theater, at any 
time;  

C. The total costs to purchase, receive, or use, and the quantity of, any good or 
service that is the subject of the sales offer; 

D. All material restrictions, limitations, or conditions to purchase, receive, or use the 
product or service that is subject of the sales offer;  

E. That Respondents will take reasonable administrative technical, physical, or 
managerial measures to protect consumers’ Personal Information from unauthorized access; 

F. The extent to which Respondents otherwise protect the privacy, security, 
availability, confidentiality, or integrity of Personal Information; or 

G. Any material fact. 

II. MANDATED INFORMATION SECURITY PROGRAM 

IT IS FURTHER ORDERED that each Covered Business shall not transfer, sell, share, 
collect, maintain, or store Personal Information unless it establishes and implements, and 
thereafter maintains, a comprehensive information security program (“Information Security 
Program”) that protects the security, confidentiality, and integrity of Personal Information. To 
satisfy this requirement, each Covered Business must, at a minimum: 

A. Document in writing the content, implementation, and maintenance of the 
Information Security Program; 

B. Provide the written program and any evaluations thereof or updates thereto to its 
board of directors or equivalent governing body or, if no such board or equivalent governing 
body exists, to a senior officer responsible for its Information Security Program at least once 
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every twelve (12) months and promptly (not to exceed thirty (30 days) after a Covered Incident; 

C. Designate a qualified employee or employees to coordinate, oversee, and be 
responsible for the Information Security Program; 

D. Assess and document, at least once every twelve (12) months and promptly (not 
to exceed thirty (30 days) following a Covered Incident, internal and external risks to the 
security, confidentiality, or integrity of Personal Information that could result in the 
(1) unauthorized collection, maintenance, use, or disclosure of, or provision of access to, 
Personal Information; or the (2) misuse, loss, theft, alteration, destruction, or other compromise 
of such information; 

E. Design, implement, maintain, and document safeguards each Covered Business 
identifies that control for the internal and external risks to the security, confidentiality, or 
integrity of Personal Information identified in response to sub-Provision II.D. Each safeguard 
must be based on the volume and sensitivity of the Personal Information that is at risk, and the 
likelihood that the risk could be realized and result in the (1) unauthorized collection, 
maintenance, use, or disclosure of, or provision of access to, Personal Information; or the 
(2) misuse, loss, theft, alteration, destruction, or other compromise of such information. Such 
safeguards must also include: 

1. Training of all its employees, at least once every twelve (12) months, on how to 
safeguard Personal Information; 

2. Technical measures to monitor of all of its networks and all systems and assets 
within those networks to identify data security events, including unauthorized 
attempts to exfiltrate Personal Information from those networks; and 

3. Data access controls for all databases storing Personal Information, including by, 
at a minimum, (a) restricting inbound connections to approved IP addresses, (b) 
requiring authentication to access them, and (c) limiting employee access to what 
is needed to perform that employee’s job function; 

F. Assess, at least once every twelve (12) months and promptly (not to exceed thirty 
(30) days) following a Covered Incident, the sufficiency of any safeguards in place to address the 
internal and external risks to the security, confidentiality, or integrity of Personal Information, 
and modify the Information Security Program based on the results; 

G. Test and monitor the effectiveness of the safeguards at least once every twelve 
(12) months and promptly (not to exceed thirty (30) days) following a Covered Incident, and 
modify the Information Security Program based on the results. Such testing and monitoring must 
include vulnerability testing of each of the Covered Business’s networks once every four months 
and promptly (not to exceed thirty (30) days) after a Covered Incident, and penetration testing of 
each of the Covered Business’s networks at least once every twelve (12) months and promptly 
(not to exceed thirty (30) days) after a Covered Incident; 

7 



 

 

  

 

 
 

 

 
 

 

  



 

 

 
 

 
 

 

 
 

 
 

 
 

to, documents reviewed, sampling and testing performed, and interviews conducted) examined to 
make such determinations, assessments, and identifications, and explain why the evidence that 
the Assessor examined is (a) appropriate for assessing an enterprise of the Covered Business’s 
size, complexity, and risk profile; and (b) sufficient to justify the Assessor’s findings. No finding 
of any Assessment shall rely primarily on assertions or attestations by such Covered Business’s 
management. The Assessment must be signed by the Assessor, state that the Assessor conducted 
an independent review of the Information Security Program and did not rely primarily on 
assertions or attestations by such Covered Business’s management, and state the number of hours 
that each member of the assessment team worked on the Assessment. To the extent that such 
Covered Business revises, updates, or adds one or more safeguards required under Provision II of 
this Order during an Assessment period, the Assessment must assess the effectiveness of the 
revised, updated, or added safeguard(s) for the time period in which it was in effect, and provide 
a separate statement detailing the basis for each revised, updated, or additional safeguard.  

E. Each Assessment must be completed within sixty (60) days after the end of the 
reporting period to which the Assessment applies. Unless otherwise directed by a Commission 
representative in writing, such Respondent must submit the initial Assessment to the 
Commission within ten (10) days after the Assessment has been completed via email to 
DEbrief@ftc.gov or by overnight courier (not the U.S. Postal Service) to Associate Director for 
Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania 
Avenue NW, Washington, DC 20580. The subject line must begin, “In re MoviePass, Inc., FTC 
File No. 1923000.” All subsequent biennial Assessments must be retained by Respondents until 
the order is terminated and provided to the Associate Director for Enforcement within ten days 
of request. 

IV. COOPERATION WITH THIRD-PARTY INFORMATION  
SECURITY ASSESSOR 

IT IS FURTHER ORDERED that each Covered Business, whether acting directly or 
indirectly, in connection with any Assessment required by Provision III of this Order titled 
Information Security Assessments by a Third Party, must: 

A. Provide or otherwise make available to the Assessor all information and material 
in its possession, custody, or control that is relevant to the Assessment for which there is no 
reasonable claim of privilege;  

B. Provide or otherwise make available to the Assessor information about its 
network(s) and all of its IT assets so that the Assessor can determine the scope of the 
Assessment, and visibility to those portions of the network(s) and IT assets deemed in scope; and 

C. Disclose all material facts to the Assessor, and not misrepresent in any manner, 
expressly or by implication, any fact material to the Assessor’s: (1) determination of whether 
each Covered Business subject to Provisions II and III of this Order has implemented and 
maintained the Information Security Program required by Provision II of this Order, titled 

mailto:DEbrief@ftc.gov
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corporate manager, senior officer, or subject matter experts upon whom the senior corporate 
manager or senior officer reasonably relies in making the certification. 

B. Unless otherwise directed by a Commission representative in writing, submit all 
annual certifications to the Commission pursuant to this Order via email to DEbrief@ftc.gov or 
by overnight courier (not the U.S. Postal Service) to Associate Director for Enforcement, Bureau 
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E. Unless otherwise directed by a Commission representative in writing, all 
submissions to the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov or 
sent by overnight courier (not the U.S. Postal Service) to: Associate Director for Enforcement, 
Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, 
Washington, DC 20580. The subject line must begin: In re MoviePass, Inc., et al., FTC File No. 
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