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bypassing the authentication procedures in Respondent’s API to gain access to other users’
accounts; (3) failed to adopt and implement written data security standards, policies, procedures,
or practices; and (4) failed to implement adequate privacy and security guidance or training for
its employees responsible for designing, testing, overseeing, and approving software
specifications and requirements.

The proposed order contains provisions designed to prevent Respondent from engaging
in the same or similar acts or practices in the future. Part | of the proposed order prohibits
Respondent from misrepresenting the extent to which it maintains and protects: (1) the security
of a Covered Device; or (2) the privacy, security, confidentiality, or integrity of Personal
Information.

Part Il of the proposed order requires Respondent to establish and implement, and
thereafter maintain, a comprehensive security program (“Security Program”) that protects: (1)
the security of Covered Devices; and (2) the security, confidentiality, and integrity of Personal
Information.

Part I11 of the proposed order requires Respondent to obtain initial and biennial data
security assessments for twenty years.

Part IV of the proposed order requires Respondent to disclose all material facts to the
assessor and prohibits Respondent from misrepresenting any fact material to the assessments
required by Part II.

Part V of the proposed order requires Respondent to submit an annual certification from a
senior corporate manager (or senior officer responsible for its information security program) that
Respondent has implemented the requirements of the Order and is not aware of any material
noncompliance that has not been corrected or disclosed to the Commission.

Parts VI through IX of the proposed order are reporting and compliance provisions,
which include recordkeeping requirements and provisions requiring Respondent to provide
information or documents necessary for the Commission to monitor compliance. Part X states
that the proposed order will remain in effect for 20 years, with certain exceptions.

The purpose of this analysis is to aid public comment on the proposed order. It is not
intended to constitute an official interpretation of the complaint or proposed order, or to modify
in any way the proposed order’s terms.
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