
 

 

  
 

 
 

 
 

 

 

 

 
 

 
 

   

 

  
 

    

 

  
 

  

1923133 

UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 

COMMISSIONERS: Joseph J. Simons, Chairman 
Noah Joshua Phillips 
Rohit Chopra 
Rebecca Kelly Slaughter 
Christine S. Wilson 

In the Matter of 
DOCKET NO. 

FLO HEALTH, INC. 

COMPLAINT 

The Federal Trade Commission (“FTC”), having reason to believe that Flo Health, Inc., a 
corporation (“Respondent”), has violated the provisions of the Federal Trade Commission Act, 
and it appearing to the Commission that this proceeding is in the public interest, alleges: 

1. Respondent Flo Health, Inc. (“Flo Health”) is a Delaware corporation with its principal 
office or place of business at 1013 Centre Road, Suite 403-B, Wilmington, Delaware 19805. 

2. Respondent has developed, advertised, offered for sale, sold, and distributed the Flo 
Period & Ovulation Tracker, a mobile application (“app”) powered by artificial intelligence that 
functions as an ovulation calendar, period tracker, and pregnancy guide (“Flo App”). 

3. Millions of women use the Flo App, giving Respondent details of their menstruations and 
gynecological health on the promise that the app will help predict ovulation and aid in pregnancy 
and childbirth.  These users trust Respondent with intimate details of their reproductive health 
because Respondent repeatedly promised to protect the information and keep it secret.  Indeed, 
Respondent’s privacy policies stated, time and again, that Respondent would not share users’ 



 

 

  
    

   
 

 
 

 
 

     
  

 

   
   

   
 

  

 
 

 
  

 

  
  

 
 

  
 

  
 

  
   

  

 

 

 

5. Respondent shared women’s personal health information with these third parties for 
years, while at the same time promising them privacy. It was not until February 2019, when the 
Wall Street Journal revealed the practice, that Respondent halted sharing the data. Indeed, 
Respondent stopped sharing users’ health information with Facebook the day after the exposé. 

6. Upon learning that Respondent had turned some data related to their menstruations, 
pregnancies, and childbirths over to these third parties, hundreds of users wrote to Respondent, 



 

 

   

 
 

 
 

 
  

  
   

 
   

  

 

   

 
 

 

  
  

   
 

   
   

 
   

   
 

  
  

   
 

   
   

 

Respondent’s Repeated Deceptive Statements to Flo App Users About Health Data 

13. Between 2017 and 2019, Respondent repeatedly promised users that the Flo App would 
keep their health data private, and that Respondent would only use Flo App users’ data to 









 

 

  
 

 
  

   
    

 
 

  
 

  
 

 

  
 

 

   
  

  
   

 
  

   

  

   
    

  

 
 

  
 

  
  

  

   
  

   
    

32. To join the EU-U.S. and/or Swiss-U.S. Privacy Shield Framework, a company must self-
certify to Commerce that it complies with the Privacy Shield Principles, and to related 
requirements that have been deemed to meet the European Union’s Adequacy Standard.  
Participating companies must annually re-certify their compliance. 

33. The Privacy Shield expressly provides that, while decisions by organizations to “enter the 
Privacy Shield are entirely voluntary, effective compliance is compulsory:2 (s)-1 (ort4dk, a )gizations to “t,-0.004 Tc 0.004 Tw -32.05s



 

 

 
   

 
   
   

   

   
 

  

 
  

   

  

    
  

  

  
  

    
  

  
  

 
  

 
 

 

 
 

 

  

  
 

39. The Choice Principle specifies further:  “Individuals must be provided with clear, 
conspicuous, and readily available mechanisms to exercise choice.” Id. 

40. This Principle also requires opt-in consent for disclosures of “sensit,  



 

 

   
   

 
 

   
 

 

   
  

   
 

      
 

  



 

 

 
 

 
  

 
 

 

  
  

  

  
  

 
 

 
 

    
   
 

   
   

 

 
 

    
   

    
 

 

 
 

    
    

  

Facebook, and Fabric.  Therefore, the representations set forth in Paragraph 53 are false or 
misleading. 

Count III 
Privacy Misrepresentation – Failure to Limit Third-Party Use 

55. As described in Paragraphs 14-15, Respondent represented, directly or indirectly, 
expressly or by implication, that third parties could not use Flo App users’ personal information 
“for any other purpose except to provide services in connection with the App.” 

56. In fact, as set forth in Paragraph 22, third parties could use Flo App users’ personal 
information for purposes other than providing services in connection with the app.  Respondent 
entered into agreements with third parties Facebook, Google, AppsFlyer, and Fabric that 
permitted them to use Flo App users’ personal information for the third parties’ own purposes, 
including for advertising and product improvement.  Furthermore, as set forth in Paragraph 23, 
from June 2016 to February 2019, at least one third party 



 

 

    
  

 

 
 

    
   

    

    
    

   

 

    
  

 

     
 

 

 

 

 
 

 

 
 

62. In fact, as described in Paragraphs 45-48, Respondent did not adhere to the Privacy 
Shield Principle of Accountability for Onward Transfers.  Therefore, the representation set forth 
in Paragraph 61 is false or misleading. 

Count VII 
Misrepresentation Regarding Data Integrity and Purpose Limitation 

63. As described in Paragraph 27, Respondent has represented, directly or indirectly, 
expressly or by implication, that it adheres to the Privacy Shield Framework Principles, 
including the principle of Data Integrity and Purpose Limitation. 

64. In fact, as described in Paragraph 50, Respondent did not adhere to the Privacy Shield 
Principle of Data Integrity and Purpose Limitation.  Therefore, the representation set forth in 
Paragraph 63 is false or misleading. 

Violations of Section 5 

65. The acts and practices of Respondent as alleged in this complaint constitute unfair or 
deceptive acts or practices, in or affecting commerce in violation of Section 5(a) of the Federal 
Trade Commission Act. 

THEREFORE, the Federal Trade Commission this ___ day of _______ 2020, has issued 
this complaint against Respondent. 

By the Commission. 

April J. Tabor 
Acting Secretary 
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