
Analysis of Proposed Consent Order to Aid Public Comment 
In the Matter of SkyMed International, Inc., File No. 192 3140 

 
The Federal Trade Commission (“Commission”) has accepted, subject to final approval, 

an agreement containing a consent order from SkyMed International, Inc., also doing business as 
SkyMed Travel and Car Rental Pro (“SkyMed”).  

The proposed consent order (“Proposed Order”) has been placed on the public record for 
thirty days for receipt of comments by interested persons. Comments received during this period 
will become part of the public record. After thirty days, the Commission again will review the 
agreement and the comments received, and will decide whether it should withdraw from the 
agreement or make final the agreement’s Proposed Order. 

SkyMed is a Nevada corporation with its principal place of business in Arizona. SkyMed 
provides emergency travel membership plans that cover travel and medical evacuation services 
for members who sustain serious illnesses or injuries during travel in certain geographic areas. 
SkyMed has thousands of members. In applying for a membership, a consumer provides his or 
her name, date of birth, sex, home address, email address, phone number, emergency contact 
information, passport number, payment card information, a list of prescribed medications and 
medical conditions, and a list of all hospitalizations in the previous six months.  

 
The Commission’s proposed three-count complaint alleges that SkyMed violated Section 

5(a) of the Federal Trade Commission Act by engaging in both unfair and deceptive acts or 
practices. 

First, the proposed complaint alleges that SkyMed engaged in a number of unreasonable 
security practices that led to the exposure of a cloud database containing approximately 130,000 
membership records with consumers’ personal information stored in plain text. Specifically, the 
proposed complaint alleges that SkyMed: 

 
�x failed to develop, implement, or maintain written organizational information security 

standards, policies, procedures, or practices;  
 

�x failed to provide adequate guidance or training for employees or contractors 
regarding information security and safeguarding consumers’ personal information;  
 

�x stored consumers’ personal information on SkyMed’s network and databases in plain 
text, without reasonable data access controls or authentication protections;  
 

�x failed to assess the risks to the personal information stored on its network and 
databases, such as by conducting periodic risk assessments or performing 
vulnerability and penetration testing of the network and databases;  
 

�x failed to have a policy, procedure, or practice for inventorying and deleting 
consumers’ personal information stored on SkyMed’s network that is no longer 
necessary; and 
 






