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marketplace, we expect that many patients will broadly share their data with apps, unwittingly 
giving up control over the uses of those data by third parties [13]. FTC does not regulate the 
content of terms or privacy policies. 

Because ONC’s regulatory authority over EHR does not extend to regulating consumer health 
apps, the new rule which promotes interoperability begs for concomitant protections for patients, 
who will naturally be drawn to use apps that help them manage their care and contribute to 
public health and research. Some patients may wish to explore the nascent emerging 
marketplace offering options to monetize their data. “Information altruists” [14] and self-
assembling patient groups will donate data [15] to speed social and direct benefit through 
innovation and research. (Notably, the monetary value of an individual record is generally low, 
with exceptions for patients having rare or complex conditions and histories). 
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6((%)#4*$'),'*"&%7*'8%'8#%9:;5"Apps require a client identifier from the EHR along with its 
endpoints for data access.  This is obtained after registration of the app. EHRs may capture the 
privacy manifest as part of this existing registration process by presenting a survey and 
capturing granular “yes or no” responses to specific privacy questions along with the regular 
elements that are part of the SMART specification 
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1)#$#&'*&4%2,&*0#$'%'"%'8#%<$#)5%When the end-
user launches the app, the app seeks 

authorization to access the EHR, at which point the EHR evaluates the request and presents an 
app authorization interface in the form of a web page to the user seeking her approval for 
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