
In the Matter of:

Information Security and Financial Institutions Workshop

July 13, 2020
First Version

Condensed Transcript with Word Index



First Version
Information Security and Financial Institutions Workshop 7/13/2020

(301) 870-8025 - www.ftrinc.net - (800) 921-5555
For The Record, Inc.

1 (Pages 1 to 4)

1

1             FEDERAL TRADE COMMISSION

2

3

4 INFORMATION SECURITY AND FINANCIAL INSTITUTIONS:

5      FTC WORKSHOP TO EXAMINE SAFEGUARDS RULE

6

7

8

9

10

11

12               MONDAY, JULY 13, 2020

13                     9:00 A.M.

14

15

16                   VIRTUAL EVENT

17

18

19

20

21

22

23

24

25

2

1                FEDERAL TRADE COMMISSION

2                        I N D E X

3                                                   PAGE:

4 Welcome and Opening Remarks                       3

5

6 The Costs and Benefits of Information  

7      Security Programs                            23

8

9 Information Security Programs and Smaller

10      Businesses                                   71

11

12 Continuous Monitoring, Penetration, and

13      Vulnerability Testing                        121

14

15 Accountability, Risk Management, and Governance

16      of Information Security Programs             172

17

18 Encryption and Multifactor Authentication         222

19

20

21

22

23

24

25

3

1               WELCOME AND OPENING REMARKS

2            MR. LINCICUM:  Good morning.  I want to

3 welcome everyone to the Information Security and

4 Financial Institutions Workshop by the FTC.  My name

5 is David Linicum.  I am an attorney here at the

6 Division of Privacy and Identity Protection at the

7 FTC.  Today’s workshop is going to be looking at the

8 Safeguards Rule, which is a rule that requires

9 financial institutions to enact safeguards to protect

10 customer information.

11           We’re going to start by looking at our

12 current rule and what it requires of financial

13 institutions and then move on to some of the proposed

14 amendments that we issued.  If -- and so, let’s go

15 ahead and start the slides.  Next slide, please.

16           Thank you.  The Gramm-Leach-Bliley Act was

17 enacted in 1999, and, among other things, it required

18 several agencies to issue rules for financial

19 institutions in order to have them safeguard their

20 customer information.

21           In response to that, the Federal Trade

22 Commission enacted its safeguard in 2002 and it became

23 effective back in May of 2003.  So over the next 17

24 years, no real changes -- well, no changes at all have

25 been made to the rule.  We think that shows how

4

1 flexible that rule has proven, and how robust.  But we

2 do periodically review our rules to see if there needs

3 to be updates and we did so recently with the

4 Safeguards Rule.

5           After that review, and seeking some comments

6 from the public, we issued a notice of proposed

7 rulemaking in March of 2019.  We got quite a few

8 comments back from proposed rulemaking, and this

9 workshop is going to be looking at some of the issues

10 raised both by the proposed amendments and by some of

11 those comments.  Next slide.

12           So let’s start with the current rule so we

13 know where we’re starting from, what the amendments

14 are -- would change and where they might expand upon

15 the current rule.  So the current rule applies to

16 customer information held by financial institutions. 

17 Customer information is fairly self-explanatory. 

18 That’s information that a financial institution may

19 hold that they received from a customer as part of

20 providing a financial service or product.

21           “Financial institution” needs a little more

22 explanation if you’re not familiar with it.  I think

23 most people when they hear “financial institution”

24 think banks, and while banks are certainly financial

25 institutions, they’re not covered by our rule.  Our
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1 have yet to be invented, we know.  But if we’re doing
2 an actual risk assessment, we’re looking at the
3 likelihood and impacts of things that could go wrong
4 in environments like ours.  And what you’re also
5 suggesting in the proposed updates is that there’s a 
6 -- that you also evaluate the controls, which is super
7 important.  If we’re going to have a good definition
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1 magnitude of the risk, you then have to look at a
2 solution.  In one way, the costs of those solutions
3 are fairly obvious.  You’ll 
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1 that just can’t be applied.
2           We had a client, a hospital, that was --
3 they were fed up with their security team, their
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1 cybersecurity model maturity certification.  A new one
2
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1           MR. MOLINA:  So I noticed sadly we were
2 doing a little bit of a hybrid online learning, hybrid
3 remote work, until we moved to 100 percent remote.  A
4 number of things happened.  You know, first we went to
5 all Zoom sessions.  And guess what?  Then we got into
6 Zoom bombing incidents because the bad guys realized,
7 hey, this could be fun.  And some of them were not
8 fun.  Some of them were even illegal and required
9 collaboration with the FBI to report the culprits and

10 everything else.
11           Then we realized that people working at home
12 without peers on their side, multitasking, taking care
13
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1 And adding those controls in has, I think, increased
2 because of the pandemic response.  
3           MR. LINCICUM:  Great.  We are just about out
4 of time, but I wanted to ask one last question.  And
5 if you all could take about a minute answering a
6 fairly big question, but, you know, as best you can.  
7           We've talked about how information security
8 is very particular for each company.  It's going to
9 have different needs.  But are there some information

10 security practices that are just so universal and so
11 easy to implement that they should be just considered
12 absolutely required if you were handling sensitive
13 information like financial information?  
14           MR. CRONIN:  Go ahead, Pablo.  
15           MR. MOLINA:  Chris, after you, please.
16           MR. CRONIN:  Okay.  Because I’m probably
17 going to say what you were saying because you’ve been
18 saying these things, too.  I’m going to take a step
19 back and say let’s not talk about each control that
20 should be expected because our risk analysis is going
21 to show us how to apply those things differently, in
22 different ways.  
23           What I will say is you find the security
24 control standard that looks like it addresses the risk
25 that you've got in your organization and apply those

66

1 controls the best you 
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1           I’d like to talk about the qualified
2 individual requirement of the proposed Safeguards
3 Rule.  Several of you have mentioned the costs of the
4 requirement in the proposed amendment to 
5 “designate a qualified individual responsible for
6 overseeing and implementing your information security
7 program.”  That is the language of the proposed
8 amendment.  This person may be employed by you, by an
9 affiliate or by a service provider.  

10           So the intention of that proposed language,
11 as my colleague David Lincicum mentioned earlier, was
12 to increase accountability and to lesson the
13 possibility that there would be gaps in responsibility
14 between individuals.  
15           So, Brian, I’d like to ask you your opinion
16 of the costs versus the benefits of hiring a “single
17 qualified individual” to coordinate the information
18 security program at a small business.  
19           MR. MCMANAMON:  Sure, Katherine.  In TECH
20 LOCK’s experience, I think first and foremost it
21 depends on what the definition is of a qualified
22 individual.  That individual would have to go through
23 the proper security training in order to help lead and
24 develop a security program within the organization. 
25           In TECH LOCK's experience, most companies do

78

1 not have that qualified individual.  And the reason
2 for that is they’re often -- they have a small IT 
3 staff; they're often wearing multiple hats.  You know,
4 you could be looking at an IT system administrator or
5 an IT director or a CIO that's basically serving as
6 that lead security person.  
7           So what TECH LOCK has found that what works
8 best is a combination of outsourcing to a managed
9 services company.  What that company can provide is

10 that security skill set and expertise, especially in
11 terms of potentially providing a virtual CISO role. 
12           CISOs, as you heard, the average salary
13 that's out there can range anywhere from 180K; it
14 could be upwards of 400K.  So providing that help and
15 assistance on a strategic basis, I think, is what
16 works best in transferring that knowledge internally. 
17 What a virtual CISO can help do is develop that
18 security strategy and then help to implement that over
19 time.  
20           MS. MCCARRON:  Lee, can I follow up with you
21 then and ask what is the difference between what a
22 qualified individual means for a smaller, less complex
23 business?  For example, can a small auto dealership
24 have a less experienced person in charge of a program
25 than a business with, say, a more complex network?  

79

1           MR. WATERS:  Definitely.  If the dealership
2 has any IT staff at all, they can take one of their
3 more experienced people and they would have to do some
4 research, maybe even call in a little bit of outside
5 help, but somebody could definitely handle that.  
6           With some of the smaller dealerships that
7 only have, you know, maybe five people working the
8 lot, they may not have anybody with IT experience.  So
9 they would have to go outside for help. 

10           MS. MCCARRON:  Thank you.
11           James, can I ask for your opinion as well? 
12 What do you see in terms of what a “single qualified
13 individual” would mean in a small business versus a
14 business with a larger, more complex network?  
15           MR. CRIFASI:  Sure.  In the small financial
16 institutions that we deal with, often the only IT 
17 staff onsite is maybe PC support or end-user support
18 and there really is no IT management or upper level
19 IT.  
20           In those cases, we typically are working
21 with the executive team.  And what we found is that
22 that executive team can really be the qualified
23 person.  Because at the end of the day if they have
24 the proper advice and support or an MSSP or a virtual
25 CISO, you know, that team is really who's going to

80

1 enforce everything and make sure that the business is
2 adhering to the rules and the standards.  Otherwise,
3 it's just something that someone external has told
4 them to do and no one really believes it or feels it
5 or lives it.  
6           So, in our experience, if we really involve
7 it less as a find a single person and more as let’s
8 involve the head of finance, the head of business
9 development, the head of operations and make that part

10 of the team, it's a lot more effective for the smaller
11 businesses.  
12           MS. MCCARR
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1 cover and the range of small businesses. 
2           MS. MCCARRON:  Okay, thank you.
3           Brian, a follow up question:  How does the
4 size of a financial institution and amount and nature
5 of the information that they hold factor into an
6 appropriate information security program?
7           MR. MCMANAMON:  Yeah, I would agree that,
8 you know, just to chime in on the last question, I
9 think there are a minimum set of standards that need

10 to be adhered to by small businesses.  The way TECH
11 LOCK views businesses and the way we scope the work
12 that we do is based on number of users, number of
13 endpoints, and then also number of sites and what
14 their processing environment looks like.
15           So if you think about, you know, servers,
16 workstations, laptops, the network footprint, any of
17 those elements in an organization’s environment may
18 introduce a threat into that environment.  So you have
19 to look at that total threat landscape.
20           From a data prospective, you know, when we
21 do audits on, for example, PCI or high trust, we
22 follow that data, right, all the way from the -- where
23 it comes into the environment and to how it’s
24 protected at each step, whether it's storage or
25 processing all the way through to the back end.  So

90

1 data does come into play in terms of size.  
2           And if you were to compare, for example, to
3 how PCI judges the size of an organization, you know,
4 they do it based on level of transactions that a PCI
5 data processor would process annually.  So, you know,
6 for example, over 6 million transactions, it would be
7 designated that they would need to have an audit by an
8 external auditor.  Very small businesses would just
9 have to go through what they call a self-assessment. 

10 But the issue that TECH LOCK has seen with those self-
11 assessments, it’s more of checking the box.  Right? 
12 And that’s what we’re trying to avoid here.  We want
13 businesses to really go through that internal risk
14 assessment and make sure that they are implementing
15 the appropriate security controls for their
16 environment.
17           MS. MCCARRON:  Lee, I’d like to follow up
18 with you about the issue of the size of a financial
19 institution and the nature of the information that
20 that financial institution holds, as a factor, into
21 the appropriate data security program that they put
22 into place.  
23           Can you tell us from your experience whether
24 it's the number of employees or the number of
25 customers that you keep data about that’s relevant to
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1 to your business?
2           MR. WATERS:  Well, I don't think the type of
3 data really makes much difference as an attacker is
4 just going to go for something easy that he’s going to
5 get a lot of information from.  So the amount of data
6 would definitely have an influence on whether a
7 business is even going to be attacked or not.
8           The number of employees can also introduce
9 other risks.  The more employees you have, the greater

10 you are at risk for either inside attacks or just
11 social engineering.  So you have to be prepared for
12 pretty much everything from all sides.
13           MS. MCCARRON:  James, how do you view the
14 risks of how cybersecurity events change based on the
15 size of a financial institution?
16           MR. CRIFASI:  From our point of view, it’s
17 the point of view of the risk that changes, but we
18 consider it pretty much equal risk.  We have some
19 small businesses we deal with that just have an
20 enormous amount of consumer records, and so they might
21 have a few number of employees or a few number of
22 endpoints, but the amount of data available there is
23 just quite vast.  And so from that point of view, we
24 would say, okay, they need to follow all of the
25 safeguards, right?  Because they just have such a 
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1 massive amount of data, they can’t get away with just
2 doing the basics.  
3           On the flip side of that, we see small
4 businesses where really they just need to focus on the
5 basics.  I know in Panel 1 they talked a lot about
6 doing risk assessments and assessing what data is
7 there, where it is and how it is.  And there’s a point
8 of view for a small business that says if they get 
9 hacked at all, it doesn't matter if they lose employee

10 data, financial data, consumer data, they’re probably
11 going to go out of business.  
12           So there’s a shift to me that says that when
13 we look at a small business and we look at something
14 like the safeguards, that doing the basics, or as 
15 Kiersten mentioned, changing the culture and making
16 sure people are getting educated and understand 
17 security becomes more important, because really they
18 can assume the level of risk, they can assume that at
19 some point they will get an intrusion or malware or
20 ransomware.  An]̀䬀刀娀�
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1 providers, making sure that they can develop and
2 maintain safeguards.  Well, there’s going to be very 
3 concrete questions.  Do you have third-party data
4 inventory?  When was it last reviewed?  When are you
5 going to review it next?
6           And by having a different structure around
7 the certification and also the annual report
8 requirement, they can set up guardrails so that the
9 organization is providing meaningful information. 

10 It’s very specific.  And I think that that will be a
11 more effective approach of raising organizational and
12 CISO accountability.  
13           MS. MCCARRON:  Thank you very much.
14           I’d now like to turn to two of the
15 requirements of the proposed Safeguards Rule that are
16 specific to the technologies or the types of
17 information security protocols that are put in place.
18           The first one is multifactor authentication. 
19 The proposed amendment would require financial
20 institutions to implement multifactor authentication
21 for any individual accessing customer information. 
22 Multifactor authentication, according to the proposed
23 amendment, shall be utilized for any individual access
24 in your internal networks that contain customer
25 information unless your qualified individual or CISO

102

1 has approved in writing the use of a reasonably
2 equivalent or more secure access control. 
3           Brian, I’d like to ask you for your comments
4 on this approach to requiring MFA for any individual
5 accessing customer information in an internal network.
6           MR. MCMANAMON:  Sure.  Number one, you know,
7 TECH LOCK fully supports this requirement.  It is
8 absolutely critical that organizations have
9 multifactor authentication in place for accessing

10 their systems or any of their applications.
11           To support that, TECH LOCK has implemented
12 MFA for a number of our small/medium-sized business
13 customers.  The product that we normally use and we
14 resell is Duo.  So what I’ve done is pulled some 
15 pricing from Duo's website just to get an idea of what
16 it would cost a SMB to implement.  
17           As you can see there, there’s four different
18 categories of cost all the way from free for up to 10
19 users to $3 per month.  And what that adds is some
20 additional security policy checks.  $6 per user per
21 month is the most recommended that has more robust
22 device trust checks in place; more robust policy
23 enforcement, and then all the way to $9 per use per
24 month.  That’s their premium subscription that has the
25 most robust device trust checks.  It also provides

103

1 application policy enforcements.  And then you can
2 implement single sign-on for some, their access to
3 internal corporate resources.  
4           MS. MCCARRON:  Thank you very much for that
5 information.
6           James, I’d like to ask you as well for your
7 thoughts on the proposed amendments requirement that
8 financial institutions shall use multifactor
9 authentication.  

10           MR. CRIFASI:  Our point of view is we fully
11 support multifactor as well.  When we’re pulled into
12 an environment that has had some kind of security
13 incident or data loss or ACH wire transfer fraud, so
14 far in the last, say, 12 to 18 months every single one
15 would have been stopped by having basic multifactor
16 authentication.  
17           So from our point of view, it’s a good basic
18 business practice at this point regardless of the
19 Safeguard Rules or PCI or any other requirement.  It’s
20 just a good business practice to have, just to protect
21 the internal information as much as it is to protect
22 the company’s own internal information as much as it
23 is to protect their consumer information.
24           I think the one thing that we see that
25 becomes an issue is, you now, simply buying a
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1 multifactor doesn't really give you a solution there
2 because you have outsourced dealer management systems
3 or loan management systems and you need to ma�
4 the multifactor will actually take care of all of the
5 qas well as remote access into your
6 environment.
7           So I think flexibility there is really
8 important.  But at the same time, the definition
9 really needs to encompass all of those 儀of

10 auxiliary and external @roviders, some of which we
11 know from helping a lot of customers, they won't
12 support it.  You know, the dealer management system or
13 associate management system, or core banking system,
14 they won't support the multifactor.
15           And so we, as security technologists, we
16 have to come up with an alternative method to secure
17 that high-risk area.  And it is available, it is
18 possible, it’s things that can easily be done.  Those
19 service 儃䘣roviders don't always like it, but it’s a lot
20 cheaper than, let’s say, telling a small business go
21 change out the dealer management system that you’ve
22 used for the last 20 years.  The cost on that is going
23 to be much more than that business can, you know,
24 adapt to.  
25           So I think multifactor is great, but we need
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1           MS. MCCARRON:  Thank you very much.
2           Kiersten, may I have your concluding
3 thoughts?
4           MS. TODT:  Thank you.  So I think some of
5 the key points that are positive are focusing on
6 things like multifactor authentication.  I believe
7 that right now multifactor authentication should be a
8 default.  And my hope for something like the Safeguard
9 Rule that mandates multifactor is that it now starts

10 to encourage those companies that can offer it and
11 make it a default but don’t and leave it up to the
12 user to choose to do MFA that you start to see
13 incentives in the actual workspace and across industry
14 for doing so.  And I think that could be a very
15 positive output from something like this.
16           The debate and the discussion we had on MFA
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1 that are actually really cheap for this.  
2           So for network monitoring, there's the Zeek
3 network monitor.  For monitoring end hosts, per se,
4 you’ve got Syslog, Linux and Sysmon on Windows, and
5 these both support remote log-in.  You’ve got Nessus
6 to inventory your network and know what's on it. 
7           But to use those tools, you need experienced
8 personnel.  So you’ve got basically a tradeoff here. 
9 If you're outsourcing the work, you're spending a

10 fortune.  If you're insourcing the work, you aren't
11 necessarily spending a fortune because if you're the
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1 buying, if I’m buying the right services or not.
2           And that actually is one of the things that
3 we have to worry about when we consider these kinds of
4 rules and regulations and how they’re going to impact
5 people that may not have a Scott on their team.  So if
6 you have a Scott in your organization, you're fine. 
7 If you don't have a Scott in your organization, you're
8 going to be at a disadvantage.  And we need to make
9 sure that whatever rules and guidance we push down

10 still allow for people to actually figure out and
11 actually learn that process as it goes along.  
12           MR. IGLESIAS:  Thanks, Flee.  
13           Tom, did you want to add anything on this
14 topic?
15           MR. DUGAS:  And, Flee, I think that’s
16 spot on.  One of the challenges that I think is really
17 important to make sure we cover in part of the
18 Safeguards Rule change is the fact that the scope of
19 the rules must really fit the information that’s
20 covered.  
21           What are we defining as customer
22 information; how does it apply?  I mean, the perfect
23 example is what we have the -- you know, why we are
24 part of the FTC Safeguards Rule in the first place for
25 higher education is because we handle financial aid

138

1 data.  Financial aid data is really just a very small
2 subset of what we do here at the institution.  But it
3 obviously, you know, could have major implications for
4 us in terms of what we need to do to, you know, fund
5 and staff a cybersecurity program.  
6           So we need to make sure that as we’re
7 thinking about what we need to cover in terms of the
8 rule, we need to be very explicit about what that GLBA
9 Safeguards Rule defines as customer information and

10 how it fits in institution because arguably, when
11 we’re doing a pen test, if I had called Scott and
12 said, Scott, I want you to do a pen test but I only
13 need you to pen test that financial aid data, but the
14 reality of it is is that, you know, he could easily
15 maybe get the financial aid data as, you know, Flee
16 was talking about from somewhere else, you know, or I
17 think Scott was talking about by going in a different
18 way, from a different subsystem.  Maybe it’s not my
19 financial aid system; maybe it’s my admission system. 
20 Maybe it's something else that actually would provide
21 that beacon that allows them to look in and see what’s
22 there.
23           And so those kind of considerations are very
24 important as we look at this information to make sure
25 we're counting for it correctly.  

139

1           MR. IGLESIAS:  Great.  Thanks, Tom.  
2           Moving along to vulnerability testing, how
3 often should an organization conduct vulnerability
4 testing and what factors should they determine -- what
5 factors should they consider in determining the
6 frequency?  Should testing be done, performed when
7 there's been a change in the system or an intrusion
8 attempt?  Can it be automated and what does it cost?  
9           And I would call to Flee to answer.  

10           MR. LEE:  Yes.  So, you know, the TLDR here
11 is that at a super, super high level, you can just
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1 is how vulnerability scans actually work.  So because
2 they are doing some active things on the network,
3 there could be network performance issues even inside
4 of a, you know, test environment.  There could be
5 issues where a vulnerability scan could potentially
6 impact those systems and the uptime itself.  So that
7 actually is something to watch out for, and part of
8 the reason why it's good to actually have an expert on
9 staff that can actually detect those nuances and also

10 correct any errors that actually may be caused by the
11 vuln scanning.
12           One of the other issues also to worry about
13 with vulnerability scanning is, once again, kind of
14 like this nature of scope, like how much of your
15 ecosystem are you seeing and can you see.  So in a
16 really, really well segregated network, doing a
17 vulnerability scan can be complex.  You have to figure
18 out where do you actually deploy the tools so you can
19 actually see all of the network.  
20           The other thing to actually also think about
21 is how do you actually aggregate all that data.  And,
22 also, finally because of the nature of vulnerability
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1           Nick, are there any other products and
2 services available to institutions for continuous
3 monitoring and/or testing and what would these
4 normally cost?  
5           MR. WEAVER:  There's a lot.  And the cost is
6 often a -- basically it’s a product of how much you're
7 willing to spend and how much local expertise you
8 have.  So for network monitoring, you have free high
9 quality network monitoring in the form of Zeek and

10 Snort and Suricata and all those that are really good
11 at logging everything that happens.  
12           But if you're running them yourself, you’ve
13 got to have an expert on staff, or you can go with one
14 of the companies that’s outsourcing the skill.  And so
15 you don't need necessarily as much skill on staff, but
16 now you have a big dollar line item.  In terms of
17 collecting on end host, it's the same thing.  Sysmon
18 is free; Corelight costs a fortune.  But Sysmon means
19 you have to have experts on staff who are able to set
20 up a server to ingest the logs, to analyze the logs.  
21           Similarly for log analysis, you can spend a
22 fortune and go with Splunk, or you can go, these are
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1 very sensitive as well.  
2           MR. IGLESIAS:  Great.  We have another
3 question that’s asking, the Safeguards Rule is
4 intended to set development of the comprehensive
5 information security program in the context of what’s
6 appropriate to an organization size and type as well
7 as nature and sensitivity of the data the organization
8 handles.
9           With that in mind, how should the FTC work

10 with different stakeholders, communities, covered by
11 the rule to identify for organizations what the
12 relevant standards for their industry may be in
13 relation to these issues?  
14           MR. LEE:  I can chime in on that at a high
15 level.  I mean, there are tons of, you know, like
16 essentially business organizations and
17 representatives.  I do think it's useful to
18 distinguish between the size of these companies. 
19 What’s appropriate and realistic from a security
20 posture standpoint and security programs standpoint
21 for a large financial institution, you know, such as
22 Goldman Sachs or Bank of America, is very different
23 than what it is for a 200-person company.  And it's
24 important that the FTC recognize that and really start
25 to hyper-focus on particular behaviors that they want
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1 to see and the outcomes of those behaviors.  
2           And what that means is being open to
3 examining the new guidance to determine if it's
4 really, really truly outcome-based, meaning that not
5 being overly prescriptive and saying that, hey, you
6 have to have penetration testing, thinking more along
7 the lines what you really want out of penetration
8 testing.  
9           The assumption is that you want penetration

10 testing because you want to see businesses have ways
11 that they can proactively find security weaknesses,
12 and then once finding those security weaknesses,
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1 one of the recommendations.  Our CIO basically gave
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1           So let me just start, Wendy, I’d like to ask
2 you first.  Starting with MFA, what is your view about
3 whether IP address restrictions are a reasonable
4 equivalent to MFA?  Yes, go ahead.
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1           MR. MARCHANY:  Well, we would be the
2 scapegoat.  I mean, the moment there was a breach,
3 then all the fingers would point to us and they’d say,
4 hey, you said this was the way to work.  And I said,
5 no, what I said was the probability is, you know, much
6 different.  But, you know, you'd have to do other
7 types of analysis.  Maybe -- you were talking about,
8 you know, behavioral analysis, looking at certain log-
9 in times for certain user IDs.  And you can sort of do

10 that with sort of a continuous monitoring model.   
11 There's a lot of research going on in machine learning
12 and AI in that type of area of behavioral
13 characteristics.  But, I mean, that is so far away
14 from where I would go.  I’m not sure I’d have an
15 alternative plan to do that.  
16           MS. MCCARRON:  Okay.  
17           Wendy, I’d like to ask you the same
18 question.  Could you provide us with your perspective
19 on the possible burden to CISOs of having to write
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1 risk, I believe, is ultimately a business one because
2 mitigating that risk can cost money, effort, time.  It
3 can be an opportunity cost where the business is not
4 moving forward on something else because they’re
5 having to remediate something.  And those sorts of
6 decisions, including reputational risk, are not the
7 sorts of things that the CISO can or should be making
8 in my opinion.  
9           MS. MCCARRON:  Okay.  Thank you.

10           So those are the rest of the questions from
11 the audience.  So I would like to wrap up by asking
12 you all to just do a quick speed round, your lightning
13 last thoughts on encryption and multifactor
14 authentication that is in the proposed amendments to
15 the Safeguards Rule.  I would like to give everybody
16 just about one minute to summarize or provide any
17 additional thoughts.  I’d like to start with Matthew,
18 please.  
19           MR. GREEN:  Well, I mean, first of all, I
20 think that we're in a great time when we’ve reached
21 the point where we can actually mandate that
22 encryption be used.  I mean, years ago -- I’ve been in
23 this field for 15, you know, 20 years now, I guess. 
24 And, you know, encryption used to be this exotic thing
25 that was very, very difficult to use, very expensive
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1 and not really feasible for securing information
2 security systems.  And we've reached the point where
3 now it is something that’s come to be and we can
4 actually build well.  So I’m really happy about that.
5           And the same thing goes for MFA.  We’ve
6 reached the point now where we know that passwords do
7 not work well.  They are just simply not by themselves
8 enough of an authentication feature.  And fortunately
9 there are a whole bunch of companies and inventors

10 that come up with ways to make this better.  And we're
11 actually winning.  I would say if you look at the
12 overall progress of attackers versus defenders, the
13 defenders -- when these systems are used and deployed,
14 the defenders can win.  
15           And now having those systems deployed is
16 really the last final challenge.  And I think that’s,
17 you know, what’s great about these rules, is they
18 start to make that happen.  So that's it.  
19           MS. MCCARRON:  Thank you.
20           Randy, may I ask you for your final thoughts
21 on encryption and multifactor authentication for
22 today?
23           MR. MARCHANY:  Yeah.  I mean, certainly with
24 encryption, as Matt said, it's become more
25 commodicized, you know, now that it's not a big deal
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1 from a financial standpoint.  
2           As far as MFA goes, I always tell people, I
3 say, look, when people push back, I said, you've been
4 using two-factor for at least 15 years now.  It's
5 called an ATM card.  And so when they -- 
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