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WELCOME

MS. KOULOUSIAS: Thank you all for coming
today and welcome to our seminar today on mobile device
tracking, which is the first in our series of spring
privacy series seminars.

My name is Amanda Koulousias and I am an
attorney here at the FTC in the Division of Privacy and
Identity Protection.

We are going to get started with our Ffirst
presentation in a few minutes, but first 1 just need to
go over some housekeeping issues.

Anyone who goes outside of the building
without an FTC badge will be required to go through the
magnhetometer and x-ray machine prior to reentry into
the conference center.

In the event of a fire or evacuation of the
building, please leave the building in an orderly
fashion. Once outside the building, you will need to
orient yourself to New Jersey Avenue. Across from the
FTC is the Georgetown Law Center. Look to the right
front sidewalk and that will be our rallying point.
Everyone will rally by floors and you"ll need to
check-in with the person accounting for everyone in the
conference center, which will likely be me or Kristen,

so you could look for us.
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In the event that it is safer to remain
inside the building, you®"ll be told where to go. And
if you spot any suspicious activity, please alert
security.

This event may be photographed, videotaped,
webcast or otherwise recorded. By participating in
this event, you are agreeing that your image and
anything that you say or submit may be posted
indefinitely at FTC.gov or one of the Commission®s
publicly-available social media sites.

For anybody who wants to submit questions
today, we will be taking question cards, which are
available in the hallway, immediately outside of the
conference room if you haven"t gotten one yet. And if

you have a question, just fill out your card, raise
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1 it depends on the specific device. And they“re

often --
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triangulate the location of the device.

Another way to look at your device is
actually a series of transmitting antennas, right? So
a typical smartphone will have Bluetooth antenna, a
wi-F1 antenna, a GPS antenna which is for receiving
typically, and then a GSM antenna, the antenna that you
use to speak to AT&T or T-Mobile or whoever your
provider. And each of those antennas emit signals and,
in those signals, the provider, for example, is able to
triangulate the location of the device.

So here, Verizon and AT&T, based on its
network of cell towers, can tell either which cell
tower you are closest to, or triangulate a more
accurate position based on kind of the distance between
towers. And this is based just by your phone being on
and sending beacons to the network saying, hey, 1 need
a cell phone signal or what signal is near me or when
you use the phone. So this can happen just by the
device being on.

Similarly, there are companies like Path
Intelligence that intercept those same signals, that
Verizon or AT&T receives, to also perform triangulation
of your device. So this is -- the antenna in the top
right corner is a device that Path Intelligence sells

that malls and other stores can place in their mall.
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And essentially, as your phone is beaconing to AT&T or
T-Mobile or whoever, these devices also pick up the
phone®s identifier and its location, or approximate
location, in the mall.

Bluetooth happens the same way. So as your
device tries to look for a Bluetooth signal or is
communicating to a Bluetooth or wi-fi signal, wi-fi
networks, the device is transmitting basically a beacon
or a frame, looking and essentially trying to identify

nearby networks.

11
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of a schema from an Opus Research paper about magnetic
and LED lighting-based location detection, so
emanations from your phone®"s LEDs or kind of magnetic
field that It emits.

1"11 say that the more kind of developed ones
that 1 know about are the cell-tower-based and
wi-Fi-based location technologies, as well as the
Bluetooth iBeacon-type technologies. And the way these
things -- so the question is, how do you identify the
user and what is identification in this? Are they
tracking you by name? How do they identify the same
device to where i1t comes back to the store?

And the key to remember is, each of these
antennas that we talked about on the device, the wi-fi
antenna, the GSM antenna, the Bluetooth antenna, they
all have a unique serial number, a globally unique
identification. This is kind of like your Social
Security Number, but it"s specific to the chip set on
your phone, right? So it is designhed to be globally
unique such that no other person or no other device has
that same number. And it allows them to uniquely
identify that device.

So i1t might not refer to the device by name,
but it will say, for example, you can ascertain whether

it"s an iDevice, an iPhone device, an Apple device, or
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an Android device from this information, as well as
whether It was the same device that you saw yesterday.

And essentially this device, while it doesn"t
reveal perhaps the owner®s information directly, it
kind of helps to indicate what the location habits of a
particular device are. So you can say, this device
travels through these set of cell towers at a given
time or this device has come to Sweet Green before
yesterday or went to a different Sweet Green store last
week. And it allows essentially to refer to the device
uniquely.

One thing to remember is those serial numbers
are persistent to the device, they are hardware serial
numbers. There is actually very little users can do to
delete or change them. In fact, there was a bill last
week, | think Schumer was trying to propose, to make it
illegal to change some of these, such that when phones
are stolen, they could be blacklisted based on this
information.

So as long as you have the device, this
information is persistent to the device. So it"s a

pretty reliable or robust identifier.

And sometimes --numbers. There ispn(53k, I think Schumer was trying t

13
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a particular identifier. So that top line, the one
beginning with B8, that"s my particular MAC address for
one of my devices. And the bottom -- the number
starting with 48 is the hashed version of that
identifier.

And the key with hashing is that it kind of
obfuscates the numbers, so it"s very hard to go back
from has number to the MAC address, the original Mac
address, but you"re guaranteed to always get the same
outcome. So any time you see my device and you hash it
with the same algorithm, in this case, this is a SHA-256
hash, you would get the same outcome.

And so what"s key here is, again, the hash
identifier, while it"s not revealing the actual
identifier, it is still another robust, unique or
globally unique identifier. It is just as robust as
the wi-fi address.

Actually, there was a great blog post by Ed
Felten, I think last year, about whether hashing makes
data anonymous. And he goes into great detail on how
this work and the fact that hashing doesn®t make it
anonymous, it just basically transforms it from one
identifier to another, but it still a robust
identifier.

And another way to -- there was a response,
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for example, Euclid Analytics is one of the analytics
companies that do wi-fi analytics. They would argue
that this information is anonymous, it"s very difficult
to identify people, right? And they said this doesn™t
refer to an individual. But in response to a series of
letters from Senator Al Franken, they responded that,
yes, if you"d provided a device to law enforcement --
or if law enforcement provided them with a device, they
could perhaps tell what other locations that device had
been.

So you are able to get, from a device, to a
historical location, even if the information is hashed.
So that"s something to be mindful of. So it"s
anonymous in the sense that it doesn"t refer to a
person by name, it"s hashed in that it might obfuscate
the original MAC address, but you can still provide
historic device location based on some of these
identifiers, even if they are hashed.

And often times these things are used for
things -- you know, what are the benefits of these
technologies? Well, one of the big benefits is
coupons, for example. Everyone loves coupons. Or you
might be able to quickly see a deal that"s happening
near you or maybe find the location of your seat.

There is actually a great number of use cases where
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find their MAC address. There®"s probably going to be
iterations on this.

One idea I had was, for example, to set up an
opt-out wi-fi network at each location, such that a
user can just join that network for a brief instance
and that network can capture the wi-fi address, kind of
like what Latanya was doing outside. So you briefly
join an opt-out network, it catches your MAC address,
adds you to the opt-out list, and kicks you off of the
network. That could be done in a few minutes by either
Seth or myself using some open source software, and
that would be maybe an easier way, but it is still a
difficult process. Users have to know that it is
happening. It"s the typical kind of tracking debate.

We touched on how the identifiers might not
be, you know, fully anonymous or they are
pseudo-anonymous. And then one of the big issues, 1
think, is that the retention period of even the
pseudo-anonymous copy of information is unclear, so
whether law enforcement or other, you know, divorce
attorneys or whoever can get this information might be
of concern.

Convergence, finally, is one of the areas
that are kind of potentially sensitive. This is

Turnstyle -- sorry, this is Retail-Next and they, for



example, collect or combine your location history,
wi-Fi1 activity, point-of-sale activity, payment cards,
et cetera to provide a kind of more complete picture of
the user and the user experience.

And so as you combine things like location

with other types of

19
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So that"s the general kind of landscape of

how this stuff works. 1°d be happy to take some

20
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because you might not have your wi-fi antenna on or you
might not be using it, whereas your GSM often sends a

heartbeat every, kind of every -- it depends on the

21
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is beaconing and maybe not connected to a network, and
then Bluetooth often is low energy and the distance is
lower, but it provides some additional benefits in that
the resolution Is much more fine grain. You can
actually have much more -- you can say whether I"m next
to you versus the other end of the table pretty
accurately. So Bluetooth has some benefits in this
context.

MS. ANDERSON: And does it also go in that
order, GSM, wi-fi, and then Bluetooth, in terms of how
popular each of those technologies is right now?

MR. SOLTANI: I would argue, at least 1 know
of more companies that are doing wi-fi-based partially
because 1 think it"s potentially cheaper, it"s
potentially more -- | think the law is also a little
bit clearer on the interception of a wi-fi signal
versus the interception of a GSM signal, but 1 think
the panel can probably speak to that.

MS. KOULOUSIAS: Well, it looks like we"ve
got about a minute left, so | think we"ve got time for
one question that we"ve gotten from the audience,
which -- so somebody has asked, they said they assume
that there are multiple hashing algorithms and to
aggregate data for a phone across multiple locations,

they assume all locations would need to hash the same
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way or use the same analytic form,

is that true?

MR. SOLTANI: That"s right. So the

hashing --

23
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understanding is that the popular ones are SHA,
SHA-256, sum MD5 -- and so, but even if they don"t, it
is still possible to reverse engineer to what the
original information was.

MS. KOULOUSIAS: All right. We"ve got we"ve
got one more question. It looks like we"re running out
of time, so if you could answer this one --

MR. SOLTANI: Sure.

MS. KOULOUSIAS: -- really quickly and then
we"ll get to it in more detail on the panel, 1 think.

But somebody has asked, can you just briefly
discuss security hacking concerns with wi-fi use?

MR. SOLTANI: Sure. So I think one of the
issues with wi-fi is that it"s not a private
identifier, right? 1It"s kind of the same issue of a
Social Security Number. Both my app can know my wi-Fi,
the network around me can know my wi-fi, the ad network
can know my wi-fi. So as people are using wi-fi as a
robust identifier, it"s just good to know that, for
example, lots of people -- you know, Latanya outside
knows your wi-Ffi identifier. And so if people are
making associations to that, then it is potentially
problematic from a privacy and security perspective.

MS. KOULOUSIAS: Great. Thank you very much.



PANEL DISCUSSION
MS. ANDERSON: We"ll invite our panelists to
come on up.
We"re iIn the process of trying to turn the
air down iIn here, so that we can be heard a little bit

more clearly. So I apologize if anybody couldn®t hear
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angles.

Today we are joined by, starting at my left,
Ilana Westerman. She"s a CEO and cofounder of Create
with Context, a digital innovation firm focused on
strategic research and design. She"s responsible for
corporate development, as well as hands-on client work,
including research, innovation, and design.

Next, we have James Riesenbach, who has built
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founded Mexia, with a focused vision to help companies
understand how the changing dynamics of an increasingly
online world impact consumer behaviors at
brick-and-mortar locations and how consumer experiences
can be improved by understanding these behaviors.

Before we get started, I will have Seth just
very briefly provide an overview of what the Electronic
Frontier Foundation is and what its interest is in
mobile device tracking.

MR. SCHOEN: Thanks. The Electronic Frontier
Foundation is a nonprofit advocacy organization based
in San Francisco. We actually have one lawyer who

works here in D.C., but dozens of people out in San

27
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could just briefly introduce yourself and Create with
Context.

MS. WESTERMAN: Sure. I1lana Westerman,
Create with Context, we are an experienced design firm,
so what we do is we design user experiences for digital
devices. So anything from mobile to web to wearables,
anything that has a digital interface.

And what we really do is try to understand
the consumer first. What do they care about, what are
they doing, what do they need, what do they want. And
based on that, that®"s how we do our design. So It"s a
data-driven design process.

MS. ANDERSON: Thank you. And to get us
started, we"ll just have Glenn from Mexia and Jim from
ilnside, if you can just each take a few minutes to
describe the services and technologies that your
companies offer and the kinds of insights they are
providing to retailers and your customers.

MR. RIESENBACH: Sure. Well, good morning
and it"s a pleasure to be here. 1ilInside is a
technology company that®"s been in the business of
creating location-based services for many years now,
but our focus has moved, over the recent years, to
creating technologies that help our clients, which are

primarily retailers, better understand how to improve
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the customer service and customer experience and their
operations and also, at the end of the day, help them
compete more effectively against the growth of
e-commerce companies that have compromised and made it
a little bit more difficult to compete in today"s
retail brick-and-mortar environment.

So we provide a variety of tools. Everything
we do §s aggregated. We view ourselves as part of a
continuum of marketing research companies that have
been out there for many, many years, providing insights
based on statistical samples of data. We are not in
the business of looking at individual consumers or
trying to provide individual insights. We are in the
business of providing aggregated views that help our
clients compete more effectively.

MR. TINLEY: And Mexia Interactive is
somewhat similar to ilnside. We are a location
analytics firm, so we capture data for our clients
based, again, on aggregate collection of that data,
that helps our clients understand what is happening
within their locations.

Our core belief is that we want to give them
the advantage and help them understand those behaviors
so that they have the added benefit of understanding

what is happening online and being able to compare it

29
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on location, or within those locations.

Our clients primarily are airports, shopping
centers, and large retailers, who all are trying to
understand what they can do better to help the consumer
experience and make that more effective, more efficient
for consumers when they are in the location. And we
work specifically with clients on a one-to-one basis to
analyze that behavior and anonymize it in varied,
multiple different fashions so that there is no
combining or profiling to be happening within any of
the deliverables that are provided.

MS. ANDERSON: Could each of you talk a
little bit about what exact technology you“re using to
provide those services?

MR. RIESENBACH: Sure. What we do is we will
work both with the retailer®s existing technology, if
they have wi-fi access points that are used for public
wi-fi, to allow them to provide wi-fi to consumers,
that those sources of hardware can also cull the data
and help us aggregate it.

And we also have our own hardware that we
will place throughout the store that utilizes a
combination of Bluetooth and wi-fi to sample the
shopper audience or in airports or other environments.

MR. TINLEY: And again, we"re very similar.
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We capture either a Bluetooth -- what"s called
Bluetooth Classic or Bluetooth Low Energy, as well as a
wi-Fi1 signal. We are a little bit different in that we
only assemble and install our own hardware in
facilities, so we are not dependent on pre-existing
installations of anything to use and capture the data.
We are installing our own hardware in spaces, based on
deliverables of what the client is trying to achieve

and depending upon the granularity that they"re trying
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We"re not combining data amongst clients. It"s always
within an existing client.

MR. RIESENBACH: And that applies to us as
well.

MS. ANDERSON: Great, thanks.

MS. KOULOUSIAS: Great. So Mallory, if you
could just give us a little bit of insight into what
retailers are looking to gain from these technologies?
Are there particular insights that you know are
particularly important to NRF members? And just some
of their thoughts on this.

MR. DUNCAN: Sure, 1°d be happy to. Let me
just start by saying NRF represents the broad range of
the retail industry, from single store operators to
some of the largest retailers iIn the U.S.

And retailers obviously want to be
successful, but to be successful they®ve got to do two
things. First of all, they have to understand their
customers and secondly is they have to understand their
stores. Now that may sound very obvious, but in fact
it"s very, very difficult to do in each case.

The first drive for retailers is try to find
how do we deliver the services and the attention that
our customers want so they will be encouraged to come

back to that particular store.
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who has actually entered as opposed to possibly walked
by a location?

MR. RIESENBACH: Yeah. There"s a range of
data that we"re able to collect via our methodologies.
The first is pathing. So we are able to look, iIn
aggregate, at how shoppers move throughout the store.
The retailers are using this in many ways to optimize
their store environments.

We have many retailers -- one of the most
expensive aspects of running a retail business is real
estate. And they want to understand, where do shoppers
go and how are they optimizing that environment, both
from a merchandising and marketing perspective, but
also from a flow for customers, so that customers are
able to easily find what they"re looking for. So
pathing is very important.

The second one is dwell time. So we are able
to look at, again in aggregate, how many shoppers go
into a particular department and what®"s the average
time they spend in that department. Now, that helps
them to understand -- the retailer to understand are
they providing the right level of customer service, do
they have the right staffing at a particular time, are
they providing the right products and the right mix of

products side-by-side?
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The third, and this is very important, and
this is both in retail and in other environments, 1is
wait time. Our clients are very focused on providing
the best throughput, 1f you will, at the cash

registers. And to basically assure that customers
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actually coming into the store and leaving without
checking out.

So product selection and where aisles are
placed and how aisles are placed in stores are crucial
understanding points for retailers.

In a shopping mall environment, the
collection of retailers is very important. So how is
our store mix set up? So we work with some mall
clients who introduced a new store into one mall and
they want to understand, are those customers that are
going to the new store there, are they also going to
other stores, are they spending time in other stores,
or are they not visiting the new store? And if they“re
getting a positive amount of information from that,
then they can look to expand the store maybe across
some of their other locations, some of their other mall
locations.

These are things that -- these are decisions
that affect millions of dollars, in terms of real
estate, in terms of leasing, product selection, product
mix, and these are the decisions that this data is
helping companies to make. All, again, in aggregate.

But one of the other things is in relation to
staffing. We recently worked with a company, a mall

company, who we determined that they had security staff



coming In at a specific time of day on a consistent
basis across a network.
And what we provided them with was, you know,

your traffic and what you think is happening, or what

38
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is, in terms of maintaining signals within a common
area Is how things are reported
on.

MS. KOULOUSIAS: And so we"ve gotten a
question, both of you mentioned that one of the
insights that you are able to offer is kind of the new
versus returning customer rate.

And so, you know, in order to determine that,
how long do you keep that individual information to
determine that?

MR. TINLEY: Well, in terms of individual
information, we don"t report -- we are not reporting on
specific devices necessarily that are returning.
They"re captured in an aggregate form, so it"s a
percentage. What we report on is 12 percent of the
customers in this store visit three times per month, 8
percent visit four times per month. So that"s what is
being reported and managed.

And the reason to do that is, (a) it is
aggregate, so it is percentages or, you know, a total
number of counted devices that are coming back in. So
it"s not this device. And some will say that, yes, you
can still track it or bring out, specify, a specific
device, but in the end, our clients don"t have access

to that individual data, they have access to aggregate
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data. That data is automatically aggregated at the
time that it"s collected and moved to a different set
of servers, so it"s not able to then highlight out a
specific person.

MR. RIESENBACH: The other thing that"s
important to recognize is that the turnover of mobile
devices is frequent and increasing. Therefore any
device that is seen iIs going to have a limited lifespan
in general, as far as the use of that data. Because
consumers upgrade the device and then we basically are
going to see a completely new device. We obviously
don"t know who that consumer is or anything about them
anyway, but that is one of the self or automatically
refreshing aspects of the methodology.

MR. SCHOEN: So it seems like it would be
useful to draw the distinction here between what you
report to the retailer and what you, as the analytics
provider, know.

I think the intention of the person asking
the question was what do you, as the analytics provider
know? What information do you have, as opposed to what
information goes your retail clients.

MR. TINLEY: Well, 1 guess there®s two
different things. Two things about -- our contracts

are very specifically and purposefully set out that the
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about creating insights that are useful to the
business.

MS. KOULOUSIAS: Okay, thank you. So we"ve
gotten a lot of great questions from our audience. One
of them that has come in is for Mallory. Somebody has
asked if you could expand upon how this technology
helps with loss prevention.

MR. DUNCAN: Sure. 1 mean, retailers use a
lot of techniques for loss prevention. We have
security cameras iIn the stores, for example, we will
have anonymous security personnel in the store. It is
also possible that, if you see goods moving out of the
store in conjunction with particular, again, anonymous
identifiers, that shows you where there are leaks in
your operation and it can also potentially show you
where there are -- there might be groups, we have a lot
of problems with organized retail threats, there may be
groups that are moving collectively, in order to commit
crimes iIn the store.

MS. KOULOUSIAS: Thank you. And Jim, one of
these questions that has come iIn is actually about
something that you had said about the aggregate
information.

And so the question is, for information at

44
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retail location or is it collected and stored
individually on your servers and then aggregated for
reporting?

MR. RIESENBACH: Well, okay. Let me try to
interpret the question.

MS. KOULOUSIAS: Sure.

MR. RIESENBACH: So 1 assume that"s -- how do
we collect the data and report it. We collect
everything specifically within each individual
environment where we have presence. So for some
chains, where let"s say we have 20 or 50 stores, each
individual store is collected in i1ts own data file, so
to speak.

And then what we"ll do is, it"s important for
clients that they are able to see this data, either at
the store level, at the regional or divisional level,
and at the corporate level. And so what we"ll do is we
will, in keeping with the notion of aggregated
reporting, we will roll it up into the appropriate
level of detail that the people that are going to
actually use the data want to see it. And in many
cases, It is at a corporate level.

But it"s important for us that we"re
providing the tools. At the end of the day, if a

retailer is trying to improve the customer experience,
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that happens where the -- you know, where the rubber
meets the road is at the store level. And the store
manager really wants to be able to understand, what can
they do on a day-to-day basis to staff appropriately,
to market and merchandise their products appropriately,
and to make sure that they have the right number of
lanes and cash registers open.

MS. ANDERSON: Okay, thank you. At this
time, since we talked a little bit about the iInsights
that some of the retailers can gain and the benefit
that can accrue to customers, we"d like to learn a
little bit more about consumers® perspectives and their
experience as they are navigating the retail
environment.

So at this time, we"ll invite Ilana Westerman
to give a presentation on what she"s found through some
of her research.

MS. WESTERMAN: Thank you. Before 1 get
started with what customers think and want, | want to
just do a little bit of background.

And really what we find is, is what
retailers want to do is create trust with the
consumers. And consumers want to trust the retailers.
But there®s four things we really need to have for that

to happen.
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The first thing is is that consumers have to
understand, there has to be transparency. So they have
to be aware of what"s happening. The second thing is
that they have to have choice and they have to be able
to control it, if they care. They don*t always care,
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Americans participated. We looked at retailers across
the country, they were only large retailers, in a
series of different techniques, both qualitative and
quantitative.

And what we found overall is that Americans

do trust. We do trust. In general, we trust retailersJETq0.00125 -0.121donrust
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they just look at it.”)

So again, as long as we get value, we are
willing to give up information. But what we Ffind here
is people are much more likely, 2.5 percent more
likely, to give up information if It makes sense to
them.

So here, we asked people about giving up their
location information to find something in a store, so a
map-type app-. And it made sense to people why their
location was needed, so 75 percent said they would give that
information.

30 percent still would give information when
it didn"t make sense, to the books and magazines that
they read, but still just to have an application, like
a map application, they would still give up that
information.

The third thing we found, which is really
important, is all data is different. Some data means
more things to people than others. And the Ffirst thing
is, things that you would think, like your name, your
phone number, your address, those are the things to the

far right, those directory information, that people
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about is personal digital data.

These are things on
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someone about location.

there

is a

But then when we interview people afterwards,

lot of confusion around this. They said,
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work. So as designers, we take that -- this is this
context, we can"t change this. We can"t make people
take their phones out if they don"t want to. We can"t
make them pay attention to signs If they don"t want to.
So therefore, how can we solve this problem, given that
context?

So there are three different ways that you
can really create awareness. The first way is the best
way, which is called implicit awareness and that is
when you don"t need notice at all. So an example is
your map app- Does your map know where you are? Yeah,
I hope it knows where 1 am, I want it to know where 1
am. 1 don"t need notice to know that, it"s implicit.

The second is explicit, and that"s direct
communication. It could be an advertising campaign or
something like just in time notice. And you have to
get their attention for people to have explicit
awareness.

And last is that ambient awareness that wel
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way to give explicit awareness.

And ambient awareness, again, looking at the
future, there is going to be -- as we see more and more
wearables, the ability to do more tactile kinds of
things, vibration and things like that could come. But
for today, right now where we are at is more about
visual signs and screens. And again, auditory might
help in the future as well.

But this is a big design challenge. | mean,
what we are trying to do is make people aware of
something and it doesn®t always make sense to them why
you need the information. So this isn"t easy. This is
something that"s going to take time.

And so what we"ve been working on First is a
my data symbol. So as we do explicit campaigns, as we
do more around implicit awareness, at some point we
have to continue to reinforce this. And we"d like this
to be something that"s really universal across all data
collection.

So the goal really here was to communicate to
people that information was being collected and
transmitted, we wanted to make sure that it was
flexible for all different types of screens and
signage, and we are just aware that we are not going to

get this immediate awareness.
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So if you look at the image right there, the
wheelchair image, that is a great icon. It"s a classic
icon. It tells you, without any words, what it means.
That"s very difficult to do, It"s not something that is
common in the icon world. But when you look at the
recycle icon below i1t, that is also a very well-done
icon and it does explain what recycling is, but at the
onset it wasn"t something that you could roll out
without words. You had to explain it at first so that
people recognized and understood what it meant.

So It"s a process and we have tested over 300
symbols to date and we"re still not there. So I am
just going to show you, at a high level, some of the
things that we are looking at and kind of what feedback
we"re getting from consumers.

So these are some of the different concepts
we are looking at. Many of these tested well, but over
300 different concepts we looked at to even get to the
point we"re at right now.

And so what we did is we take this and we ask
people, look at this and just tell us what you think it
means. And we don"t tell them anything about personal
information or data tracking. And we"re seeing
overall, I"ve given you the list, some words actually

do apply and some don"t. And we"re starting to see
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some traction here. We"re getting up to 55 percent
when it comes to sending and transmitting, but "my
data" is still down at 32 percent. And having people
understand that this is my data being transmitted is
difficult.

When you compare i1t to locations symbols as
the positive control here, we are seeing over 70
percent, so that"s really our goal. So we are going to
continue to -- and try to get there. But at the end of
the day, this is a process | think we all have to go
through, from a design perspective. We are not going
to, tomorrow, all of the sudden have people wake up and
be aware.

But if we can get to a point where we can
actually create this implicit awareness applications,
create an environment where people are getting value
for giving information, and then reinforcing it in a
way that they are aware it"s happening and that, if
they care about, they can go control it. |If they don"t
care about it, it"s not getting in the way.

MS. KOULOUSIAS: Thank you, llana.

MS. ANDERSON: Okay. So we"ve been getting
several questions from the audience and a lot of them
have been about notice and awareness.

Ilana talked a lot about that and how
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important transparency is, so we"ll start off by
directing a question to Mallory and just ask how you
and your members have thought about providing notice
and creating awareness around this type of mobile
device tracking.

MR. DUNCAN: Sure. It"s a very good question
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flows in your store and you see an unusually large
number of people in the frozen food section, it means
they are probably about to check out, so the retailer
might take that information and say, okay, I"m going to
open up more lanes, get more sales associates up front,
so that the amount of time that it takes people to
check out is a lot shorter than it would be otherwise.

Now that"s, | would argue, a benefit to
consumers, but it"s not necessarily something that you
are going to provide notice about because it"s almost
an intrinsically, good management of the store
operation, as | was talking about earlier.

Now why is that important? There®s obviously
a big conflict going on right now, or an apparent
conflict, between online stores and brick-and-mortar
stores. One of the things customers like in the online
world is that they can very quickly accomplish their
shopping. And many online stores have moved to
one-click shopping, one-click checkout. So in the
brick-and-mortar department, iIf we are going to compete
in that area, those stores would like to replicate that
very Fast click-through checkout, which means putting
more sales associates on the line and getting customers
out of there, so that in the brick-and-mortar

environment you have both the personal interaction of
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being able to get questions answered quickly and
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is to any specific element that you mentioned, and that
would vary from retailer-to-retailer, which makes
competition and what makes it possible for retailers to
garner trust with their particular set of customers.
But by and large, the fact that you are engaging in
observable activity in a store is something that people
are aware of.

Now in terms of the details of the
transaction, that will vary dramatically from one
retailer to the other. In some iInstances, iIt"s
essentially an anonymous transaction, in others, if
you*ve opted into a loyalty program, it may be much
more detailed, so it varies tremendously.

MS. ANDERSON: So is there something unique
about this type of tracking though that does require
notice? And Seth, you may have something to say about
this, and we"l1l1 follow up with Glenn and Jim as well.

MR. SCHOEN: I mean, 1 feel like hearing all
of this, I have quite a different paradigm because
there has been a lot of focus In this conversation on
notice and not a focus on consent and not a focus on
whether there is an underlying harm or problem with the
possibility of tracking occurring without people asking
for it.

And so 1 would start much earlier in the
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process and, rather than criticize people on this
panel, 1 would criticize the IEEE 802.11 standards
committee and say, why did you put a persistent unique
identifier into people®s phones? Why didn"t you
recognize people®s privacy and security interest in not
having something in their pocket shouting where they
are to everyone who sets up a laptop to look at them?

Now, there is this conversation that we"ve
been having and I"m hearing here that, well, if a
retailer puts this up for a particular purpose, then
there is a question of how appropriate is their purpose
or how invasive iIs that? Or statistic information is
not very invasive at all compared to profiling. But I
would start earlier and say, why are these devices
screaming an identifier to all and sundry in the RF
environment and saying, '"Hey, it"s Ashkan®s phone!

Hey, it"s Ashkan"s phone! Hey, it"s Ashkan®s phone!"
Why did the standards committees make these identifiers
unchanging and persistent? That"s really where | would
start.

Now, you know, 1 think there is a lot of
merit in saying, well, in the context of a particular
retail use, it"s not necessarily what people are
expecting, it"s not necessarily something that they"ve

consented to. If you ask them in a survey, they
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wouldn®"t necessarily know that it was happening or that
it was physically possible or how it was done, but for
certain categories of use, there is not necessarily a
lot of harm in that instance. And there may be benefit
in that instance.

So from the perspective of the individual
retailer or from the perspective of the individual
retail industry or from the perspective of the folks on
this panel who are doing these analytics for
statistical purposes, they can say, well, given that
the technology is there and given that this possible
and given that we are trying to do this in a relatively
noninvasive way for relatively noninvasive purposes,
you shouldn®t blame us.

So I"m going to provisionally grant that and
say let"s blame the technology industry for putting
these persistent unique identifiers that can be read,
without consent, by strangers, wirelessly without
people®s awareness in any situation for any purpose,

into things that people are carrying around 3lnkay iIn
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it"s Ashkan"s phone.

And so there needs to be a distinction that
we are not tracking or monitoring or observing any of
that application data. We are taking the data that is
completely -- almost irrelevant, because it can"t be --
there is no connection made to a device to go and
capture any individual information at all or see what
you"re looking at or any payload data or anything along
those lines. So there needs to be that distinction in
that regards.

And then again, to Mallory®s point, there is
a large amount of trust that retailers have with their
clients inherently, or their consumers, the customers
inherently. Retailers want to understand what"s
happening so that they can help make the customer
experience better. They are not interested in any way,
shape, or form about upsetting the apple cart of the
trust that they"ve spent years building with consumers
to make them loyal customers. A retailer would never
then take that and say, well, now let"s start to try to
identify, without people knowing, let"s try to identify
who these people are so that we can, you know, do
something that"s going to degrade that level of trust
that we"ve spent years building.

So 1t"s not application-based and it"s
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or vice-versa. It"s important that we know that this
is one step In a continuously evolving process.

But what the core principles are, first of
all, 1s that we will do everything we can to create
that level of transparency and disclosure. And so what

we"re doing is we"re asking -- every firm that
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provide signage.

Now what are we doing? 1 think, to llana"s
point, that awareness is relatively low of sighage.
Well, we believe that the best thing to do is to come
together as an industry, and we are working with Ilana
in trying to create some types of visual cues that will
have that type of ubiquity when they are out, throughout
the marketplace, and over time.

We don"t believe today a consumer s going to

walk into a stTJla 446.23 338.69 Tm O Tcp c( )] is3i
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websites, what we"re doing. So we are doing the best
and the current methodologies available to us to
disclose as an industry.

The second is that we are providing choice to
the consumer. And what®s really important is that, if
the consumer does not want their device to be seen,
even though we are only aggregating and providing
statistical insights, that consumer has an ability, as
of now, to opt-out. And not only to opt-out with our
company or a particular retailer, but to be able to
opt-out of having their device seen across the

industry.
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MR. SCHOEN:

So you should install an app for

that store and say, when | got to this store, | want
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So you know, as I said, we try to look at
this through the filter of practicality and is there
some use that could actually be meaningfully harmful to
consumers, it even you were able to go through this
process and take the time and cost and resources to
actually go and find a MAC address?

MR. SCHOEN: I mean, 1 think the time and
cost of resources is about a week of time on one
laptop. And 1 hope that people will take me up on this
challenge, because I can actually do it and show that
it"s a real possibility. And it"s not like 1"m going
to rent a supercomputer. I1t"s like, 1°"m going to run
it on my laptop and brute-force it on one device,
that"s my expectation.

You know, 1 think that a lot of people have
said that any given identifier is anonymous in some
sense because it doesn®"t have someone®s name on it.

And actually Latanya Sweeney was a pioneer in
questioning that. And there®"s been a whole academic
field within computer science talking about
de-anonymization of data. So people have certain
intuitions about something being anonymous and you"re
starting from a certain point and you®re saying, well,
that"s not someone®s name, so | don"t know who that is.

One of the underlying difficulties is that
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you have something that, although it"s not someone®s
name, is unique. And it is unique in all the world, as
a MAC address is. And so if you have some
circumstances where you have some opportunity to
observe that thing, or some database that contains that
thing, along with other data, then that can be
combined. And we like to say that de-anonymization is
really a one-way street. You can go down the
de-anonymization street and then the anonymity has

been lost.

So 1 know that, with this code of conduct,
the part of the industry that"s represented here is
very solicitous about the idea that they don"t actually
want to know who you are and they are not actually
going to make efforts to know who you are. 1 think
Ashkan®s presentation referred to the CVS app and
pointed to the fact that there are a lot of pressures
to do that and there are a lot of companies that will
be interested in doing that. And they may not even be
companies that see themselves as part of this
particular analytics industry or that see the code of
conduct as even relevant to them. But Ashkan has
already demonstrated on his slide that there are
companies that are collecting MAC addresses from within

apps- And those companies absolutely will know the
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identity, In the classic sense, of the person to whom
that MAC address relates.

And they are making those associations
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Analytics isn"t good or bad. It can be how It"s used.

And we did and interesting study recently
where we asked people, let"s say a child is tracked
from 5-years-old on. Everything they did for school
was put out there and analyzed. And let"s say there
was algorithms that were written, this is hypothetical,
to figure out that kids who spelled poorly and liked
the hamster dance on YouTube would do better at UCLA
versus University of Michigan. So let"s say this
happened.

When we asked parents and we said, if you
could have that information to figure out which school
your kid should apply to, people loved the idea. When
we asked the same question, well, what if the schools
used that to admit students, people hated the idea.

So the concept that the data itself being
collected is bad, that the algorithms are bad, to me it
just -- to me, i1t concerns me that we"re limiting
ourselves in the future for what could be iInnovation.
There is definitely boundaries. People care, right?
And we have to make sure we understand those matters in
the context and design within it, but just to shut it
off completely and say that we shouldn®"t be doing this,
and everyone always wants to be anonymous, really

limits the future of potentially giving more value to
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them to go back and erase that data, which is
considered the property of the person who observed it,
typically. 1t"s a bit late for them to back and say,

oh, I didn"t know that you could know that about me

about what I did a year ago, about who I was with, where 1

was with, what I was doing. Now regret it, now that
you know it and 1 want you to erase it. Well, it"s a
little late for that.

MS. KOULOUSIAS: Great, thank you. So I
think everybody has made some great points about, you
know, some of the differences, you know, if this
information were to become identifiable or, you know,
whether 1t may become identifiable.

But we want to take a step back for a minute
and talk about, you know, what is going on mainly right
now, which seems to be the aggregated analytics and
transparency around that. So what we want to find out,
are stores that are using that, the aggregated
analytics, notifying their customers right now?

MR. TINLEY: Well, with our clients, it"s
part of the code of conduct, they are incorporating it
into signhage within stores. And they are doing that in
different ways, either existing signage that is being
re-done with information being put in or in other ways

at customer service.
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We"ve had conversations with store managers
that, if there"s a question that comes up, we are
helping them to make sure that they can address and

answer those questions as well. You know, It"s not

a -- there is transparency. They do want consumers to

understand and realize, but there iIs, again, the
diversion of you are collecting something personal
about me just because you see my MAC address.

You can"t send an offer to a device just
because you have a MAC address. You have to have
something else to deliver and that means that they®ve
opted into it, so they are cognizant of that. But
yeah, they are looking at signhage and putting up
signage and we are recommending different sighage.
There is a smart store privacy -- or smart store logo,
there"s different things. And llana is working on
things to help move that along so that, more and more,
that"s being adopted.

MR. DUNCAN: 1 have to step in here because,
although | appreciate debate about the signage or the
approach and the various elements that might go into
this proposed code, on behalf of the retail industry,

have to say that the overwhelming majority of the

industry is not at a point that we think that this code

has all of the elements that we think are necessary or
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appropriate.

Just using the example 1 gave earlier, in
terms of heat mapping for purposes of shortening
checkout lines is not something that we think is
necessary to be over-signing in the stores, especially
if we have evidence indicating that most consumers
aren"t reading most signs anyway. To suddenly
proliferate whole bunches of new signs, either for this
technology or for other technology that"s used to
accomplish essentially the same thing, strikes us as
perhaps a bridge too far at this point, in light of
what"s actually happening.

MR. RIESENBACH: There®"s certainly an issue
where 1t"s early iIn this game, it"s constantly
evolving, and the approach that we"ve taken within the
industry is, as | said earlier, we"re not going to sit
here today and say this code or what we"re doing is the
perfect solution.

But we felt that there is a lot of confusion
out in the marketplace and this is a good first step.
And the retailers that we"re working with, and 1"ve
heard that from others in the industry as well, are
asking for ways to inform, not only their consumers, but
even their employees, so their employees are aware of

what they"re doing.
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And so we recognize that this is not the
ideal perfect solution forever and there may be, to
Mallory®s point, many ways that we should be doing it,
in a much broader sense, iIn conjunction with all
possible technologies, in conjunction with all
retailers, but that is something that, for practical
purposes, we could probably be talking about five years
from today.

So our attitude has been, let"s get as far as
we can right now. Let"s get something out into the
marketplace that shows positive intent, positive steps,
and what we can do today as an industry. So that"s

been the approach.

MS. WESTERMAN: And I would say the best way we

see is that implicit awareness. If we can do more of
that, creating that value for consumers.

So I have an app, for example, that knows
where I"m at and gives me value for it. Then all of
the sudden, if they use that information to do heat
maps and make the lines shorter, people are very happy
about that, that"s fine. They are aware that you have
the information and you"re using it for good.

I think trying to get people to stop and pay

attention is always going to be difficult, especially
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retailers, knowing that we as an industry are working
to develop a set of signage and visual cues that we are
planning to carry across all retailers and across all
of these companies. We"ve been working on an interim
basis to put some signage up, but we have also
essentially informed our retail partners that we are
working on something that we will be delivering and
that"s something that"s part of the coalition that
we"ve put together and working with Ilana to develop.

So we are expecting that it"s going to become
much more prevalent as we get through this year.

MR. TINLEY: And we"re much the same, we"ve
got some our clients that they have existing signage on
the wall that will talk about different privacy
policies or different codes of conduct that the mall
owner or operator will abide by in, you know, different
wings of the mall. And in most cases, it"s being added
as one of those items in there.

MS. KOULOUSIAS: And so we"ve talked a little
bit about whether notices are being provided and where
they might be being provided, and so the question that
I wanted to raise for everybody is, what are the goals
of the notice? What are the important pieces of
information that need to be conveyed to consumers?

MS. WESTERMAN: Well, you know, what consumers
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care about is what information is being collected and
how is it being used.

And so if you are asking someone to make a
choice about something, they need to understand the
implications. And as you saw in some of the videos,
frequently i1t iIs something that they don®"t care so much
about or if it"s being used to streamline things, they
are okay with it.

There are other things they care a lot more
about, so if those things were being collected, we
would be much more strongly advocating for different
types of explicit-awareness type notice.

But one thing I would like to bring up is the
mall areas and that"s something that we didn"t
research, that would be the next step. Since we"re
seeing many more phones out in the mall areas, we"re
seeing people having more attention paid in the mall
areas, that might actually be a place where you could
get more awareness of signage. |1 don"t have the data
right now, so | don"t know, but that would be a next
step to look at, is that a place where we could place
them.

MR. RIESENBACH: The other thing is that
there are ways, and we are experimenting with this,

that the signage can actually convey consumer benefit.
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And so one instance where we are doing this right now
is in airports, where the TSA gqueues can backup and you

can have hundreds of people i
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verbiage that is being put up, there is a website
address in most cases, or in all cases right now, to be
able to go and do that.

And as Ashkan pointed out, and as 1 think we
all understand, that is not the most seamless -- there
is not a seamless way to be able to do it, but it is a
way to do it that does give consumers the option to do
SO.

We"ve also had emails from people who have
just said, you know, I"ve seen a sign and here"s an
email, could you please remove me? And we do so and we
respond to the email immediately to say that this has
been done. So there are ways to do it and there is a
web address or an email being applied in there.

MR. RIESENBACH: 1 think we®"ve all learned,
and llana may testify, that as soon as you start to try
to convey too many messages with too much information
and too many words on a sign, you essentially lose the
chance of actually communicating effectively.

So what we"re trying to do is minimize the
amount of text, maximize the amount of visual impact,
as well as giving a very easy way for consumers to know
where to go to find that information.

MS. ANDERSON: We®ve gotten a lot of

questions about where people can find the code online.
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I don*"t know if any of you have the URL with you that
we can provide? But we would like to be able to do
that.

And then also if one of you can talk a little
bit more about how the opt-out actually works, how
consumers access it, once they get to the website, what
do they have to do?

MR. RIESENBACH: We are working with an
organization called The Future of Privacy and they are
a Washington-based think tank and they®ve helped us to
put this group together and develop the code. And the
code i1s actually live on their site. Now, all of the
companies that are participating are also putting this
live on our sites as well.

And then, of course, within the opt-out
there®s going to be the information, when people go
into that, if they choose to opt-out, there®s much more
information. There"s a whole frequently asked
questions area that talks about the code.

MS. ANDERSON: Instructing you on how to find

MR. RIESENBACH: Yeah.

MS. ANDERSON: -- your MAC address and enter
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dwell time, wait time, not necessarily in terms of
repeat visits, you would still be able to do that.

So certainly if we are thinking about what
button we*d like to have, 1°d like to see the "Change
My MAC Address'™ button. Now it does mean that you
wouldn®"t get the repeat visits or the repeat visits
data would be a little bit less accurate, but for the
dwell time and wait time, you could still get that.

MR. TINLEY: Seth, 1 also just wanted make a

point that comes back to the CVS app is, within an app,
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So again it even, from our standpoint,
separates the ability to collect anything personally
identifiable or anything along those lines, it puts
another, we"ll call 1t a wedge, in there as a
protection against that and against profiling and the
other sort of negative connotations of those things.

MR. SCHOEN: So I think It"s very important
that mobile operating system developers should prevent
applications from reading the MAC address as well as
other identifiers.

MR. TINLEY: Well Apple and Google did that.

MR. SCHOEN: And so there is a trend in that
direction in recent mobile OS versions and I think
that"s great and | think that"s very welcome.

I think a bigger picture indication, from
what Ashkan found, is that there were app developers
who were willing to try to use that information, if
they had access to it. And that suggests to me that,
whoever created that app is willing to try to use other
technical means to circumvent that privacy measure.

And my prediction is that there are other
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will be found to circumvent that privacy measure and do

that reconnection of MAC address and identity.

So It"s not necessarily that it"s going to be

the particular way that Ashkan found that the CVS app

is doing it, which I agree, mobile OS developers are

trying to plug that hole. It"s that there is the

willingness, in some parts of the industry, to try to

make those associations. And 1 think we are going to

see that, technologically, in this context, there's a

will, there®s a way.

MS. WESTERMAN: One thing that 1"m also kind of

concerned about is that we are over simplifying the

problem. And so when you talk to people about

anonymity, there are definitely times when we want to

be anonymous. But there®s also times when we’re okay

with you kind of knowing who we are in aggregate. And

there"s also times when we actually want you to know

who we are.

So an example of this is like when you"re

checking out in a store and you don"t want your credit

card taken, do you want to personally be identified?

Yeah. People don"t sign the back of credit cards, they

want you to look at their ID. There are times when we

really do want that to be in place.

times when we want to be anonymous.

And there®s other
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An amazing example that someone in this field
gave me a few years ago is that you can use location to
detect if people are having an extramarital affair
because certain people spent the night in the same
place, you observed in the place In the evening and you
observed them in the place in the morning. And that
sort of falls out of location accidentally.

Obviously, no one has started a company to
detect 1T people are having extramarital affairs using
location data, but people®s sort of imperfect memories
make them not even see the sensitivity in the location
trail that they leave behind and the data trail they
leave behind. And for that reason, Bruce Schneier has
compared data trails to a kind of pollution, because
you can"t necessarily see it and you"re not necessarily
harmed by it in the short-term.

So 1 think the inferences that are sensitive,
that can be drawn from people®s locations, clearly are
much more extreme over the long-term, in terms of
people®s habits and habitual activity. And if someone
goes to a particular place of worship every weekend,
you conclude that they probably are a member there and
they probably actually belong to a particular religious
group, as opposed to someone who was once observed

apparently at that place of worship. Well, maybe they
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then observe their visitors every Sunday to find out
who 1s coming every Sunday or what percentage of them
are coming every Sunday. |If they were then to sort of
use that -- iIt"s their data to use. They wouldn"t use

that to then profile their own people. So i1t"s just --
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And in the online world, those are already
showing up In the sense that websites are able to get
that from an IP address. And | was discussing with
Ashkan, there are companies that are trying to bridge
the IP address and physical location both.

So 1f you look at the big picture of the
industry, | think some of those concerns can develop
over time.

MS. KOULOUSIAS: Thanks. We really hate to
cut off the conversation, but we are basically out of
time.

We want to give everybody just 15 seconds
each to just kind of give your closing thoughts on
this, so we can start down at the end with Glenn.

MR. TINLEY: I don"t think -- just to
reiterate, we agree and support 100 percent that
consumer privacy is, again, paramount to everything
that is being done.

I think that, as an industry, we actually
stepped up and said, look, we understand this and we
want to develop a code of conduct that is at least a
starting point and that can help bridge some of the

next timeframe.

My only caution is the market confusion over what

is within an app that somebody is downloading and using
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on a daily basis, that they want to use, that is not
even giving out a MAC address, versus what s being
observed on ongoing basis to help retailers with
customer experience and just compete in that more
online world.

MR. DUNCAN: 1 think 11l conclude as 1 began
by saying that this ultimately, at least in the retail
environment, is going to come down to a matter of
trust. Rather than talking about notice for
observations, we should be talking about notice for
particularized uses that might be problematic.

And whether a use is problematic will depend
upon the relationship of the customer with the environment

they"re in. In the store environment, for the reasons I
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she hadn®"t actively programmed it that way, then all of
your devices that have wi-fi interfaces enabled would
have an observation in that laptop, saying that you
were here at this time. And maybe it"s not very
sensitive to you that you were here at this workshop at
this time, but maybe there®s some place or some
interaction or some relationship that you wouldn®t
actually like someone to be able to observe in that
way -

And so 1 think, you know, these statistical
and aggregate applications of location analytics are
not the scariest ones, from a privacy point of view.
Obviously, the profiling analytics that we haven®t seen
deployed commercially so much to date are dramatically
scarier.

But 1 think the barriers to entry really are
extremely low. And I think to the extent that people
want their location to be used to provide services to
them and they want people to know their location, it"s
really very technically easy to do that in a consensual
way by having people install applications that share
their location in a defined way for a particular
purpose. And we already have a lot of applications
that do that. So I think we should be looking to that

as the model for privacy protective use of location. |
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am looking for technical means, like changing MAC
addresses, that actually don"t require people to have
their devices be observable and recognizable in every
circumstance by everyone with a laptop.

MR. RIESENBACH: 1 think it"s early iIn a
rapidly evolving industry, from a technology
standpoint, and it"s important for us to keep in mind
what"s theoretically possible from what"s practical and
actionable and market driven in today"s world.

And so 1 don"t dispute some of the hypothetical
possibilities down the road, but you know, we are in the
business of helping real brick-and-mortar retailers
compete more effectively and serve their customers better
today and that"s where we keep our focus.

And absolutely we have to continue to evolve
our technology, evolve our conduct, but at the end of
the day, I think market forces prevail and -- because
those retailers or other businesses that violate the
trust of their consumers will be punished by the
marketplace more than anything else.

And so 1 don"t think that the reality is is
that some of the worst case scenarios will come to be,
because 1 don"t think that the market will allow it.

MS. WESTERMAN: Yeah. And 1 think I always

look at it from the customer®s perspective, from the
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this has been a great discussion. Thank you to all of
you for participating and thanks to those who have been
viewing via webcast.

We hope you®ve enjoyed the discussion today
and we"d like to take this opportunity to remind
everyone that we are accepting public comments on this
topic until March 19. You can find instructions for
submission on the web page for this seminar.

Also, for our in-person audience, our Chief
Technologist, Latanya Sweeney, will be conducting her
demonstration again in the hallway, just outside of
this conference center, so if you didn"t get a chance
to see it on the way in, you can go and see that
now.

And finally, we"d like to remind you that
this was the first in a series of three spring privacy
series. The second will be on alternative scoring and
that will take place here on the March 19th. The third
will be on consumer generated and controlled health
data and that will take place on May 7th.

Thank you all.

(Whereupon, the proceedings

concluded at 12:05 p.m.)
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