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Good morning. I'm delighted to be here to kick off today’s event by discussing the
FTC’s work on data securignd health informationl need to make two disclaimers. First, the
views | express here are my own and do not necessarily represent the views of the Federal Trade
Commission or any individual Commissioner. Second, although not a Luddite, I definitely am
not a techie.My teenage son was recently looking over my shoulder watching me start to go
online and asked in an appalled voice, “Are you really using Google to get to Yahoo?” |
responded, “Of course not. | am using Google to get to Yahoo to get to AOL.” My s&perti
clearly lies in law, not technology.

Consumers are increasingly taking a more active role in managing their healffhegta
have available to them an increasing number of new hedlted apps, devices,asdrvices.

There are apps that allow consumers to track their diet and exercise habits, devices that help
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themtrack their glucose l&ls, and websites where peopigh the same medical condition may
share informationin addition, consumers may download their medical information into personal
health records and use this information to make decisions about their health. Some of these
products are doctarecommended, such as diet and exerciss tya generate and send reports
back to physiciasm Others products consumers find and use outside of the traditional healthcare
context. Many of these products increase consumer engagement in their health and fitness,
reduce healthcare costs, and improve outcomes. Yet these products may raise privacy and
security concern®o. Most consumers regard their health data as highly sensitive and. private
Data breaches and unauthorized disclosures of such information can cause or be likely to cause
substantial harm to consumers, including subjecting them to fraud and medical identify theft

In my remarks today,would like to do three things. Firsgrfthose of you who anaot

familiar with the Federal Trade Commissionyill begin with a quick FTC 101. Second, I'll
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practices’ As applied to the data security area, the FTC Act requires that companies refrain
from makirg deceptive security claimsA failure to have taken reasonable securbasures
also can constitute an unfair practice under the FTC Act

The FTC recognizes there is no such thing as perfect secdusy because a company

experiences a breach does not mean
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InsurancePortability and Accountability Act, or HIPAAalso applies to them. The FTC Act, for
example, applies to health care providers, health plans, health care clearingod slesir

business associates. Note, however, that the FT@Qekarally does not aeh nonprofit entities

or stateregulated insurance practicesMoreover, thdepartment of Health and Human

Services and the FTC have worked together closely because of our common interest in ensuring
the privacy and security of health information, reliess of the applicability of our respective

legal authority?

The second reason that a medical audience should care about the FTC is that physicians
and other HIPAAcovered businesses may recommend that consumers use health apps, devices,
and other products that n¢tlPAA coveredentities have developed. The entities creating these
new products often are within the FTC’s jurisdictidndeed, he FTC Act is currently the
primary federal statute applicable to the privacy and security practices &flRé# covered
businesses that collect individually identifiable health information

I. Data Security Risks

Let me now outline some data security risks that currently affect hospiealish apps,
and other health care companidde first is the risk of a data breach. One recent report has
suggested that in 2016, there was on average one health care sector breach per day, resulting in

the breach of 27 million patient recortls.
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https://www.ftc.gov/enforcement/cases-proceedings/072-3121/rite-aid-corporation-matter
https://www.ftc.gov/enforcement/cases-proceedings/072-3119/cvs-caremark-corporation-matter
http://www.healthcare-informatics.com/news-item/cybersecurity/healthcare-data-breaches-year-review

insurance credentibn the black market for $20. And hackeosild sell a omplete medical
record for $1200 or mor®.

Second, the threat of ransomware continues to plague the health care indusieytall
the FTC hosted a workshopamining the threat of ransomwafteRansomware is software that
a malicious actor uses to hold data hostage to extort paymenETT'®e workshophighlighted
a string of high profile ransomware attacks on health care organizations. For example, the 2016
attack on Hollywood Presbyterian Medical Center in Southern California took out the hospital’s
entire network for more than a week, leaving staff without access to email and some patient data.
The malware crippled the hospital’s emergency room systedhsthar computer systems
necessary for patient carét forced hospital staff to log medical records with pen and paper. In
response, the hospital paid a ransom of 40 Bitcoins, or $17,000, to restore its op&rations.
Another ransomwarattack crippled MedStar Health’s computer systems, disabling access to

email and patient records at ten hospitals in the Washington, D.C. region for nearly two weeks.
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https://www.ftc.gov/news-events/events-calendar/2016/09/fall-technology-series-ransomware
https://www.ftc.gov/news-events/events-calendar/2016/09/fall-technology-series-ransomware
http://www.latimes.com/business/technology/la-me-ln-hollywood-hospital-bitcoin-20160217-story.html
http://www.latimes.com/business/technology/la-me-ln-hollywood-hospital-bitcoin-20160217-story.html
http://www.ponemon.org/blog/sixth-annual-benchmark-study-on-privacy-security-of-healthcare-data
https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/

TheloT also includes insulin pumps and bloaekssure cuffs that connect to a mobile app to
enable consumers to record, track, and monitor their vital signs withoaghawyo to a
doctor’s office. The loT holds great promise for consumers who are concerned about their
health.

Yet the lack of adequate secunigtating to thdoT can cause or be likely to cause
substantial harm to consumerBotnets can exploit secty vulnerabilities in loT medical
devices to send transmissions to other computers on the Internet resulting in denial of service
attacks. Take, for example, the DDoS attack against Dyn on Oct. 21. That attack relied on
infecting IoT devices such asmaras, monitorsand routers. It led to consumers’ inability to
load major websites such as Etsy, AirBnB, Netflix and Twitlelmagine ifhospital patients
likewise were denied access to critical medical services over the Internet.

A final risk relating to the IoT involves threats to health and sdfety inadequate data
security. As thedT continues to flourish, a lack of reasonable security around connected health
devicescan haveseriousconsequences for consumelshackers can hack an insulin pump —
and there habeen evidence that they can in some instarieesonsumersphysical safety is at
risk.

[I. Data Security Best Practices

In light of theseand other evolving threats, what’s a company to ¥é& offer a nurner
of resources for businesses looking to improve their privacy and data security prdctices

highlighta few key suggestions here.

12 Krebs on Security, DDoS on Dyn Impacts Twitter, Spotify, ReddiOct. 21, 2016at
https://krebsonsecurity.com/2016/10/ddmsdyn-impactstwitter-spotify-reddit/

" Elizabeth Weise, Johnson & Johnson Warns of Insulin Pump Hack Ris{JSATODAY (Oct. 4, 2016), available
at http://www.usatoday.com/story/tech/news/2016/10/04/johijgbnsonwarnsinsulinrpump-hackrisk-

Page 6 of 9


https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/
http://www.usatoday.com/story/tech/news/2016/10/04/johnson-johnson-warns-insulin-pump-hack-risk-animas/91542522/
http://www.usatoday.com/story/tech/news/2016/10/04/johnson-johnson-warns-insulin-pump-hack-risk-animas/91542522/

First, don’t misrepresent the level of security you provitiée’ve brought several cases
that challenged decepé\privacy and security claims made by businesses. For example, last
year, we brought a case against a dental software company. According to our complaint, the
company deceptively told its clients that it encrypted consumerwhémn in fact, it did not use
industrystandard encryptio¥ Furthermorefine-print disclosures won't cure a misleading
impression. In another case, we alleged that a company deceptively failed to disclose that patient
reviews of doctors would be made public, when the discladuteat fact was not clear and
conspicuous?

Second protect against weknown, foreseeable threats. As | mentioned earlier, w
recognize that there is no such thing as perfect seckxgn ifa companymplements
reasonable security measures, it may suffer a breach. Our law requires, not that security be
perfect, but that companies reasonably protect againskn@n threats.Again, our cases are
instructive. For example, our complaint against GMR Transcription Services alleges that the
company used independent typists to transcribe medical notes, but did not encrypt data in
transmission. Nor did it reasonably oversee its service providers. BeddbbHR's lax
practices, according to our complaint, at least 15,000 files containing sepsitbamal
information — including consumers’ names, birthdates, and medical histories — were available to
anyone on thénternet**

Third, take advantage of the numerous education resources that the FTC has distributed,

often in conjunction with HHSLast year, for example, we worked with HHS and the FDA to

12 5ee Henry Schein Practice Solutions, Inc., No. G4575 (May 23, 2016)vailable at
https://www.ftc.gov/enforcement/caspsoceedings/143161/henryscheirpracticesolutionsinc-matter

13 See Practice Fusion, Inc., C-4591(Aug. 16, 2016)available at https://www.ftc.gov/enforcement/cases
proceedings/143039/practicdusioninc-matter

14 GMR Transcription Servs., Inc., No. G4482 (F.T.C. Aug. 14, 2014) (decision and ordarijlable at
https://www.ftc.gov/enforcement/caspsoceedings/123095/gmrtransciption-servicesinc-matter
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https://www.ftc.gov/enforcement/cases-proceedings/142-3161/henry-schein-practice-solutions-inc-matter
https://www.ftc.gov/enforcement/cases-proceedings/142-3039/practice-fusion-inc-matter
https://www.ftc.gov/enforcement/cases-proceedings/142-3039/practice-fusion-inc-matter
https://www.ftc.gov/enforcement/cases-proceedings/122-3095/gmr-transcription-services-inc-matter

develop an interactive tool to help health app developg@evelopers can use this tool to
determine which data security lanwmcluding HIPAA, the Federal Food, Drug, and Cosmetic

Act, the FTC Act

Page 8 of 9


https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool
https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool
https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-app-developers-ftc-best-practices
https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-app-developers-ftc-best-practices
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.ftc.gov/news-events/audio-video/business
https://www.ftc.gov/news-events/audio-video/business
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https://www.ftc.gov/news-events/blogs/business-blog/2016/11/ransomware-closer-look
https://www.ftc.gov/news-events/blogs/business-blog/2016/11/ransomware-closer-look
https://www.ftc.gov/tips-advice/business-center/guidance/careful-connections-building-security-internet-things
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