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l. INTRODUCTION
Chairman PortmarRanking MembeCarper and members of the Sudromittee, | am
Andrew Smith Director of the Bureau of Consumer ProtectiothatFederal Trade Commission

(“FTC” or “Commission”)?! |



Today, he Commission reiterage
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necessarily mean that a compangecurity was unreasonable. Rather, reasonable security requires
an ongoing process of assessing and addressing ridksn &éciding whether to pursue an action,
the Commission considevghether a company’s data security measures are reasonable in light of
the sensitivity and volume of consumer information it holds, the size and complexity of its
operations, and the cost of tools availableeduce data security risks.

Several recent cases illustrate this approdotarevised settlement witbber
Technologies, Inct! the FTC charged that the popular r&fearing compangeceived consumers
by failing to reasonably secure sensitive consumer data stored in the cloud, despite promises of
secure storage. Ubeidleged security failures were numerous: using a single key for full
administrative access to consumer data, not requiring-faatbr authenticatiofa widelyused,
readilyavailabk safeguard in this areagnd storing sensitive consumer information in plain

readable text in database bagks stored in the cloudn light of thesealleged
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reasonable technical security measures or engaged in reasonable oversight of its service provider,
the third party would not havgeen able to accesach sensitive information.

The FTC is currently litigating an action against computer networking equipment
manufacturer ELink, whose allegethadequate security measures left consunvergless routers
and nternetcameras vulnerable to hackétsHere, too, the FTC is chahging multiple alleged
security failures: shipping software with w&hown flaws, mishandling a privateodesigning
key, andstoringlogin credentials in clear texiThis action, like the FTC’s other data security

cases, sends a clear messathpe: FTC useits existing tools to the fullest extent to stop
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In November, the FTC held a hearing on data secasityart of its series of Hearings on
Competition and Consumer Protection in the 21st Cerffuiarttipants included academics,
industry representativegractitioners, and consumer advocates who discussed a variety of data

securityrelated topics, including
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information on how to protect their personal information, and enables identity theft victims to
easilyfile a complaint with the FTC and get a personaliieshtity Theft report that can be used to
help communicate with financial companasdcredit reporting agencied-or victims of tax
identity theft, identitytheft.gov helps people file the IRS Identity Theft Affidavit with IRS- the
first-ever digial pathway to do so.
[Il. DATA SECURITY LEGISLATION

While the Commission usés existing authorities aggressively, the FiEteratests
longstanding bipartisan call for comprehensive data sedagtsiation. In particular, the FTC
supports data security legislation that would provide the ageitbythree essential additional
authorities (1) the ability to seek civil penalties to effectively deter unlawful conduct, (2)
jurisdiction over norprofits and common carriers, and (3) the autlddtissue implementing rules
under the Administrative Procedure AtAPA”), as appropriaté®

Each of these additional authorities is importartheCommission’s efforts to combat
unreasonable security. Under current laws, the FTC only has the authority to seek civil penalties
for data security violations related ¢hildren’sonline information nder COPPAor credit report
information (inder the FCR)\?° When the FTC brings data security cases un@eFTiC Act or
the GLB Safeguards Rule, it cannot obtain civil penalties fortiiret violations. Tdelp ensure
effective deterrence, we urge Congress to enact sespetjfic legislation to allow the FTC to
seek civil penalties for datecurity violations in appropriate circumstancekewise, enabling
the FTCto bring cases against npnefits and common carrielis important because these entities

often collect sensitive consumer informatidfor example, educational institutions often collect

28 While today’s hearing focuses on data security, the Commission recognizes that many aspects of data security
intersect with broader questions about consutaé privacy. The Commission urges Congress to consider enacting
privacy legislation that would be enforced by the FTC.

22The FTC can also seek civil penalties for violations of administrative orders. 15 U.S.Q. § 45(



Social Security numberend common carriers often collect the contents of consumer
communications. ignificant breaches have been reported in each of these s€ctors

Finally, the ability to engageitargeted APA rulemaking authority wolddable legal
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