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Summary 

�x American businesses that participate in the EU-U.S. Privacy Shield Framework should not have
to compete with those that break their privacy promises.

�x The FTC charged a data center company with violating their Privacy Shield commitments, but
our proposed settlement does not even attempt to adequately remedy the harm to the market.

�x The evidence in the record raises serious concerns that customers looking to follow the law
relied on the company’s representations and may be locked into long-term contracts.

�x A quick settlement with a small firm for an inadvertent mistake may be appropriate, but it is
inadequate for a dishonest, large firm violating a core pillar of Privacy Shield.

�x We must consider seeking additional remedies, including rights to renegotiate contracts,
disgorgement of ill-gotten revenue and data, and notice and redress for customers.

EU-U.S. Privacy Shield Framework 

European companies seeking to comply with data protection rules need to ensure that their service 
providers are on the right side of the law. To adhere to legal requirements when transferring personal 
data from Europe to the United States, these companies prefer to work with partners that participate 
in the EU-U.S. Privacy Shield Framework, the cross-border data-sharing protocol between the 
European Union and the United States. 

One of the ways that American companies can distinguish themselves to prospective clients in the 
European Union is to participate (or work with a participant) in the Privacy Shield program, 
administered by the U.S. Department of Commerce. By participating, American companies must 
comply with a list of requirements on data protection, and they agree to be held accountable for these 
commitments. For example, companies must articulate how individuals can access the personal data 
held by the participating company, explain the ways in which individuals can limit the use and 
disclosure of their personal data, and provide individuals access, at no charge, to an independent 
recourse mechanism to resolve disputes. Importantly, the Federal Trade Commission can take 
enforcement actions against companies that violate their Privacy Shield promises. 
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obligations when it was a participant, including one of the core pillars: providing users with the 
ability to file complaints and disputes about their personal data. An administrative proceeding 
commenced, and NTT denied most of the Commission’s allegations.3  
 
The Commission now proposes to end the administrative litigation through a no-money, no-fault 
settlement that does not include any of the additional remedies available under the FTC Act for 
“dishonest” conduct. I believe the proposed settlement should be renegotiated, given that the 
additional evidence gathered suggests that the company’s conduct was dishonest.  
 
It is clear that the company’s misrepresentations about Privacy Shield were not limited to a reference 

https://www.ftc.gov/system/files/documents/cases/d09386_nov_25-r_answer_and_affirmative_defensepublic596761.pdf
https://www.ftc.gov/system/files/documents/cases/d09386_nov_25-r_answer_and_affirmative_defensepublic596761.pdf






Public

7. There was a discussion about DreamI-lost' s GDPR or Privacy Shield compliance in 

one of DreamHost' s community forum discussion groups on or around May 2018. A true an correct 

copy of a screenshot of this discussion is attached to this declaration as Exhibit A. 

I declare under the penalty of perjury that the foregoing is true and correct. 

Date: December! O, 2019 
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