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Good morning.  I am delighted to be here to talk about the FTC’s work and 

priorities in advertising and privacy.    

And I’m doubly delighted to be here with Jodie [Bernstein], the greatest Bureau 

Director ever, and my mentor since my early days at the FTC. As you may recall, Jodie 

launched many of the programs 
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truthful and not misleading and that objective claims are substantiated before they are 

made. 

Advertising 

 Let me address advertising first.  Our primary focus in this area is on deceptive ads 

that put consumers’ health and well-being at risk.  And we often focus on stopping  

deception that we see repeatedly in the marketplace, to prevent it from becoming even 

more widespread.  

Our key areas of focus include disease claims, weight loss, disclosure issues, and 

cognitive products.  I’ll also briefly address native advertising and substantiation this 

morning.       

 The first area is disease claims.  We have serious and continued concerns about 

dietary supplements and foods making disease claims without adequate substantiation.  

Our case against POM Wonderful is a good example.  POM claimed that its juice 
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A third area of concern is disclosures – when they are needed and how to ensure 

that they are effective.  Last year, we issued an updated version to our Dot Com 

Disclosures guide to provide specific guidance for making disclosures on mobile devices, 

Twitter, and other new media.  In addition, our updated Endorsement Guides no longer 

encourage you to just say, regarding an endorser’s statement that he/she obtained a 
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The i-Health case is interesting because the companies funded and presented as 

substantiation a study in a peer-reviewed journal that supposedly supported their claims.   

But we alleged that the results of the study did not match the claims they were making.   

As in all of our cases, we looked at whether the advertising claims match the underlying 

substantiation.  And we consulted with scientific experts in the relevant field to answer 

that question.  Here, the claims and substantiation did not line up. 

 We’re also concerned about false or unsubstantiated claims about the purported 

benefits of DHA for children.  Last year the FTC issued refunds to consumers who’d 

purchased children’s multivitamins marketed with false or misleading claims about the 

amount of DHA and the purported benefits for healthy brain and eye development.  And 

in another case involving cognitive products, we have ongoing litigation related to claims 

by a company that its videos and flashcards can teach kids as young as nine months old to 

read.   

Finally, the Commission has focused on issues surrounding native advertising.  

Native advertising blurs the lines between ads and content or editorials.  We had a 

workshop in December to discuss these issues and get input from stakeholders.  The basic 

principle that advertising sales pitches should be identifiable as advertising is not that 

difficult.  What’s trickier is determining what is adequate to identify or disclose to 

consumers that the article or story is in fact advertising.  We are considering options, 

such as a report including guidance on native advertising.   

In the meantime, we are continuing to address blatant deception involving the 

portrayal of advertising as content.  For example, in our case against NBP Advertising, 
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As to the substantiation required in our orders, this has always been determined on 

a case by case basis, depending on the nature of the claims, the conduct, the costs and 

availability of testing, and other factors.  This case-by-case approach remains unchanged, 

but I’d like to provide some general guidance about how the Commission is likely to 

approach this issue in health and weight loss cases:   

First, you should expect our orders to continue to require at least two RCTs in 

weight loss cases or in cases where we have reason to believe that the company’s 

substantiation was the product of fraudulent or unethical scientific conduct.   

In other health cases where experts would expect RCT evidence, our orders 

generally will define competent and reliable scientific evidence as consisting of “human 

clinical testing,” without specifying a required number of RCTs.  This approach – 

illustrated in the i-Health order – clarifies that, under our substantiation analysis, we 

assess not only the quantity of evidence, but also the quality of that evidence and how it 

relates to the entire body of relevant and reliable scientific evidence.  

There is one other feature of the i-Health order that I want to highlight.  The order 

includes  a provision that requires respondents to preserve and produce supporting data 

and documents for human clinical trials that they or their supplier conducted or 

sponsored.  You should expect to see this provision in future orders.  We have found that 

study write-ups sometimes contain conflicting statements or statements that don’t match 

the underlying data, so having access to the data may be important in evaluating a 

company’s substantiation.  This requirement does not apply if a company relies on a 
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study reported in a peer-reviewed journal, and the report provides sufficient information 

to enable experts to assess the study’s reliability.    

Privacy 

Now I want to turn to the issue of privacy and discuss the FTC’s recent initiatives 

and current priorities.  This area is near and dear to me, having worked on privacy and 

data security issues since the 90s, when the FTC first launched its privacy program.  

Since then, there have been enormous changes in the marketplace and in the scope and 

complexity of the issues surrounding privacy.  
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Clearly, these developments provide tremendous benefits that consumers want and 

enjoy.  However, they also present enormous privacy challenges.   



 

10 
 

Big Data 

First is Big Data.  Big Data can of course drive valuable innovation – for example, 

it can be used to determine what medical treatments are most effective across a large 

population.  However, it also raises obvious risks for consumers – virtually unlimited 

data collection without their knowledge or consent; data breaches involving this treasure 

trove of information; the risk that data will be obtained by identity thieves; and the 

concern that companies will make inferences about consumers that simply aren’t true. 

Our activities on the Big Data front include the recent release of a report on data 

brokers.  The report is the result of a study the FTC conducted of nine data brokers, 

representing a cross-section of the industry.  Our report found that data brokers collect 

and combine data from multiple sources and develop detailed profiles for sale to other 

companies – marketers, advertising companies, insurance companies, lenders, retailers, 

and telecoms – for use in marketing, fraud prevention, and searching for people.  This 

typically happens behind the scenes, without any consumer knowledge or awareness.   

And data brokers don’t just collect and share raw data, they develop inferences 

about people and put them into categories – for example, Urban Scramble and Mobile 

Mixers, which characterize low income, minority consumers; Thrifty Elders; Financially 

Challenged; Bible Lifestyle;  Leans Left, and many other such categories.   

 Although data broker practices clearly benefit consumers by helping them find 

and enjoy the products and services they prefer, they also raise concerns about the 

visibility of these practices and how this data is used.  Our report therefore encouraged 

Congress to consider enacting legislation that would enable consumers to learn of the 
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existence and activities of data brokers and have some control over how the data is used – 

through opt-out or rights to correct data, depending on the type of data broker product.   

But we’re not waiting for Congress to pass a new law.  We’re also using our 

existing authority to address troubling data broker practices.  One of the most valuable of 

these tools is the Fair Credit Reporting Act, which sets forth procedures governing some 

of the most important uses of Big Data – determining whether to give consumers credit, a 

job, or insurance.   Earlier this year, for example, we announced settlements with two 

companies that advise merchants on whether to accept consumers’ checks, based on their 

financial history.  The complaints alleged that TeleCheck and Certegy failed to have 

appropriate procedures to maintain the accuracy of consumers’ data and correct errors – 

failures that can cause consumers to be denied the ability to write checks.  The companies 

each paid a $3.5 million civil penalty to settle the charges.   

And we’ve brought similar cases recently against data brokers Spokeo, Instant 

Checkmate, InfoTrack, and Filiquarian for failing to provide reasonable accuracy for the 

data they provided to employers, and to assure that purchasers of the data would use it for  

purposes allowed under the FCRA.  

In addition, we have hosted a series of workshops to start a dialogue on several 

trends in Big Data and their impact on consumer privacy.  We held the first one last 

December, focused on the Internet of Things. We also held our Spring Seminar Series to 

address emerging products and services such as mobile device tracking in retail stores, 

the use of alternative scoring models to help companies predict consumer behavior, and 

data collection by health apps and devices used by consumers to manage their health 
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data.  We plan to issue reports on all of these workshops, discussing the findings and best 

practices for addressing the privacy concerns raised.  

In addition, this fall, we are hosting a workshop to explore the use of Big Data and 

its impact on American consumers, specifically low-income and underserved consumers. 

Mobile Technologies and Connected Devices 

A second area of focus is mobile technologies and connected devices.  Over the 

last few years, this area has become one of the main priorities for the Commission – in 

privacy and more generally.   

Clearly, the marketplace is moving to mobile, and consumer protections need to 

move with it.  But it’s not just “old wine in new bottles.”  Mobile technologies also raise 

special consumer protection challenges, due to the always-with-you, always-on nature of 

mobile devices; the ability of these devices to track your location and connect to each 

other; and of course the small screen or, increasingly, no screen.  

On the policy front, the FTC has already issued several reports about kids’ apps, 

mobile privacy disclosures, and mobile payments.  We also hosted a workshop on mobile 

security last year.   Our kids’ apps reports showed that most of the apps surveyed 

collected personal information from kids’ devices, and shared it with third parties.  The 

information included unique device ID, precise geolocation, and telephone number.    

We’ve also brought law enforcement acti
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against the maker of a popular app that allows consumers to use their mobile devices as 

flashlights.  We alleged that the app promised it would collect data from users’ devices 

for certain internal housekeeping purposes, but failed to disclose that the app transmitted 

the device’s location and device ID to third parties, including mobile ad networks.   

In addition, we brought a series of cases this past year against Aaron’s rent-to-own 

stores for installing invisible tracking software on rented computers that captured 

consumers’ keystrokes, location, and account information and emails, and even took 

pictures of them in their homes.  We also challenged the data security practices of web 

camera company, TRENDnet, whose poor security procedures allowed hackers to access 

live feeds of what was happening in consumers’ homes.   

Safeguarding Sensitive Data  

A third area of focus is providing strong safeguards for sensitive information – 

that is, kids’, health, financial, and precise geolocation data.   

Protecting sensitive data isn’t really a new priority – it’s one of those bedrock 

privacy principles that will be here forever.  But the changes I’ve been talking about – the 

ubiquitous and invisible data collection that takes place all day long – raise the stakes for 

sensitive data as more and more kids have smartphones, and data is collected from 

consumers through their health devices, their flashlights, their cars, and in so many other 

unexpected ways.  

Our work to protect sensitive data includes over 50 settlements we’ve obtained 

against companies that failed to implement reasonable security protections – including 

companies such as Microsoft, DSW, TJX, Lifelock, CVS, and Rite Aid.  Many of these 
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cases involve, not just consumers’ financial data, but also their sensitive health 

information.  One of our earliest cases – against data broker ChoicePoint – may be the 

best known.  In that case, the company sold data to identity thieves despite obvious red 

flags, such as the fact that the thieves submitted multiple 


