




Partnership with PlayWell, LLC: 
In 2012 Linnette Attai joined iKeepSafe's advisory board as their Compliance Advisor, 
specializing in children's privacy, media and marketing issues. As a measure of her support for 
the organization and its mission, she has provided a significant amount of pro bona work 



EXHIBIT II 
(Per§ 312.11(b)(1) and (c)(1)) 

General Statement of Program Requirements 
The iKeepSafe Safe Harbor program assists operators of websites and online services that are -
in whole or in part - directed to children under the age of 13. The program is designed to help 
ensure that practices surrounding collection, use, maintenance and disclosure of personal 
information from children are consistent with principles and requirements of the Children's Online 
Privacy Protection Act (COPPA) and general tenants of iKeepSafe's mission to encourage 
healthy and safe use of the Internet 

A. t e n a n t s  t e n a n t s  





G. Ongoing Assessment 
At various times, but no less than three times per year of membership, Member Company 
products will 



iKeepSafe's cash budget ranges between $-to$-, with in-kind donations averaging an 
additional ~ per year. 

Leadership is provided by Marsali Hancock (President and CEO), supported by a staff of 8 team 
members providing the following services: COO, Senior Director of Law and Policy, Director of 
Business Development, Director of Communications, Director of Program Development, Content 
Developer, Web Strategist, and Project Assistant. 

The iKeepSafe Safe Harbor program has designed a pricing model to take into account the 
variety of sizes and development stages of potential Member Companies, and to provide 
discounted pricing to Member Companies that wish to take advantage of additional seals and 
services that iKeepSafe will provide around privacy. 

The proposed 
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EXHIBIT Ill 
(Per§ 312.11 (b)(1-3), (c)(2) and (4), (d)(1-3)) 

iKeepSafe Safe Harbor Program Guidelines 
iKeepSafe takes seriously the obligations of the industry community to afford strong privacy 
protections to children under the age of 13. In order to qualify for the iKeepSafe Safe Harbor 
program seal 
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Any nonprofit operators wishing to become Member Companies must comply with all provisions 
of these guidelines. 

Personal information is collected or maintained on behalf of an operator when: (a) it is collected 
or maintained by an agent or service provider of the operator; or (b) the operator benefits by 
allowing another person to collect personal information directly from users of such website or 
online service. 

Parent includes a legal guardian. 

Personal information: individually identifiable information about an individual collected online, 
including: 

• A first and last name; 
• A home or other physical address including street name and name of a city or town; 
• Online contact information as defined in this section; 
• A screen or user name where it functions in the same manner as on line contact 

information, as defined in this section; 
• A telephone number; 
• A Social Security number; 
• A persistent identifier that can be used to recognize a user over time and across different 

websites or online services. Persistent identifier includes, but is not limited to, a customer 
number held in a cookie, an Internet Protocol (IP) address, a processor or device serial 
number, or unique device identifier; 

• A photograph, video, or audio file where such file contains a child's image or voice; 
• Geolocation information sufficient to identify street name and name of a city or town, 

including geolocation metadata associated with photos, videos or or 

videos m e t a d a t a  





(a) It may be acceptable to place the link in the footer of the website or online service. In 
these cases, the link must be clearly highlighted and set apart from other links in the 
footer, with clear and contrasting color and larger typeface. 

(b) An operator of a general audience website or online service that contains a children's 
area must post a link to a privacy policy detailing data collection and handling 
practices related to children on the home or landing page of that children's area. 

(c) With respect to mobile apps, in addition to the placements noted above, a link to the 
privacy policy must be posted at the point of purchase. 

(d) For all products supplied directly to schools, a copy of the privacy policy must be 
available to the school prior to completion of the sale, download or installation of the 
product. 

2. Minimization of Data Collection 
In the arena of product development, media and marketing intended for children, collection of 
data should be limited to only what is reasonably required to deliver a promised product, feature 
or service to a child user and to what is reasonably needed to maintain and further develop the 
website or service. 

A Limitations on Collection of Data 
Member Companies may only collect data from or about children that is reasonably 
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In addition, Member Companies must give the parent the option to consent to the 
collection and use of the child's personal information without agreeing to disclosure of the 
child's personal information to third parties. 

i. Consent from Schools 
Member Companies contracting directly with a school may rely on consent from the 
school instead of the parents for collection of personal information from students when 
data collected is for the use and benefit of the school, and not for any other commercial 
purposes. 

(a) Providing such consent in lieu of the parent is at the sole discretion of the school. 

(b) If the Member Company intends to use or disclose students' personal information 
for other commercial purposes, it must obtain prior consent directly from the 
parents as detailed below 

B. Methods for Obtaining Parental Consent 
Member Companies must use one of the methods described below to verify that the 
person providing consent is the parent: 

(a) Provide parents with a consent form to be signed and returned via mail, facsimile 
or electronic scan 

(b) Require that the parent provide a credit card, debit card or other online payment 
system that provides notification of each discrete transaction, and use it in 
connection with a monetary transaction 

(c) Provide a toll-free number or video conference system staffed by personnel who 
have 



Proposals will be evaluated by the iKeepSafe Safe Harbor program to determine whether 
or not the methods meet these stated requirements and will be considered acceptable 
under the iKeepSafe Safe Harbor program. Any such approval will be at iKeepSafe Safe 
Harbor program's discretion, based on whether or not it determines that the proposed 
method complies with requirements of the Children's Online Privacy Protection Act and 
these guidelines. 

ii. Exceptions to Obtaining Prior Parental Consent: 
In certain use cases as described below, prior parental consent is not required: 

• When the only purpose of collecting the name or online contact information of the 
parent or child is to provide notice and obtain parental consent 

o The information must be deleted from the operator's records if parental 
consent is not received after a reasonable time 

• When the purpose of collecting a parent's on line contact information is to provide 
voluntary notice to, and update the parent about, the child's participation in a 
website or online service that does not otherwise collect, use, or disclose 
children's personal information. 

o In these cases, the parent's online contact information may not be used 
for any other purpose 

o Reasonable efforts, taking into account available technology, must be 
taken to ensure that the person receiving the notice is the parent 

• When the only purpose of collecting online contact information from a child is to 
respond once to a specific request from a child. 

o The information may not be disclosed or used for any other purpose, 
including to contact the child more than once 

o The information must be deleted from the Member Company's records 
promptly after responding to the child's request 

• When the purpose of collecting a child's and a parent's online contact information 
is to respond directly, more than once, to a child's specific request, such as when 
a child requests to sign up for an operator's newsletter. 

o The information may not be used for any other purpose, and may not be 
disclosed or combined with any other information collected from the child 

o Although prior consent is not required for the first response to the child, 
Member Companies must provide parents with notice of the information 
that was collected, what it is being used for, that parents may opt their 
child out of further contact and how to do so, all prior to the second 
contact with the child. 

• When the purpose of collecting a child's name and online contact information is 
to: 

o Protect the security and/or integrity of its website or on line service 
o Take precautions against liability 
o Respond to a judicial process 
o Provide information to law enforcement agencies or for an investigation 
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4. Security 

• That the online contact information collected from the child will 



i. Third Party Assessment Requirements 
Member Companies must assess the privacy policies and practices of any third party 
service providers to ensure that they are capable of complying with Member Company's 
policies and practices, including those related to the collection, use, transfer, 
confidentiality, security and integrity of user data. 

(a) Member Companies must receive affirmative assurances from third parties to that 
effect 

(b) Such procedures, assessments and assurances related to third party service 
providers must be repeated on an annual basis, at any time at which Member 
Company's policies or practices change, and at any time that they are made 
aware of changes to a third party provider's policies or practices. Any such 
changes must also be reported to iKeepSafe Safe Harbor program for 
assessment. 

(c) Certification that these requirements have been met must be submitted to 
iKeepSafe Safe Harbor program as part of the initial certification and annual 
renewal process. 

5. Education 
Operators should maintain baseline knowledge of privacy requirements and best practices. 
Regular assessments of policies and practices, as well as training of all employees on iKeepSafe 
Safe Harbor program requirements in these areas should be a part of the responsibility accepted 
by Member Companies. 

A Training: 
Member Companies are required to provide privacy training to all company employees 
responsible in whole or in part for design, production, development, operations and marketing 
of their products. Such training should include all employees who are directly or peripherally 
involved in collection, use, storage, disclosure or any other handling of data. Training is 
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B. Enforcement 
Member Companies that receive multiple complaints may also be subject to: 
• Anonymous payments to the United States Treasury 
• Consumer redress (in addition to the required deletion of data, if applicable) 
• Revocation of the iKeepSafe Safe Harbor program seal and referral to the FTC 

PROCESS: 
A Initial Certification: 
Companies interested ·1n participating in the iKeepSafe Safe Harbor program will begin their 
engagement with a call with iKeepSafe's Compliance Advisor to discuss the current stage of 
development, scope of product, existing practices and level of fluency with applicable regulation 
and industry best practices. Companies will also be required to complete and return the Data 
Assessment Questionnaire (Appendix A) 

The Data Assessment Questionnaire must be submitted by an authorized representative of the 
Member Company, who will be asked to attest to the truthfulness and accuracy of the infonmation. 
Member Companies understand that the iKeepSafe Safe Harbor program will use representations 
within the documents in part to assess Member Company's compliance with the program's safe 
harbor provisions for the Children's Online Privacy Protection Act. 

In addition to the completed Data Assessment Questionnaire, Member Companies will also be 
required to submit the following documents 

• Copy of any existing privacy policy 
• Copy of any existing notices sent to parents requesting consent for data collection, use 

and/or disclosure 
• Copy of any existing processes related to a parent's request to review and/or have 

deleted their child's data 
• Copy of any existing policies and practices related to assessment of third party service 

providers 
• Copy of written infonmation security program 

As needed, iKeepSafe Safe Harbor program will require that Member Companies conduct a 
technical analysis of any existing products. An authorized resource will be provided to conduct 
the analysis, if needed. 

The Compliance Advisor to the iKeepSafe Safe Harbor program will review the product, along 
with all submitted docuET
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Member Companies will have five (5) business days to respond in writing to the Notice of 
Concern and attest that the required changes will be made in a specific and timely fashion. 
Member Companies will be provided with a certification form to sign and submit to iKeepSafe 
Safe Harbor program attesting to completion of the changes. 

Failure to respond to the Notice of Concern within the allotted time frame, or failure to complete 
the changes in a timely fashion may, at iKeepSafe Safe Harbor program's sole discretion, result 
in disciplinary action as described above. 

To ensure transparency and encourage ongoing compliance, each Member Company will receive 
reports providing the results of iKeepSafe Safe Harbor program's reassessments of its product(s). 

C. Annual Review and Reporting 
On an annual basis, iKeepSafe Safe Harbor program will conduct a full reassessment of all 
Member Company products and compliance with the iKeepSafe Safe Harbor program guidelines. 
As part of the reassessment, Member Companies will be required to submit 





APPENDIX A: 
Data Practices Assessment 

DATA PRACTICES ASSESSMENT 
This questionnaire has been designed in part to assist in assessing practices related to collection 
and handling of data from users under 13. Please 
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8. 

• If so, please explain: 

9. 

• If so, please explain: 

10. (Y/N) 
• If so, please explain: 

• Please explain: 
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-• Please explain: 

• Please explain: 

14. 

15. (Y/N) 
• If so, please list: ____________________ _ 
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16. (Y/N) 

• If so, please describe: 

DATA SHARING/TRANSFER/RELEASE: 
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• If so, please explain: 
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6. 

7. 

8. 

9. 

10. 

11. 

- (Y/N) 
• If yes, please explain: 
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12. 

SECURITY AUDITS AND CONTROLS: 

1. 

2. 

3. 

4. 

5. (Y/N) 

COMPLIANCE TRAINING: 
1. 

2. 
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3. 

4. 

5. 

ADDITIONAL INFORMATION: 
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Date: 
Company Contact: 

APPENDIX B 
Notice of Concern Memo 

The results of an examination of _[product]_ have revealed the following concerns, which 
indicate that your product is not currently in compliance with the iKeepSafe Safe Harbor program 
requirements: 

In order to maintain membership in the iKeepSafe Safe Harbor program and continue displaying 
the iKeepSafe Safe Harbor program marks on your product, please make the following changes. 
Changes must be made promptly. 

Please sign and return a copy of this Notice of Concern within five (5) business days of receipt to 
indicate: (1) your acknowledgement of the issues; and (2) your acknowledgement that failure to 
resolve the issues in a timely manner may jeopardize your continued use of the iKeepSafe Safe 
Harbor program marks. Please also indicate the anticipated time frame needed to resolve the 
issues: �~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~�~� 

We remain available to consult with you and guide you through implementation of any requested 
changes. Please feel free to contact us to discuss your compliance needs, questions and 
concerns. 

Thank you. 

Signed and Acknowledged: 

Name: 

Company: 

Title: 

Date: 
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Exhibit IV 
Chari Comparing Seal Requirements to COPPA Provisions 

(Per§ 312.11(c)(3)) 

Children's Online Privacy Protection Act Corresponding_iKeepSafe Safe Harbor Seal Program Provisions 
§ 312.2 Definitions. Exhibit Ill, Definitions 
§ 312.3 Regulation of unfair or deceptive acts or practices in Transgarency 
connection with the collection, use, and/or disclosure of personal Clearly written policies explaining what data a website or online 
information from and about children on the Internet. service collects from users, how such data is used, stored and to 
General requirements. It shall be unlawful for any operator of a website whom it may be disclosed are mandatory. Such policies must 
or online service directed to children, or any operator that has actual accurately reflect actual website or service data handling practices, 
knowledge that it is collecting or maintaining personal infonmation from and must be easy for the user to find and understand. 
a child, to collect personal infonmation from a child in a manner that 
violates the regulations prescribed under this part. Generally, under this Privacy Policy: 
part, an operator must: Member Companies that collect or allow for the collection of 

(a) Provide notice on the website or online service of what personal infonmation from children through their website or online 
information it collects from children, how it uses such service, must that5
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privacy policy must be available to the school prior to 
completion of the sale, download or installation of the 
product. 

Minimization of Data Collection 
In the arena of product development, media and marketing intended 
for children, collection of data should be limited to only what is 
reasonably required to deliver a promised product, feature or service 

I
' to a child user and to such data reasonably needed to maintain and 

further develop the website or service. 

Limitations on Collection of Data 
Member Companies may only collect data from or about 
children that is reasonably needed to provide users with a 
feature or activity, or to perform a valid business function that 
meets the strict definition of support for internal operations. 
Collection of more data than is reasonably necessary to 
provide features, activities or support for internal operations is 
not acceptable. 

Collection of all personal information must comply with the 
parental notice and consent requirements outlined above, and 
all such data collection and handling practices must be 
disclosed in the privacy policy, 

I 

Parental Control of Children's Data 
Parents should remain in control of data collected from their child. 
Providing parents with notice, choice and consent over whether or not 
their child's data is collected, and whether or not it is used or 
disclosed, should be maintained at all times while an operator intends 
to collect data from a child or is in possession of a child's data. This 
includes providing parents with a reasonable means to review the 
specific data or categories of data that may have been collected from 
their child, allowing them to request that it be deleted, and/or that the 
operator not collect any further data from the child. 

; Member Companies sh_ould have a process in place that takes into 
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account available technology to provide for verification that the person 
requesting to review the data is the 



connection with a monetary transaction 
• Provide a toll-free number or video conference system 

staffed by personnel who have been trained to identify 
whether or not the caller is a parent 

• Check a parent's fonm of government-issued ID 
against databases of such infonmation. (The ID must 
be deleted from the Member Company's records 
promptly after such verification is complete.) 

• Knowledge-based authentication, as long as the 
specific process uses dynamic, multiple-choice 
questions with enough options to ensure that the 
chances of a child guessing the correct answers is low 
and the questions used are of sufficient difficulty that it 
would be difficult for a child in the household to figure 
out the answers 

• Where a child's personal information is collected but 
not disclosed, an operator may send an email to the 
parent requesting prior consent for the collection of 
personal infonmation, provided that the email is 
followed up after receipt of consent with one of the 
following: 

o A confinmation email, letter or telephone call 
to the parent confirming the parent's consent, 
if such infonmation has been received from the 
parent 

o Such follow-up must advise parents 
that they may revoke their prior 
consent if they choose to 

Exceptions to Obtaining Prior Parental Consent: 
In certain use cases as described below, prior parental 
consent is not required: 

• When the only purpose of collecting the name or 
on line contact infonmation of the parent or child is to 
provide notice and obtain parental consent 

o The information must be deleted from the 
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operator's records if parental consent is not 
received after a reasonable time 

• When the purpose of 



Security 

that parents may opt their child out of further 
contact and how to do so, all prior to the 
second contact with the child. For 
requirements, see Content of the Notice for 
Parental Consent Section below. 

o When the purpose of collecting a child's name and 
online contact infonmation is to: 

o Protect the security and/or integrity of its 
website or on line service 

o Take precautions against liability 
o Respond to a judicial process 
o Provide information to law enforcement 

agencies or for an investigation on a matter 
related to public safety to the extent penmitted 
by law and where such infonmation is not 
being used for any other purpose 

o When a persistent identifier is collected for the sole 
purpose of providing support for internal operations 
(as defined above) for their website or online service. 

Operators must take responsibility for safeguarding data collected 
from or about their users. Reasonable measures must be taken to 
secure and maintain the confidentiality, security and integrity of data. 
Such measures must also include practices for regularly deleting data 
within a reasonable time frame after it is no longer being used or is no 
longer needed. 

Data Security and Integrity 
Data must be stored securely, with sensitive data, such as 
personal infonmation, stored separately from other data. 

o Access to data must be limited to authorized 
employees, and a procedure must be in place to 
revoke access when an employee leaves the 
organization. 

o Inactive data must be purged on a regular basis, with 
a defined process in place for deleting and destroying_ 
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said data. 
o A defined process must also be in place for deleting 

and destroying data when requested by a parent 
o This process must include steps to confirm 

that the person requesting review or deletion 







respond to this direct notice, the operator may use the online 
contact information collected from the child for the purpose 
stated in the direct notice; and (vi) A hyperlink to the operator's 
online notice of its information practices required under§ 
312.4(d). 

(4) Content of the direct notice to the parent required under§ 
312.5(c)(5) (Notice to a Parent In Order to Protect a Child's 
Safety). This direct notice shall set forth: 
(i) That the operator has collected the name and the online 
contact information of the child and the parent in order to 
protect the safety of a child; (ii) That the information will not be 
used or disclosed for any purpose unrelated to the child's 
safety; (iii) That the parent may refuse to permit the use, and 
require the deletion, of the information collected, and how the 
parent can do so; (iv) That if the parent fails to respond to this 
direct notice, the operator may use the information for the 
purpose stated in the direct notice; and (v) A hyperlink to the 
operator's on line notice of its information practices required 
under§ 312.4(d). 

(d) Notice on the website or online service. In addition to the direct 
notice to the parent, an operator must post a prominent and clearly 
labeled link to an online notice of its information practices with regard to 
children on the home or landing page or screen of its website or online 
service, and, at each area of the website or online service where 
personal information is collected from children. The link must be in 
close proximity to the requests for information in each such area. An 
operator of a general audience website or online service that has a 
separate children's area must post a link to a notice of its information 
practices with regard to children on the home or landing page or screen 
of the children's area. To be complete, the online notice of the website 
or online service's information practices must state the following: 

(1) The name, address, telephone number, and e-mail address 
of all operators collecting or maintaining personal information 
from children through the website or on line service. Provided 
that the operators of a website or on line service may list the 
name, address, phone number, and e-mail address of one 

the privacy policy must be available to the school prior 
to completion of the sale, download or installation of 
the product. 

Content of the Notice for Parental Consent 
Member Companies must provide notice and obtain verifiable parental 
consent prior to collecting, using, or disclosing personal information 
from children. The notice must be clearly and understandably written, 
complete, and must not contain any unrelated, confusing, or 
contradictory materials. The notice may contain an optional, brief 
statement explaining what the website or online service is. However, it 
may not contain marketing, sell or other promotional language. 

In all cases, it must be clear that a parent may agree to allow for the 
collection and use of a child's personal information without agreeing to 
the disclosure of that information to third parties, unless both are 
required in order to deliver a particular website or online service 
feature. 

There are different requirements for the content of the notice 
requesting parental consent, depending on the use case: 

• Request for Consent to Collect, Use or Disclose a Child's 
Personal Information: 

o This notification must include the following: 
• That the operator has collected the parent's on line 

contact information from the child, and, if applicable, 
the name of the child or the parent, in order to obtain 
the parent's consent; 

• That the parent's consent is required for the collection, 
use, or disclosure of the information, and that the 
operator will not collect, use, or disclose any personal 
information from the child if the parent does not 
provide consent; 

• Any additional items of personal information the 
operator intends to collect from the child, and/or 
potential opportunities for the disclosure of personal 
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operator who will respond to all inquiries from parents 
concerning the operators' privacy policies and use of children's 
infonmation, as long as the names of all the operators collecting 
or maintaining personal information from children through the 
website or on line service are also listed in the notice; 

(2) A description of what infonmation the operator collects from 
children, including whether the website or online service 
enables a child to make personal infonmation publicly available; 
how the operator uses such infonmation; and, the operator's 
disclosure practices for such information; and 

(3) That the parent can review or have deleted the child's 
personal infonmation, and refuse to penmit further collection or 
use of the child's infonmation, and state the procedures for 
doing so. 

information, should the parent provide consent; 
• How the parent can provide consent to the collection, 

use, and disclosure of the information; and 
• That if the parent does not provide consent within a 

reasonable time from the date the notice was sent, the 
operator will delete the parent's online contact 
information from its records. 

• A hyperlink to the Privacy Policy 

• Voluntary Notice of a Child's Online Activities Not Involving 
Collection, Use or Disclosure of Personal Information 
o This notice is optional, but when provided it must include 

the following: 
• That the operator has collected the parent's online 

contact infonmation from the child to provide notice to, 
and update the parent about, a child's participation in 
a website or online service that does not otherwise 
collect, use, or disclose children's personal 
information; 

• That the parent's online contact information will not be 
used or disclosed for any other purpose; 

• That the parent may refuse to permit the child's 
participation in the website or online service and may 
require the deletion of the parent's online contact 
information, and how the parent can do so; and 

• A hyperlink to the Privacy Policy 

• Notice of Intent for Multiple Contact 
o This notice must include the following: 

• That the operator has collected the child's online 
contact information from the child to communicate 
with the child more than once; 

• That the operator has collected the parent's on line 
contact infonmation child to notify the parent that the 
child has registered to receive multiple online 
communications from the operator; 

• That the on line contact information collected from the 
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§ 312.5 Parental consent. 
(a) General requirements. 

(1) An operator is required to obtain verifiable parental consent 
before any collection, use, or disclosure of personal information 
from children, including consent to any material change in the 
collection, use, or disclosure practices to which the parent has 
previously consented. 
(2) An operator must give the parent the option to consent to the 
collection and use of the child's personal infonmation without 
consenting to disclosure of his or her personal information to third 
parties. 

child will not be used for any other purpose, and that it 
will not be disclosed, or combined with any other 
infonmation collected from the child; 

• That the parent may refuse to penmit further contact 
with the child and require the deletion of the parent's 
and child's online contact information, and how the 
parent can do so; 

• That if the parent fails to respond to the notice, the 
operator may use the online contact infonmation 
collected from the child for the stated purpose; and 

• A hyperlink to the Privacy Policy 

• Notice to Protect Safety 
o This notice must include the following: 

• That the operator has collected the name and the 
online contact infonmation of the child and the parent 
in order to protect the safety of a child; 

• That the infonmation will not be used or disclosed for 
any other purpose; 

• That the parent 

That dele the parenmation the 



(b) Methods for verifiable parental consent. 
(1) An operator must make reasonable efforts to obtain verifiable 
parental consent, taking into consideration available technology. 
Any method to obtain verifiable parental consent must be 
reasonably calculated, in light of available technology, to ensure 
that the person providing consent is the child's parent. 
(2) Existing methods to obtain verifiable parental consent that 
satisfy the requirements of this paragraph include: 

(i) Providing a consent form to be signed by the parent and 
returned to the operator by postal mail, facsimile, or electronic 
scan; (ii) Requiring a parent. in connection with a monetary 
transaction, to use a credit card, debit card, or other online 
payment system that provides notification of each discrete 
transaction to the primary account holder; (iii) Having a parent 
call a toll-free telephone number staffed by trained personnel; 
(iv) Having a parent connect to trained personnel via video
conference; (v) Verifying a parent's identity by checking a form 
of government issued identification against databases of such 
information, where the parent's identification is deleted by the 
operator from its records promptly after such verification is 
complete; or (vi) Provided that, an operator that does not 
"disclose" (as defined by §312.2) children's personal 
information, may use an email coupled with additional steps to 
provide assurances that the person providing the consent is the 
parent Such addrtional steps include: sending a confirmatory 
email to the parent following receipt of consent, or obtaining a 
postal address or telephone number from the parent and 
confirming the parent's consent by letter or 
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(c) Exceptions to prior parental consent. Verifiable parental consent is 
required prior to any 



and where such information is not used or disclosed for any 
purpose unrelated to the child's safety. In such cases, the operator 
must make reasonable efforts, taking into consideration available 
technology, to provide a parent with notice as described in§ 
312.4(c)(4); 
(6) Where the purpose of collecting a child's name and online 
contact information is to: 

(i) protect the security or integrity of its website or online 
service; 
(ii) take precautions against liability; (iii) respond to judicial 
process; or (iv) to the extent permitted under other provisions of 
law, to provide information to law enforcement agencies or for 
an investigation on a matter related to public safety; and where 
such information is not be used for any other purpose; 

(7) Where an operator collects a persistent identifier and no other 
personal information and such identifier is used for the sole purpose 
of providing support for the internal operations of the website or 
online service. In such case, there also shall be no obligation to 
provide notice under§ 312.4; or 
(8) Where an operator covered under paragraph (b) of the definition 
of website or onfine service directed to children collects a persistent 
identifier and no other personal information from a user who 
affirmatively interacts with the operator and whose previous 
registration with that operator indicates that such user is not a child. 
1 n such case, there also shall be no obligation to provide notice 
under § 312.4. 

person providing consent is the child's parent. 

Proposals will be evaluated by the iKeepSafe Safe Harbor 
program to determine whether or not the methods meet these 
stated requirements and will be considered acceptable under 
the iKeepSafe Safe Harbor program. Any such determination 
and approval will be at iKeepSafe Safe Harbor program's sole 
discretion. 

Exceptions to Obtaining Prior Parental Consent: 
In certain use cases as described below, prior parental 
consent is 
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Member Company's records promptly 
after responding to the child's request 

• When the purpose of collecting a child's and a 
parent's online contact information is to respond 
directly, more than once, to a child's specific request, 
such as a request to sign up for an operator's 
newsletter. 

0 The information may not be used for any other 
purpose, and may not be disclosed or 
combined with any other information collected 
from the child 

0 Although prior consent is not required for the 
first contact, Member Companies must 
provide parents with notice of the information 
that was collected, what it is being used for, 
that parents may opt their child out of further 
contact and how to do so, all prior to the 
second contact with the child. For 

I 
requirements, see Content of the Notice for 
Parental Consent Section below. 

• When the purpose of collecting a child's name and 
online contact information is to: 

0 Protect the security and/or integrity of its 
website or online service 

0 Take precautions against liability 
0 Respond to a judicial process 
0 Provide information to law enforcement 

agencies or for an investigation on a matter 
related to public safety to the extent permitted 
by law and where such information is not 
being used for any other purpose 

• When a persistent identifier is collected for the 



information to a website or online service, the operator of that website 
or on line service is required to provide to that parent the following: 

(1) A description of the specific types or categories of personal 
information collected from children by the operator, such as name, 
address, telephone number, e-mail address, hobbies, and 
extracurricular activities; 
(2) The opportunity at any time to refuse to permit the operator's 
further use or future online collection of personal information from 
that child, and to direct the operator to 



§ 312.8 Confidentiality, security, and integrity of personal 
information collected from 



§ 312.10 Data retention and deletion requirements. 
An operator of a website or online service shall retain personal 
information collected online from a child for only as long as is 
reasonably necessary to fulfill the purpose for which the information 
was collected. The operator must delete such information using 
reasonable measures to protect against unauthorized access to, or use 
of, the information in connection with its deletion. 

or on line service is directed to children 
• informing any third party service providers of its data 

privacy and security policies and practices 
• receiving written assurances that any third party 

service providers are able to comply with those policies 
and practices 

Third Party Assessment Requirements 
Member Companies must assess the privacy policies and 
practices of any third party service providers to ensure that 
they are capable of complying with Member Company's 
policies and practices, including those related to the collection, 
use, transfer, confidentiality, security and integrity of user 
data. 

Security 

• Member Companies must receive affirmative 
assurances from third parties to that effect 

• Such procedures, assessments and assurances 
related to third party service providers must be 
repeated on an annual basis, at any time at which 
Member Company's policies or practices change, and 
at 



personal information, stored separately from other data. 
• Access to data must be limited to authorized 

employees, 




