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Good morning This is the first time | have spoken at a WOMMA eventland
delighted to be hereToday, I'm going to talk about the FTC’s recent work to protect consumers
—andin particular, how the FTC is meeting the challenges posed by the digital revolution.

Everyone in this room knows that technology has been a game-
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Mobile and New Technologes

Nowhere are the effects of the digital revolution more dramatic than in privacy:nBut |
going to set privacy aside for a moment so | can talk about some areas that may be less obvious
but nevertheless are transforming how consumers interact with the commercial marketplace.

Mobile Payments

With the growth of mobile payments, it has become easier for consumers to pay for
goods and services instantly, with no messy paperwork. But these convealsnagaake it
easier for scam artists tommit fraud through mobile devices, dod consumers to incur
unauthorized chargesithout noticing then.

Consumers shouldn’t be charged for purchases they didttibrize— period. We've
emphasized this principle in dozens, even hundreds of FTC cases over the years — most recently
in a series of cases involving mobile payments. For exanagkyelx, we took action against
Apple, Amazon, and Goodldor allegedly failing to obtain parents’ permission before letting
kids run up charges in mobile gaming apps. So far, we've obtained over $50 million in

consumer refunds from these cases hope to olatin even
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unauthorized thirgearty chargesn consumers’ mobile phone bifi<Collectively, weve
obtained ovef160 million in consumer refunds from these cases. TdwBBmsmake clear that
companies offering new products and services on the mobile platform must also offer basic
safeguards to prevent fraud and misuse.

Deceptive Health Apps

We're also tackling unsubstantiated health claims on the mobile platform — and there are
many These claims caactually be dangerousuihproven products are touted as a substitute for
medicalcare. For example, the FTC recently charged two app developers with deceptively
claiming that their apps — Mole Detective and MelApp — could detect symptoms of melanoma,
even in the early stagésin fact, we alleged, the companies lacked evidence to show their apps

could detect melanoma, early or at allnd most recentlywe took action against an app called

* See als&TC v. Jesta Digital LLCNo. 1:13ev-01272 (D.D.C. filed Aug. 20, 2013), available at
https://www.ftc.gov/enforcement/casemeceedings/1134187/jestedigitaldlc-alsodbajamster FTC v.
Wise Media LLCNo. 113€V-1234 (N.D. Ga. filed Apr. 17, 2013), available at
https://www.ftc.gov/enforcement/caspoceedings/122182/wisemediallc-et-al; FTC v. Tatto, IngG.
No. 2:13ev-08912DSF
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More recently, we brought our first case involving the Kickstarter cromaihg
platform, against the creator of a project calkatking Path® We alleged that the defendant
used Kickstarter to raise money to produce a board game, telling backers they would get copies
of the game and other rewards. After raising over thmeesthis stated goal, he cancelled the
project and promised to refund backers’ money. In fact, we allbgelers never got refunds
because he spent the money on personal items such as rent, home equipment, and moving to
Oregon.

We also recently twk action against Prizech mobile gaming app that supposedly earned
consumers rewards. The app promised it would be free from malware, but instead loaded
consumers’ mobile phones with malicious software to mine virtual currencies for the developer.

Deception in New Media

Technological developments also have led to dramatic changes icolngwmers receive
advertising. Today, everyone’s a salesman — the doctor on TV, the bjoggetlow, your

friends on Rcebook and, increasingly, the authottof
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We’ve made this point in numerous enforcement actions over the past two years. For
example, in one of our caselsallenging the slimming effects of “pure green coffee bean
extract” (GCBE), we charged defendant Lindsey Duncan with passing himself off as an
independent expert when he touted the supplement on the The Dr. OZ°Sindfact, we
charged, he was actually selling the supplement, deceptively, through websites he set up
beforehand. In another, we alleged that marke¢RB Advertising set up fake newses that
made false claims about the effectiveness of GCBE and channeled people to another site where
they caild buy it

One particularly troubling case this year invol\aurishLife, the marketer of a
supplemenfor kids We alleged that the company posted a fake research site, and trumpeted
paid endorsements from parents, making unsubstantiated claintisethapplement was
scientifically proven to treat childhood speech and behavioral disorders, including those
associated with autisif. According to our complaint, it wasn't.

And just today, we filed a case in federal court alleging that Roca Labs not only
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consumers whposted negativeeviews onlingthus preventing the truth about f@duct from
getting out™

Unfortunately, hese strategies have gained traction among more mainstream companies
too. For example, last November, in connection with our action against Sony for aecepti
claims about its gaming consofsye alleged that a manager at its ad agency, Deutsch, had
directed employees to post positive tweets about the console as part of the Sony ad ddmpaign.
And earlier this month, we charged Machinima, an entertainment network that worked for
Microsoft’'s ad agency, with paying a large group of “influencers” to develop and post videos
online touting XboxOne® The videos appeared to be the objective views ohfhesncers,
and did not disclose that the influencers were actually paid to tout the product.

The FTC’s Endorsement Guides and FAQs provide detailed guidance about how to avoid
this type of deception, including in newlerms of promotion like Twitteraffiliate marketing,
“like” buttons, employee endorsements, and vidéo general, when there are material

connections (like payment) between a marketer and an endorsamubkepe disclosed clearly

B ETC v. Roca Labs, Inc., No. 8:£5-0223tMSSTBM (M.D. Fla. Sept. 28, 2015), available at
https://www.ftc.gov/enforcement/caspssceedings/143255/rocalabsinc.

16 Sony Computer Entertainment America |.IND. G4514 (Mar. 24, 2015gvailable at
https://www.ftc.gov/enforcement/caspssceedings/123252/sonyeomputerentertainmenamericalc-
matter

" Deutsch LA, Inc., No.-@515 (Mar. 24, 2015), available https://www.ftc.gov/enforcement/cases-
proceedings/123252/deutscha-inc-matter See also AmeriFreight, IndNo. G4518 (Apr. 13, 2015),
availade athttps://www.ftc.gov/enforcement/caspoceedings/143249/amerifreightnc-matter
(shipment broker failed to disclose that it provided discountsaadda to customers who posted online
reviews of its service); ADT LL®o. G4460 (June 18, 2014), available at
https://www.ftc.gov/enforcement/caspmeceedings/123121/addlc-matter(home security company
paid endorsers to tout products on NBTtxlay Shovand in other national media).

18 Machinima, Inc.No. 142 3090 (Sept. 2, 2015) (proposed consent order), available at
https://www.ftc.gov/enforcement/caspsceedings/143090/machinimanc-matter

' The FTC’s Endorsement Guides: What People Are A¢Mag 2015), available at
https://www.ftc.gov/tipsadvice/businessenter/guidance/ftcsndorsemengjuideswhatpeopleare
asking See als®ot Com Disclosures: v to Make Effective Disclosures in Digital Advertis{ivar.
2013), available ahttps://www.ftc.gov/tipsadvice/businessente/guidance/condisclosurediow-make
effectivedisclosureddigital.
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and prominently. Pmotional messages also mustilentifiable as advertisingif not through
their look and feelthen through a disclosure hi§ issuaemains a priority and we plan to issue
guidance on the issue of “native advertising” by the end of the?{ear.

Deceptive Broadband and Cable Claims

With everyone moving to mobile and cable, competition among service providers is
fierce. But that doesn’t excuse deceptive claims. Last year, we took action against wireless
providers AT&T (yes, again) and TracFomfer advertising “unlimited” data in their broadband
plans when in fact, they slowed down {tinrottled’) service when consumers reached a certain
limit.?* Unlimited means unlimited — it's a pretty straightforward word. TracFone paid $40

million in refunds to consumers; We still in litigation with AT&T.
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changes have led to an explosion of these calls, which violate consumers’ privacy and also
provide a cheap vehicle to peddleuda
To date, the FTC has brought more than a hundred lawsuits against f@achmpanies

and individuals responsible for billions of illegal robocalls and other Do Not Call violations.

Page 10 of 18



millions of calls that violated the FTCTelemarketing Sales Rule, including Do Not GallThe
case goes to trial in January.

Office of Technology Research and Investigations

Lastly, part of our focus in tech is internal to the FTC — to make sure we have the
personnel and resources to meet the consumer protection challenges of the expanding tech world.
A few years agal, created the Mobile Technology Unit (MTU) to help brimmpsumer
protection into the mobile era. The MTU assisted BCP staff with law enforcement
investigations It also developed surveys on kids’ apps, mobile shopping apps, and health apps.
This year, BCP announced that it would broaden the MTU’s mission so it focuses not just on
mobile, but on tech more broadly. We renamed it the Office of Technology Research and
Investigation (OTech), and are in the process of hiring more researchers and techrfdlaiists.
expect the office to play an important role ie tigency’s work on privacy, data security,
connected cars, smart homes, emerging payment methods, Big Data, and the Internet of Things.
I. Privacy and Big Data

That’s a nice transition to privacy aBiy Data. The effects of technology on privacy
can'tbe overstated. Today, data is collected from consumers wherever they go — online, offline,
through mobile and connected devices, everywhere. As | mentionstiphthe companies that

collect consumers’ data are behind the scenes and never interact with consumers. And as we
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https://www.ftc.gov/enforcement/cases-proceedings/052-3167/dish-network-llc-united-states-america-federal-trade
https://www.ftc.gov/enforcement/cases-proceedings/052-3167/dish-network-llc-united-states-america-federal-trade

The use of data, and Big Data, can of seulrive valuable innovation across many fields
— medicine, education, transportation, and manufacturing. But it also raises privacy concerns for
consumers — massive collection and storage of personal information; the risk that detailed
profiles will fall into the wrong hands, enabling identity theft and other harms; the release of
sensitive information consumers regard as private; and the potential use of this data by
employers, insurers, creditors, and others to make important decisions about consumers.

Our central message, again, is that even in the face of rapidly changing technology and
business models, companies still need to follow the basic princijpigeivacy, these include
don’t collect or retain more data than you reasonably nég@u must collect data, delentify
it wherever possible. Protect data from unauthorized access. Give consumers accurate
information and meaningful choices about their privacy. As new business models and
technologies develop, these principles remain as i@pbas ever, although they do need to be
adjusted and adapted. We've emphasized these principles through enforcement, policy
initiatives, and education.

Our enforcement actions include last year’s case against mobile messaging app Snapchat
Among othetthings, Snapchat pronad hat the photos and videos sent through its app would
disappear at a time set by the serfden fact, we alleged that recipients could use easy
workarounds to keep the messages forever. We also took action against the agkguddr

flashlight appfor misrepresentinthat it would only collect data from users’ devices for certain

29
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https://www.ftc.gov/enforcement/cases-proceedings/132-3078/snapchat-inc-matter
https://www.ftc.gov/enforcement/cases-proceedings/132-3078/snapchat-inc-matter

internalhousekeeping purposés In fact, we allegedit collected — and transmitted to third
party ad networks — the device’s location and cievD.

More recently, we addressed the growing practice by retailers of using mobile
technologies to track the movements of their customers in stores. We alleged that Nomi
Technologies, the analytics firm that performed these services, told consurgevette be
notified when stores were using its tracking services and would be able to opt out then and
there3! In fact, consumers weren't told at stores and couldn’t opt out.

Health data is another important FTC concern because it's sensitive and often regarded as
private Also, HIPAA doesn’t protect health data unless it's collected by a medical provider.

But the FTC Act doesln December, we chargéthyments MD, a health billing company, with
using a deceptive registration process to trick thousahcdsnsumers who signed up for its

online billing portal into also consenting to collection of their detailed medical information from
pharmacies, medical labs, and insurance compahies.

Then there are extortion websites that harvest sensitive datta, ase, and seek
payment to take it down. We took action against two of those this year. In one, defendant Craig
Brittain solicited sexually explicit photos from women’sl@xyfriends and others — in many
cases through deceptierto post on his website, isanybodydown.ctnHe then used another

site to pose as an attorney and charge $250 for removing the information. The Commission also

% Goldenshores Technologies, LUdo. G4446 (Mar. 31, 2014), available at
https://www.ftc.gov/enforcement/caspeceedings/133087/goldenshoregchnologiedic-erik-m-

geidimatter
31 Nomi Technologies, IndNo. C-4538 Gept 3, 2015) available at

https://www.ftc.gov/enforcement/caspssceedings/133251/nomitechnologiesnc-matter
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https://www.ftc.gov/enforcement/cases-proceedings/132-3087/goldenshores-technologies-llc-erik-m-geidl-matter
https://www.ftc.gov/enforcement/cases-proceedings/132-3087/goldenshores-technologies-llc-erik-m-geidl-matter
https://www.ftc.gov/enforcement/cases-proceedings/132-3251/nomi-technologies-inc-matter
https://www.ftc.gov/enforcement/cases-proceedings/132-3088/paymentsmd-llc-matter
https://www.ftc.gov/enforcement/cases-proceedings/132-3088/paymentsmd-llc-matter
https://www.ftc.gov/enforcement/cases-proceedings/132-3120/craig-brittain-matter
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Transcription Service® and debt brokers Bayviéiand Cornerston& And we have ongoing

litigation against Wyndham Hotéfsand LabMD
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One theme | am stressing in our privacy program is the connection between the sale of
sensitive data and fraud. In fact, we often discover in our fraud cases that the scammers used
highly sensitive data bought from another compaften a data broker — including Social

Security and bank account numbers — to trick or steal from consters.
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companies now track consumers across multiple devices, and not just within onétdwice.
in January, w will host a conference called PrivacyCon to exaauttingedge research and
trends in protecting consumer privacy and sec(fity.
Il. Conclusion

As you can se&eeping pace with the digital revolution occurringhe marketplace is
keeping us very busy. While these rapid changes have providedomiaefits to consumers and
businesses alike, the FTC will continteetake action whenever necessary to promote
compliance and deter the growth of harmful trends. Thank you for hawrgere today- |

look forward toyour questions.

SETC WorkshopCross Device TrackingNov. 16, 2015), available dittps://www.ftc.gov/news

events/eventsalendar/2015/11/crosfevicetracking
64—
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