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Thank you, Ed, for that kind introduction.  And thank you to CCIA for inviting me to 
address the Caucus.  It is a pleasure to be able to be able to discuss with you three issues that are 
central to continuing innovation in the information economy:  consumer privacy, data security, 
and patents. 

Protecting consumer privacy is one of the FTC’s top priorities.  Before I go into some 
detail about how we protect consumer privacy, I’d like to spend a moment explaining why 
privacy is an important area of our focus. 

The amount of data that companies collect, retain, use, combine, and disclose has grown 
exponentially over the past few decades.  Data about each of us and our activities – our personal 
information – is an increasingly important part of the U.S. economy.  The flow of personal 
information goes hand-in-hand with many of the innovations that allow us to connect with 
friends, find our way around cities that we’ve never visited before, and collaborate with 
colleagues around the world. 
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personal information.2  But in many cases, consumers do not really know what these non-
consumer facing companies do with their data, what choices consumers may have about this data 
use, and what protections are in place for consumers’ privacy interests.   

In our policy work, the FTC has developed best practices and recommendations 
regarding how companies can be transparent about their practices and help consumers make 
meaningful choices about the use of their personal information.  Working toward these goals 
helps to ensure that consumers have confidence in the dynamic and ever-changing marketplace 
for personal information.3  In addition, we hope to issue our report about the collection and use 
practices of nine data brokers – companies that collect online and offline information and create 
rich profiles about consumers – to help provide a deeper understanding about the practices of 
some of these companies.   

In our enforcement work, we pay particularly close attention to children’s online privacy, 
as mandated by Congress in the Children’s Online Privacy Protection Act.4  We also enforce the 
Fair Credit Reporting Act.5  Enacted in 1970, the FCRA has proven to be a durable source of 
consumer protections where traditional credit reports are concerned.  Moreover, FCRA 
protections apply to uses of information, rather than specific technologies.  As a result, the 
FCRA is a valuable source of consumer protections as consumer reporting activities draw 
information from more diverse sources6 and become available through mobile devices.7 

The bulk of our enforcement cases – brought over the past decade, under both Republican 
and Democratic leadership – have challenged deceptive and unfair data security and privacy 
practices under Section 5 of the FTC Act.  In that time period, we have brought more than 50 
cases against companies that, we believe, failed to reasonably secure consumers’ information, 
and more than 40 cases relating to the privacy of consumer data.  Some of these cases involve 
household names, 

http://adage.com/article/consumer-electronics-show/consumers-trusting-google-warier-facebook-twitter/290992/
http://adage.com/article/consumer-electronics-show/consumers-trusting-google-warier-facebook-twitter/290992/
http://www.ftc.gov/os/2013/02/130201mobileprivacyreport.pdf
http://www.ftc.gov/os/2012/03/120326privacyreport.pdf
http://www.ftc.gov/news-events/press-releases/2012/02/ftc-warns-marketers-mobile-apps-may-violate-fair-credit-reporting
http://www.ftc.gov/news-events/press-releases/2012/02/ftc-warns-marketers-mobile-apps-may-violate-fair-credit-reporting
http://ftc.gov/os/caselist/1023136/111024googlebuzzdo.pdf
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against less well-known companies, alleging that they spammed consumers,9 violated 
commitments in their privacy policies,10 installed spyware on consumers’ computers,11 or 
otherwise crossed the lines of deception or unfairness in their data collection and use practices.  

With respect to data security, the FTC uses its Section 5 unfairness and deception 
authority to ensure that companies provide reasonable security for personal information.  We are 
all too familiar with the potential for harm from financial information falling into the wrong 
hands.  The FTC has alleged in numerous actions that companies violated Section 5 by failing to 
reasonably protect consumers’ financial information.12  We received a vivid reminder about the 
importance of data security during the height of the holiday shopping season, when Target 
acknowledged that 40 million consumers’ credit card and debit card information, as well as 
contact information about some 70 million consumers, had been stolen.13  The movement toward 
innovative other forms of payment from mobile devices may create new challenges to securing 
financial information, and the FTC is watching these developments closely.14 

From my perspective, there is no data privacy without data security.  Inadequate data 
security can expose information that consumers never meant to put on public display.15  Security 
lapses can leave our children exposed in alarming ways.16  And inadequate security in one link 
can weaken the security in the whole chain of software and hardware in our devices and apps.17

http://www.ftc.gov/os/caselist/0923184/120810facebookdo.pdf
http://www.ftc.gov/os/caselist/0723111/080317judgment.pdf
http://ftc.gov/os/caselist/1023087/110617chitikado.pdf
http://www.ftc.gov/os/caselist/0823160/100602cyberspystip.pdf
http://money.msn.com/business-news/article.aspx?feed=AP&date=20140110&id=17248581&ocid=ansmony11
http://money.msn.com/business-news/article.aspx?feed=AP&date=20140110&id=17248581&ocid=ansmony11
http://www.ftc.gov/news-events/press-releases/2013/03/ftc-staff-report-examines-growing-use-mobile-payments
http://www.ftc.gov/news-events/press-releases/2013/03/ftc-staff-report-examines-growing-use-mobile-payments
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Over the past decade, the FTC has closely examined the intersection of patent and 
antitrust laws.  Our extensive work has included numerous workshops and hearings, with input 
from a wide spectrum of stakeholders – business representatives from large and small firms, the 
independent inventor community, leading patent and antitrust organizations and practitioners, 
consumer groups, and scholars.  The resulting reports and guidelines, spanning across various 
administrations, have represented the views of Commissioners of all political stripes. 

http://www.nap.edu/html/patentsystem/0309089107.pdf
http://www.gpo.gov/fdsys/pkg/CRPT-112hrpt98/pdf/CRPT-112hrpt98-pt1.pdf
http://beta.congress.gov/bill/113th-congress/house-bill/3309/text/163075
http://www.judiciary.senate.gov/hearings.hearing.cfm?id=32caee808f9297f0e7df6280b03ff1f


http://goodlatte.house.gov/press_releases/476
http://www.leahy.senate.gov/press/patent-trolls-leahy-introduces-bipartisan-bill-to-protect-vt-businesses-from-patent-lawsuit-abuse-
http://www.leahy.senate.gov/press/patent-trolls-leahy-introduces-bipartisan-bill-to-protect-vt-businesses-from-patent-lawsuit-abuse-
http://www.atg.state.vt.us/assets/files/Vermont%20v%20MPHJ%20Technologies%20Complaint.pdf
http://www.leg.state.vt.us/docs/2014/Acts/Act044.PDF
http://www.ftc.gov/opa/2013/09/paestudy.shtm
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We hope the eventual report that we issue based on our 6(b) study will provide a fuller 
and more accurate picture of PAE activity, which we can then share with Congress, other 
government agencies, academics, and industry.  We anticipate that, as in the past, our study, once 
it is done, will be put to good use by Congress and others who examine closely the activities of 
PAEs.31  Notably, 42 State Attorneys General and the Department of Justice Antitrust Division 
have expressed strong support for our study.

http://www.ftc.gov/opp/workshops/pae/
http://www.ftc.gov/sites/default/files/documents/public_comments/2013/12/00065-87873.pdf
http://www.ftc.gov/sites/default/files/documents/public_comments/2013/12/00065-87873.pdf
http://www.justice.gov/atr/public/speeches/301596.pdf
http://www.ftc.gov/public-statements/2013/11/remarks-chairwoman-edith-ramirez-fall-networking-event-aba-antitrust
http://www.ftc.gov/public-statements/2013/11/remarks-chairwoman-edith-ramirez-fall-networking-event-aba-antitrust



