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Thank you, Kathleen, for that generous introduction and thank you to the Federal

Communications Bar Association and to the Practicing Law Institute for inviting me to share
remarks this morning. I'm sure many of you were here last nighihéo€hairman’s dinneas
was | so.... Welcome backUnfortunately, | don’t have a funny video to shofdut in case |
accidentally say anything entertaining, please remember thamarks are my own and do not
necessarily reflect the views of other FTC Commissioners.

D.C. is abuzz with falk about

) some recent developments.

Background
First, a little background on the FTC and how the FCC/FTC issue afbseeFTC is the

leading U.S. enforcer of privacy and data security. We have brought more tharva@9 and

data security casesd more thad50 spam and spyware cas€xur



providers. We've reviewed ISP and cable mergers and transactions with internet components.
We've shut downa rogue ISRengaged in illegal activitiesAnd we’ve investigated major
ISP’sdata security practices relatedpmtential router vulnerabilities.Mostrecently, the FTC
brought cases alleging that twrelessprovidersthrottieduncongested consumer trafiad

y 2

thusbroke their promise to provide‘unlimited data

As the FTC actedo protect consumers in the ISPace, th net neutrality debate



FTC'’s efforts to combat unfair or deceptive acts and practices and unfair methods of competition
in these interconnected markefs.”

Since that reporthe concerns animating net neutrality have not changed mbakthe
“solutions certainly have. At our 2007 workshop, a leading advocate for net neutrality
regulation stated that she “didn’t know anyone who is talking about going back to Title I1.”
Fast forward to lateummer, 2014. Although FCC leadership was reportedly not seriously
considering Title Il reclassification, the idea had gained new promindndie fall of 2014, |
expressed concethatbroadband reclassificatiomould havethe unintended consequence of
shieldingadditionalactivitiesunder the common carrier exemption, and givsogeentitiesa
newdefense strategy agaifstC enforcement actist?

In November2014,President Obama callexh the FCC to reclassifyroadband as &itle
Il common carrier servicé.The FCC’ssubsequent 2015 Open Internet€rdid so® As a
result, the FTC’s jurisdiction over ISP practices may nowrbied. AndISPsnow must
comply withmanyTitle Il requirementsincluding privacy and data security requiremeniise
FCC is currently exploring whether ahdw to adopprivacy and data security rules for

broadband services.

* FTCNET NEUTRALITY REPORTat 41.

® FTCNET NEUTRALITY REPORTatN.683 (quoting Statement of G. Sohn, Tr. | at 125).

® The Communicators (C-SPANbroadcasSept. 24, 2014http://www.cspan.org/video/?32166Hcommunicators
maureerohlhausen

" See generally, White House, Net Neutrality: President Obama’s Plan for a Free and Open |nternet
https://www.whitehouse.gov/neteutrality (timeline with Nov. 10, 2014 as the day President Obama called for Title
Il reclassification)

8 See Protecting ad Promoting the Open Internet, Report and Order on Remand, Declaratory Ruling, and Order

FCC 1524 (Mar. 12, 2015).




In the meantime, the FCEasincreasegrivacy and data securignforcement Indeed,
from the outside, it appears that the FCeénforcemenhas focused more on privacy and data
security issues than on the net neutrality problem®fFen Internet Order was intended to
address.

When is Two a Crowd? The TviRulebookProblem
That brings us to todayHow are the nevimits on FTC jurisdiction likely to affect

consumers? According tome recenbbservers, this will obviously mak®nsumers better off
because we now have two cops on the privacy and data securit{ Bahaving nore
enforcergsn’t alwaysbetter for consumerd-or exampleconsumers will bevorseoff if
overlapping effortsinnecessarily diveresources from more pressing issues. When two cops

are on one beat, another beat mayeffte Tc 8P-14(1)-6(ec 0.01 Tw [(d)-20(i)- Tc 0.02 Twber)--0.004 Tc 0.(



resolved its first data security case against a cable opétatacording to the Ordeand
Consent Decreehé breach at issue involved information aboub6Cox Communications’
more tharb million subscribers? Amateur hackers sociahgineered Cox employees; there
was notechnical failurenvolved™® Reportedly, no payment information was acces$ethe
hackers posted some information abdgheaffected consumern social media> Cox
detected and halted the breach within a matter of days and worked with the FBI, who arrested the
hacker!® The FCC's Order and Consent Decree offergevidence of any resulting identity
theft, or any consumer harm at all. Yet the FKe@lement imposed a $595,000 fineearly
$10,000 per affected consumeandextensive compliance measurés.
The FCC'’s approach in the Cox matter differs significafidyn the FTC’s “reasonable
security” approach. | am concerned that what appedns &0*strict liability” data security
standard will actually harm consumerghe goal of consumer protection enforcement i®
make headlines; it i® makeharmedconsumers whole and incentivize appropriate practices.
The costs imposed by a regulator a legitimatenonfraudulentcompanyare ultimately born by
its consumers. If an enforcement action impasetsdisproportionate to the actual consumer
harm, thaienforcement action mayake consumers worse dfffprices rise or innovation slows
This example suggests ththe FTC and FCC rulebooks are different, at least as enforced
Some have argued thiatnakes sense for the rulebooks differ, claiming that ISPs are uniquely

situatedto collectconsumer informatiobecauseall of a consumetrs£ommunicationdravels

1 Fed.Comm.Comm'n, In the Matter ofCox CommunicationgOrderand Consent DecreBA 15-1241(Nov. 5,



over the ISPs network If this was ever true, it 3ot rue today. Consumers mukthome and

they use multiple ISPs throughout the day. They cortodbee internet througlinéir home
broadband connection, their mobile device connectiair employer’s network, dheir local
coffee shop’dVi-Fi. Each of thesdifferent IS?s has only a fragment of the users’ total internet
traffic. Thus | quetion the assumptiothat anlISPhasmore comprehensive data than, say, a
mobile device that a consumer carries constantlya browser that syncs across computers, or a
web service that interacts with the same consumenamny different devicesAny data that
crosses afSP’s networkcomesfrom a piee of hardware or software that lshaps an equally
comprehensivaview of the consumer’s activities. AdditionalBsinternet services

increasingly encrypt their traffithe data ISPs can accelsinishes In short] am not

convinced that ISPisave access to types or volued consumer datao uniquehat it justifesa
special set of particularly strict rules.

Othersargue that ISPs are unique because consumers pay for their internetasetvice
therefore do not expect ISPs to colldata for other purposes. Evessaming this accurately
describes consumer expectatiomsler today’s business modetsstill isn’t a good reason to
impose stricter rules that might preclude the development obasimess models. Email and
search were ongarimarily paid services Yet today many consumers choose,fegksupported
versions otheseservices thatollect consumeinformation The popularity of such services

suggests



In short,| believe there is little evidence



consumer harmot only ensures thanforcement actually makes consumers better off, it also
creates more business certainty.

FCC rules that followed these hidgavel principlesand in particular an emphasis on
limiting action to addressing real consumer harnouyld do a lot to align the rulebooks of the
cops on the beat.

FCC/ETC MOU

Let me quickly addregke recently released Memorandum of Understanding, or MOU,
between the FCC arttie FTC!® As an agency of general jurisdiction, the Fdf@&n needs to
coordinate with otheagenciesand MOUs facilitatehat coordination. Theew FTC/FCC
MOU largely formalizes already existing processes. There is one piece of interesting substance:
| believe thisMOU is the first time thafCC staff has acknowledged that the FTC’s common
carrier exemption is an activityasedas opposed to statbssed) exentn.

While the MOU formalizes coordinatioit,does not provide any of the principlar
processhased constraints thahave jusdiscussed. In short, it does not solvetthe-rulebook
problem. This problem maye resolvedby the D.C. Circuit, whichin just a few minutes, will

hearoral argumerst



Conclusion
Going forwardthe FTC will continue its active privacy and data security enforcement

focusing on real consumer harms with the ultimate goal of making consumers better off. | hope
that the FCC will use the same touchstone as it evaluates how to regulate broadband service
providers’privacy and data securifyractices Thank you for your attention, and | would be glad

to take questions at this time.



