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health IT sect o r.  Man y  o f the  enti t i es cre at i ng th e se new consum e r fa ci n g product s and servi ces  

are not cov ered b y  th e Heal t h Insuran ce Port abi l i t y and Account abi l i t y Act, or HIP AA , which 

onl y provi des p r ot ect i ons for heal t h inform at i on held or gene rat ed b y cert ai n “cover ed enti t i es ” – 

namel y h eal t h ca re pro vi ders, heal t h plans, and he al t h care clea ri nghous es, and thei r busi nes s 

associ at es .  The  enti t i es creat i n g these n ew produc t s  are, howev er, withi n the FTC ’s juri s di ct i on  

in most inst ances .  A s the nati on’s forem os t consu m er prot ect i on agenc y, th e FTC is comm i t t ed 

to prot ect i ng  h eal t h infor m at i on  coll ect ed b y these enti t i es .  T he Comm i s s ion has en ga ge d in 

subst ant i al effort s over th e ye ars to prom ot e d ata s ecuri t y and priv ac y in this area throu gh civi l 

law enfor cem ent, poli c y i nit i at i ves , and busi nes s and consum er edu cat i on.  This test i m on y 

provi de s an ove rv
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cause subst ant i al i njur y t o consum ers that is neit her re asonabl y avoi dabl e b y consum ers nor  

outwei gh ed b y count erv a i l i ng benefi t s to consum e rs or to compet i t i on, those pract i c es can be  

unfai r and viol at e  Se ct i on 5. 5    

The FTC ’s Se ct i on 5 authori t y ex tends to both HIP AA and non- HIP AA co vered enti t i es, 6 

though gen eral l y this aut hori t y does not reach non profi t enti t i es or pract i c e s that are in the 

busi nes s of insurance to t he ex tent that such busi nes s is re gul at ed b y stat e l aw. 7   T he FTC Act is 

current l y the prim a r y fed eral stat ut e appl i c abl e to the privac y and s ecuri t y pract i ces o f busi nes s es 

that coll ect indi vi dual l y i dent i fi abl e heal t h inform at i on where those enti t i es are not cov ered b y 

HIP A A . 

One re cent ex am pl e of FTC enforc em ent invol vi ng he al t h inform at i on is the 

Comm i s s i o n’s sett l em ent with medi cal bill i ng co mpan y Pa ym ent s M D , LLC and its form er CEO, 

                                                                                                                                                             
F.T.C. 110, 174 (1984). 
5   See Fede ra l Trade Commi s s i on Poli c y Stat e me nt on Unf a ir nes s, appended to Int’l Harvester Co., 104 
F.T.C. 949, 1070 (1984) (“FTC Unfa ir ne ss State me nt ”); 15 U.S.C. § 45(n).  I n addi ti on to its FT C Act 
enf or c e me nt , Congr es s in 2009 direct e d the FT C to impl e me nt a breac h not if ic at ion rul e for cert ai n web-
based busi ne ss e s not cove re d by HIPAA that provi de or int er a ct wit h per s ona l heal th records.  16 C.F.R. 
Part 318.  The FT C’ s Rul e requi r es thes e busi nes s e s to n ot if y indi vi dua ls, the FT C, and in some cases , the 
medi a when ther e is a brea ch of unse c ur e d, elec tr oni c healt h inf or ma t i on .  In addit ion, the Rul e requir e s 
ser vi c e provi der s to these ent it ie s to not if y them in case of a brea c h.      
6 The Depar t me nt of Heal t h  and Huma n Ser vi c e s ( HHS ) and the FT C have wor ke d close l y in area s of 
conc ur r ent juri s di ct i on, as they have common int e r es ts in ensuri ng the pri va c y and secur it y of heal th 
inf or ma t i on for indi vi dual s, whet her that heal th inf or ma t ion is wit hi n or out si de the scope of HIPAA. For 
exa mpl e, FT C staff col la bor a te d wit h HHS ’ s  Offi c e for Ci vi l Ri ght s to bri ng a set of case s invol vi ng 
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Michael C. Hu ghes. 8  The compl ai nt alleged that the compan y de cei ved thou s ands of consum ers 
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to data, the need for reas onabl e and app ropri at e s ecuri t y, and the t ypes o f securi t y fail ur es that 

raise con cerns. 11        

An  ex am pl e of FTC data securi t y enfo rcem ent in the heal t h ar ea is the FTC ’s sett l em ent 

with GMR Trans cri pt i on Servi ces, Inc., and its ow ners  for viol at i ons of Sec t i on 5. 12  Accordi n g 

to the compl ai nt, GMR provi des audi o file trans cr i pt i on servi ces for thei r client s, which incl ude 

heal t h car e provi de rs, an d reli es on servi c e provi d ers and indep endent t ypi s t s to perform this 

work.  The compl ai nt ch ar ged that GMR ex chan ged audi o files and tr ans cr i pt s with cust om ers 

and t ypi s t s b y loadi n g them on a file  serv er.  As a resul t of GMR ’s alle ged fail ure to impl em ent 

reasonabl e and app ropri a t e securi t y measu res and  to ensure that its servi ce provi ders also 

impl em ent ed reason abl e and appropri at e secu ri t y, at least 15,000 files cont a i ni ng sensi t i ve 

personal inform at i on – in cl udi ng consum e rs ’ nam es, birt hdat es, and medi c al hist ori es – were 

avai l abl e to an yon e on the Intern et.  The Comm i s s i on’s order resol vi ng the case  prohi bi t s GMR 

from maki ng misr epres e nt at i ons about privac y or securi t y, and requi res the compan y to 

impl em ent a comprehens i ve inform at i on securi t y program and und er go ind ependent audi t s for 20 

years.   

More re cent l y , t he FTC sett l ed an act i on agai ns t Henr y Schei n Pra ct i ce Solut i ons, Inc.  

Accordi n g to the compl ai nt, Henr y Schei n, a provi der of of fi ce man a gem en t soft ware fo r dent al 

pract i ces, misr epres ent ed that it s  soft ware provi de d indus t r y -stand ard en cr ypt i on of sensi t i ve 

pati ent inform at i on. 13   The Comm i s s i on’s propos ed order requi res Henr y Sch ei n  to pa y $250,000 

                                                 
11  See Commi s s i on St at e me nt Mar ki ng the FT C’ s 50th Dat a Securi t y  Settl e me nt , Jan. 31, 2014, available 
at http://www.ftc.gov/syst e m/fil e s/docume nt s/case s/140131gmrst a t e me nt.pdf .   
12  GMR Transcription Servs., Inc., No. C -4482 (F.T.C. Aug. 14, 2014) (decisi on and order ), available at 
ht t ps://www.ftc.gov/enf or ce me nt/case s- proc e e di ngs/122-3095/gmr -trans c ri pt i on -ser vi c es- inc -mat t e r .  
13  Henry Schein Practice Solutions, Inc., No. 1423161 (F.T.C. Jan. 5, 2016) (complai nt and propos e d 
cons e nt order), available at  https://www.ftc.gov/enf or ce me nt/case s- proc e e di ngs/142-3161/henry-sche i n -
pract ic e- sol uti ons -inc -mat t e r .  
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as  an equi t abl e remed y .  The propos ed ord er also prohi bi t s Henr y Schei n f r om maki ng 

misrepres ent at i ons about securi t y and requi res the compan y  to noti f y all of its cust om ers who 

purchas ed th e soft wa re d uri ng the  p e r i od when it made the alle gedl y misl e adi ng s tat em ent s. 14   

B. Policy Initiatives 

The Comm i s s i on also undert akes poli c y init i at i ve s to prom ot e privac y and data secu ri t y , 

incl udi ng b y host i ng wor ks hops on emer gi n g busi nes s pract i c es and te chno l ogi es affe ct i ng 

consum er data , and coor di nat i ng , whe re app r opri at e , with other agenci es.  This test i m on y 

descri bes  t hr ee ex am pl es of such init i at i ves relat i ng  to the priva c y and s ecu ri t y of heal t h 

inform at i on .  

First, o n Ma y 7, 2014, the Commi s s i on host ed a semi nar on Consum er Ge nerat ed and 

Cont rol l ed Heal t h Data t o ex am i ne the gr eat er rol e consum ers are taki n g in mana gi ng and 

gen erat i n g thei r o wn heal t h data, incl udi ng throu gh apps, conne ct ed heal t h and fitnes s devi ces, 

and websi t es that allow consum ers to share info rm at i on with others who ha ve  the same he al t h 

condi t i ons. 15   During the event, FTC staff p resent ed a snaps hot showi ng th e data -shari n g 

pract i ces o f twel ve  h eal t h and fitnes s apps, incl ud i ng two apps associ at ed with wearabl e devi c es.  

The snaps hot rev eal ed th at the apps coll ect and tra ns m i t inform at i on to third part i es, incl udi ng 

devi ce inform at i on, consum er -speci fi c ident i fi ers, unique devi ce ID s, unique third- part y ID s, and 

consum er inform at i on su ch as ex erci s e rout i ne s , diet ar y habi t s, and s ympt om search es.   

The semi nar also brou ght toget he r a dive rs e group of stakehol ders to discus s issues such 

as the bene fi t s arisi ng fro m the movem ent of heal t h data outsi de the tradi t i onal medi cal provi de r 

cont ex t, the t yp es  of prod uct s and servi c es consum ers use to gen erat e and cont rol thei r heal t h 

                                                 
14 Id. 
15  See htt p://www.ftc.gov/news-event s/events- cal e ndar/2014/05/spring-pri va c y -ser ie s- cons ume r -
gene r a te d -cont r ol l ed -heal t h -dat a . 
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data, consum ers ’ ex pect a t i ons regardi n g priva c y and securi t y prot ect i ons, and the acti ons some 

compani es take to prot ec t consum ers ’ priva c y and securi t y.  FTC staf f foll o wed up wi th two blog 

post s provi di ng addi t i ona l guidanc e for busi nes s es innovat i ng in this are a. 16   

Second, at the be gi nni n g of 2015, the FTC releas e d a staff report about the Inte rnet of 

Things (“IoT”) .17   Among other ar eas, the report ex am i ned the growt h of inc rea s i n gl y conne ct ed 

medi cal devi ces and he al t h and fitnes s product s, rangi n g from casu al wea r abl e fitnes s devi c es to 

connect ed insul i n pumps.  T he report recom m ends , among othe r things, that compani es 

devel opi ng IoT product s secure 
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busines s es in vari ous indus t ri es. 22  Our goal is to he lp compani es redu ce se c uri t y risks b y start i n g 

with smart data secu ri t y pract i ces.   In addi t i on, the BCP busi nes s blog, wh ich has over 50,000 

email subscri bers, regul a rl y ex pl ai ns FTC cases and illus t rat es lessons lear ned in plai n langu a ge. 

The Comm i s s i on also has releas ed arti cl es dir ect e d towards part i cul a r  non- legal audi enc es  

re gardi n g d ata secu ri t y. 23  For ex a m pl e, the FTC ha s speci fi c tips to help mobi l e app devel ope rs 

buil d data securi t y in fro m the start. 24  The FTC also has rele as ed busi nes s guidance about 

buil di ng securi t y into co nnect ed devi ces. 25  

Recogni z i ng th at mobi l e heal t h app dev el opers are often confus e d about wh ich legal 

requi rem ent s appl y to the m , the FTC has undert ak en a joint intera gen c y pro j ect with HHS to 

provi de guidance on this iss ue.  In cooper at i on with HHS ’ s  ONC , Offi c e fo r Civi l Right s , and 

Fo od and Dru g Admi ni s t rat i on, the FTC is devel o p i ng  an inter act i ve tool  t hat  uses a seri es  of 

high -lev el quest i ons and prom pt s  to show  app dev el opers which la ws – incl udi ng HIP AA, th e 

Fede ral Food, D ru g, and Cosm et i c Act , the FTC Act, and the FTC ’s He al t h Bre ach Noti fi c at i on 

Rule — appl y to them.  Once a devel ope r dete rm i nes which laws appl y, he  or she can use 

hype rl i nks withi n the tool  to acces s each agenc y’ s guidan ce and l earn how to compl y with 

relevant laws.  This inter act i ve resou rce will r esi de on the FTC ’s websi t e with links from other 

                                                 
22 See Start wit h Securi t y – San Franc is c o, available at  htt ps://www.ftc.gov/news-event s/events-
cal endar/2015/09/star t-secur it y -san -franci s c o ; Start with Secur it y – Aust in, available at  
htt ps://www.ftc.gov/news-event s/events- cal e ndar/2015/11/start-secur it y -aust i n ; Star t wi t h Secur it y – 
Seatt le, available at  https://www.ftc.gov/news-event s/event s- cal e ndar/2016/02/start-secur it y -seat tl e . 
23  See generally htt ps://www.ftc.gov/tips-advi c e/busi ness -cent e r .   
24  See Mobile App Developers:  Start with Security (Feb. 2013), available at  
ht t p://busines s.ftc.gov/docume nt s/bus83-mobile -app -deve l ope rs- star t -securi t y .  
25 See Careful Connections:  Building Security in the Internet of Things (Jan. 2015), available at 
htt ps://www.ftc.gov/tips-advi c e/busi nes s -cent er/gui da nc e/care f ul -conne c ti ons -bui ldi ng- securi t y -int e r net -
thi ngs .  
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agenci es.  In conj unct i on with this proj ect, the FT C also plans to releas e ad di t i onal busi nes s 

guidan ce to help mobi l e heal t h app dev el opers bu il d privac y and se curi t y i nto thei r apps.   

 III. RECOMMENDATIONS FOR NEXT STEPS 

The Comm i s s i on shares these Subcom m i t t ees ’  con cerns about the n eed to prot ect the 

privac y and s ecuri t y of consum ers ’ heal t h dat a.  Although the agenc y  is using a va ri et y of 
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to be caused b y the misu s e of thei r data.  And alth ough most s tat es have b r each noti fi c at i on laws 

in place, havi n g a stron g and consi s t ent nati onal re qui rem ent woul d ensure t hat all consum ers are 

prot ect ed whil e simpl i f y i ng  compl i an ce b y busi ne s s es.      

Legisl at i on in both ar eas – data secu ri t y and bre ac h noti fi cat i on – shoul d gi ve the FTC 

the abil i t y to seek civi l penal t i es to help deter unl awful conduct, juri s di ct i on over non- pro fi t s, 

and rulem aki n g authori t y under the  Admi ni s t rat i ve Procedur e Act.  Und er current la ws, the FTC 

onl y has the authori t y to seek civi l penal t i es fo r da ta securi t y viol at i ons with re gard to chil dren’ s 

onli ne inform at i on under the Chil dren’s Onli ne Privac y Prot ect i on Act  or credi t report 

inform a t i on under the Fa ir Credi t Report i ng Act .28  To help ensure eff ect i ve deterr ence, we ur ge 

Congres s to allow the FT C to seek civi l penal t i es for all data se curi t y and br each noti c e 

viol at i ons in appropri at e circum s t anc es .  Lik ewi s e, enabl i ng th e FTC to bri ng cases agai ns t non-

profi t s 29 would help ensur e that whenev er pe rsonal inform at i on is coll ect ed from consum ers, 

enti t i es that maint ai n such data adequ at el y prot e ct it.  30    

IV.  CONCLUSION 

Thank yo u for the oppo rt uni t y to pro vi de the Com m i s s i on’s views on Opport uni t i es and 

Chal l enges in Adv anci n g Heal t h Inform at i on Tech nol og y.   The FTC rem ai ns comm i t t ed to 

pro t ect i ng consum er h eal t h inform at i on and we  lo ok forwa rd to cont i nui ng to work with 

Congres s on this crit i c al issue.  

                                                 
28  The FT C can also seek civi l penal ti e s for viol at ions of admi ni s tr at i ve orde rs.  15 U.S.C. § 45( l). 
29  Non -prof i t s are gene r al l y out si de the FT C’ s juri s di ct ion  under the FT C Act .  15 U.S.C. §§ 44 & 45(a).  
30   A subst a nt i al numbe r of repor te d brea che s have involve d non- prof i t uni ve r si ti e s and healt h syst e ms.  
See Priva c y Right s Clea ri nghous e Chr onol ogy of Dat a B rea che s (list i ng brea c he s incl uding brea che s at 


