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or quarantine such messages (send them to a junk mail folder).  Or the business 
can provide no instruction in its DMARC listing. 

�x A study by the FTC’s Office of Technology Research & Investigation (OTech) of more 
than 500 business with a significant online presence found that: 

o The majority of the businesses have implemented SPF, one of the two domain 
authentication tools. 

o Only one-third of the businesses have implemented DMARC in any form.  And, 
of these businesses that have implemented DMARC, fewer than ten percent are 
using the strongest available setting in DMARC which tells receiving email 
servers to reject (block delivery of) unauthenticated messages.  

o Businesses in the “Financial Services” category were the most likely to use the 
strongest available setting. 

Background  

Email sender  addresses are e asy to f orge   
Phishers and other spammers exploit a design decision made early in the history of the Internet. 
The Simple Mail Transfer Protocol (SMTP), the Internet protocol for email, was designed to 
make it easy for computers to send and receive messages, even if information was incomplete or 
corrupt.  For a message to be delivered, SMTP only requires that the address in the “To” line be 
a valid address.  All of the other information in the message can be false.  Phishers and other 
spammers take advantage of this by spoofing where the message comes from.1
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In other words, by using DMARC, a sending domain can instruct receiving email servers to 
block delivery of all unauthenticated messages – such as phishing messages – that claim to be 
from the sending domain. 
 
Equally critical, the sending domain’s DMARC listing can ask that receiving domains email 
back reports whenever they receive an unauthenticated message that purports to be from the 
sending domain.  This enables the sending domain to observe and monitor efforts to spoof its 
domain and be more proactive in combating spoofing.7   
 
Complex email set-ups and the use of third party and cloud service providers may create 
challenges for the speedy implementation of DMARC with the use of a “p=reject” instruction.  
These tools also can require ongoing maintenance, as independent actions by third parties can 
affect a company’s email operations.8  By working to overcome these challenges, businesses will 
not only protect consumers from phishing schemes, but also protect their own brand reputations 
from misuse. 
  
When creating a DMARC listing, a business may wish to start by setting a policy of “p=none” 
and requesting that receiving domains send reports of authentication failures.  This is especially 
true for businesses that do not know all of the legitimate emailing domains and subdomains 
being used by their various divisions or that use third parties to send email on their behalf or to 
manage their DNS.  After reviewing these reports and making any necessary changes to its DNS 
records, a business can change its DMARC listing to instruct receiving mail servers to reject 
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DKIM, 10 
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Conclusion  

Businesses can help stop phishing and p rotect their b rands against 
spoofing  by fully i






